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Background

The contest is named for Gen
Robert E. Hogaboom, USMC(Ret),
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Upon graduating from the Naval
Academy in 1925, Gen Hogaboom
saw service in Cuba, Nicaragua, and
China. Following action in a number
of key Pacific battles in World War
I, he later served first as assistant
division commander, then division
commander, 1st Marine Division, in
Korea in 1954-55. Gen Hogaboom
retired in1959 as a lieutenant general
while serving as the Chief of Staff,
Headquarters, U.S. Marine Corps,
and was subsequently advanced to
the rank of general.
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engraved plaque for first place;
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.-m-'-":“ honorable mention. All entries are
gaurom o |-,. " eligible for publication.
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Editorial: RXR and OIE

This year, our focus areas for the September Gazerte is refined to examine
intelligence and OIE in light of the impacts of emergent surveillance, detection,
and targeting technologies in the current and future operating environments
where Marines are faced with a peer adversary. The dynamic struggle between
“hiders” and “finders” is currently referred to as the Reconnaissance—Counter-
reconnaissance fight—or RXR. The holistic approach to organization, training,
equipping, and managing talent across the intelligence, surveillance and
reconnaissance communities is the RXR Enterprise, or RXRE. In the future, the
success of naval operations will most likely be determined by Marines’ capabilities
and readiness to contribute to winning the RXR fight in congested maritime
terrain across all domains. Starting on page 4, with an introductory message from
the Director of Intelligence, MajGen W.H. Seely III, a total of twelve articles
cover a broad range of Intelligence, RXR, and OIE-related topics. Of particular
interest is “21st-Century Combined Arms” on page 6 by LtGen Matthew G.
Glavy, the Deputy Commandant of Information and Mr. Eric X. Schaner. This
timely article looks at our warfighting doctrine and examines employing the
proven synergy of combined arms with new technologies and emergent weapons
to force an enemy “onto the horns of a dilemma” in multiple warfighting domains.

Other highlights this month include two points of view on the implementation
of Force Design 2030. On page 57, the Deputy Commandant for Plans Policy and
Operation, LtGen David J. Furness, details the imperative need and challenges of
modernizing the Corps’ future Force Design in “Change is Hard, and No Less
So in the Marine Corps.” In “Machine Learning” on page 61, 2ndLt Hunter
Keeley examines the vulnerabilities of EABO and Stand-in Forces presented by
the proliferation and emergent capabilities of low-earth orbit satellite imagery and
artificial intelligence.

This month we also present award winning essays from several recent writing
contests. The two Honorable Mention winners of the MajGen Harold W. Chase
Prize Essay Contest begin on page 63 with “There’s No L in MAGTE” by Capt
Margaret A. Mello, followed by” Preparing to Deceive” by Maj Bradley J. Mohr
on page 66. Starting on page 74, in cooperation with Marine Corps University
and the Brute Krulak Center for Innovation and Future War, we present the
four winning essays in the “10 Years Outside” writing contest. This first of its
kind contest challenged authors to select a conflict from the past ten years that
did not directly involve the U.S. military and analyze the relevant aspects and
implications of the conflict to the Marine Corps and force design. Of note, we
have also re-published the winning essay from the annual Leatherneck Writing
Contest. “Dissent Done Right” by 2ndLt Kyle Daly on page 93 is noteworthy for
the caliber of writing and the importance of its message in today’s increasingly
divisive, polarized, and undisciplined environment.

Lastly, we present the final installment in the Maneuverist Papers series and
reveal the identities of the authors writing under the pseudonym “Marinus.”
On page 102, Maneuverist Paper No. 23 “The Evolution of Maneuver Warfare
Theory” lays out the players and the process of adopting the Corps’ warfighting
doctrine. Although this completes the Maneuverist Papers series, readers can expect
follow-on articles as the professional debate regarding the continued relevance of
maneuver warfare as the foundation of Marine Corps doctrine continues.

Christopher Woodbridge

MCA President and CEO, LtGen Chartles G. Chiarotti, USMC(Ret); VP Foundation Operations, Col Tim Mundy, USMC(Ret); VP Swrategic
Communications, Rerail Operations & Editor, Leatherneck magazine, Col Mary H. Reinwald, USMC(Ret); VP Professional Development, Publisher &
Editor Marine Corps Gazette, Col Christopher Woodbridge, USMC(Ret); VP Corporate Sponsorships, Events & Advertising, Ms. LeeAnn Mitchell.
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IDEas & IssuEes (INTELLIGENCE/OIE)

DIRINT Message to the Marine Corps Intelligence Enterprise

Marines and sailors,

The fight for intelligence is as old as war itself, but every once in a while, new technology or capabilities will call for a new way
of doing things. Belligerents across the world now operate in every domain and are increasingly engaged within the Information
Environment. The dawning digital age, however, does not yet seem to have brought quite as much progress to fires, maneuver, and
logistics as it has to information, command and control, and intelligence. These “intangible” functions, which once relied upon
messages that moved at the speed of a running horse, are now driven by technologies that can store, process, and transmit data
across the planet in the blink of an eye. These new realities require a technological and organizational paradigm shift, as well as
new ways to organize, train, and equip the force for a bigger, faster fight, and unrelenting global competition.

Actionable intelligence derived from our Nation’s maritime reconnaissance and counter-reconnaissance (RXR) force will drive
all future Marine Corps, Navy, and Joint Force operations. It will require all our people, organizations, and networks to perform
and support integrated intelligence, surveillance, and reconnaissance (ISR) functions, from the Marine rifle squad on up to the
Service level, and beyond. Together, we provide all-domain knowledge and targeting data to decision makers to accelerate action,
create advantages and opportunities, and mitigate operational risk.

Former Director of Intelligence then-BGen Vincent Stewart established the MCISRE to force disparate intelligence elements
and functions to work together. He emphasized the need for consistent tradecraft, training, networks, and systems to support
commanders as the Marine Corps shifted its focus to orient toward the Global War on Terror. Now, as the Marine Corps strives
to implement the changes articulated in Force Design 2030, the entire Service must challenge itself to reconsider what it means to
conduct ISR operations, and the MCISRE must evolve, expand, and integrate itself into a Service-wide RXRE. To succeed in this
venture, all Marine units will have to develop 21st century, all-domain reconnaissance capabilities, and every Marine must rise to
the challenge of becoming not just a collector, but a highly trained, fully engaged member of the maritime RXR force.

The push to develop, field, and support Stand-in Forces will require individuals, organizations, and networks throughout the
naval force to communicate, coordinate, and align their efforts more closely with one another. Our Commandant pointed the way,
publishing a new capstone concept for the Service, and the Deputy Commandant for Information tasked his Intelligence Division
to give Marines the kind of intelligence, surveillance, and reconnaissance capabilities they will need to meet the demands of future
competition and warfare. It will not just be about sensing, making sense, and taking action in combat, but also about the advantages
of placement and access our Stand-in Forces can provide before, during, and after any sort of crisis or conflict. This issue of the
Gazette will highlight some of our challenges, and apply tension to the line that connects where we are today to where we need to
go.

Our Stand-in Forces and, by extension, our Corps, is part of a maritime RXR force that both requires, and exists to enable, the
Joint Force. Together, we will enable our Nation to address problems that may begin as simple competition, but which can spiral
into conflict at a moment’s notice. We cannot afford to stand by while we wait for a demand signal; we must get to work now. We
will continue to integrate with our maritime, joint, and coalition partners, and work with a spirit of aggressiveness to bridge the
gaps that separate us.

This month’s Gazeftte highlights many of your own concerns, observations, and ideas about intelligence. This discussion is
critical—as professionals, we cannot shy away from difficult discussions. What lessons do you draw from your requirements in
the fleet, or from conflicts around the world? What technologies are going to change the way we do business going forward? Only
a learning organization can survive the destructive pace of modern life, so please, keep your ideas coming. We deeply appreciate
the efforts of the many Marines, sailors, civilians, and industry partners who make up the RXRE, and look forward to forging our
Corps’ future together.

Semper Fidelis,
A W J AR
L.K. Gardner, MajGen W.H. Seely I11, MGySgt L.A. Revell,
Assistant Director of Intelligence Director of Intelligence IID Senior Enlisted Advisor
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IDEAs & IssuEs (INTELLIGENCE/OIE)

21st-Century
Combined Arms

Gaining advantage through the combined effects of fires,

maneuver, and information

by LtGen Matthew G. Glavy & Mr. Eric X. Schaner

dapting and overcoming is

a hallmark of Marines. The

emergence of strategic com-

petitors in China and Russia
coincides with an evolving character of
warfare driven by social, informational,
and technological changes that require
us to adapt our thinking to match the
evolving circumstances of the current
era.! As the Marine Corps pursues Force
Design, we need to leverage wargames,
analyses, experiments, and exercises, to
examine and refine how we apply our
most valued and time-tested warfight-
ing theories and concepts to meet the
challenges of 21st-century competition
and warfare. The words of our 29th
CMC, Gen Al Gray, say it best: “Like
war itself, our approach to warfight-
ing must evolve. If we cease to refine,
expand, and improve our profession,
we risk becoming outdated, stagnant,
and defeated.”? This article provides a
way of thinking about one of our most
important and enduring warfighting
concepts—combined arms—as it should
be applied in today’s environment to
create dilemmas for our competitors
and enemies.

The Changing Character of Combined
Arms

MCDP I, Warfighting, states, “Com-
bined arms is the full integration of arms
in such a way that to counteract one, the
enemy must become more vulnerable
to another. We pose the enemy not just
with a problem, but with a dilemma—a
no-win situation.” These words from
Warfighting capture why we conduct
combined arms, and they remain as ap-
plicable today as in any previous cen-

6 www.mca-marines.org/gazette

>LtGen Glavy currently serves as the Deputy Commandant for Information.

>>Mr. Schaner serves as the Senior Information Strategy and Policy Analyst
in the Plans and Strategy Division for the Deputy Commandant for Information.

tury. In short, we follow the doctrine
of combined arms to maximize combat
power through the use of all available
resources to best advantage.4 Through
combined-arms tactics, we integrate
fires, maneuver, and information by
using complementary forces to put a
competitor or enemy in a no-win situ-
ation.

Current events show us that the char-
acter of combined arms is changing in
three primary ways. First, continuing
advancements in information and re-
lated technologies, particularly in the
areas of cyberspace, space, and influence
technologies like social media, provide
awidening array of capabilities that can
be combined to generate advantages.
Integrating these information capa-
bilities with maneuver and lethal fires
to present a dilemma at the right time
and place is key to 21st-century com-
bined arms. To illustrate the expanding
use of technology, consider the near-
realtime view of the unfolding conflict
in Ukraine that we have all witnessed
through various media. The widespread
use of social media to livestream battles
was unfathomable 20 or 30 years ago,
but today demonstrates the power of
using information as a means of exploit-
ing tactical events to mobilize public
opinion and galvanize will on a national
or global scale.

Second, the delivery of combined
arms has changed a great deal due to
the mature precision-strike regime
(MPSR). Integrating this level of pre-
cision into combined arms is changing
how competitors and enemies approach
warfighting. The proliferation of the
MPSR places a premium on winning
the all-domain reconnaissance and
counter-reconnaissance fight. The
actor who wins this fight can apply
combined arms, with the loser suffer-
ing the consequences. Furthermore,
the actor who best exploits the mas-
sive amounts of data generated by the
widespread proliferation of sensors gains
a tremendous advantage in the recon-
naissance and counter-reconnaissance
fight. The side which can make sense
of the data faster than the other will
find and engage targets faster than the
other. In this way, the reconnaissance
and counter-reconnaissance fight, and
therefore combined arms in the 21st
century, presents a “big data” exploita-
tion challenge.

The third change we are witnessing
is the use of combined arms across the
competition continuum. Understand-
ing this change requires adopting an
expanded concept of combined arms
that makes it as applicable below the
violence threshold as it is above. We see
examples of this at work in places where

Marine Corps Gazette ® September 2022



our competitors create dilemmas against
their neighbors who are allied with the
United States, and where the competi-
tor seeks objectives without triggering a
military response from the targeted na-
tion, or the United States. For example,
the People’s Republic of China (PRC) is
employing fishing boats and the coast
guard to “seize” territory in disputed
nearby seas while the People’s Libera-
tion Army Navy provides overwatch.
The scheme presents a dilemma: choose
to attack the encroaching fishing boats
and risk war, or do not interfere and
allow the PRC to establish positions
that advance its claims and objectives.

Toward a Refined Model of Combined
Arms

If our frame for understanding 20th-
century combined arms involved com-
bining supporting arms, organic fires,
and maneuver, then our frame for 21st-
century combined arms should involve
combining supporting arms, organic
fires, maneuver, and information. Infor-
mation is added as a component of 21st-
century combined arms because it under-
pins many of the changes underway in
broader society, the global security envi-
ronment, and in the Marine Corps. The
digital transformation of our networked
society and Marine Corps is character-
ized by hyper-connectivity, mass data
storage and computational power, and
the fusion and correlation of data to
drive outcomes. These information-
based changes introduce vulnerabilities
and opportunities that were not possible
in previous decades. In response to this
new reality, the Marine Corps established
the information warfighting function to
formalize an approach to leveraging the
power of information in campaigning,
operations, and combined arms.

The specific purpose of the infor-
mation warfighting function derives
from our maneuver warfare theory
and practice of combined arms as a key
means of gaining advantage> MCDP
8, Information, states “the purpose of
the information warfighting function
is to create and exploit information ad-
vantages as a means of achieving our
objectives as effectively as possible.”
Information, like all other warfighting
functions, can be thought of as an ac-
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tivity that Marines perform to generate
advantages and effects—no different
than when Marines generate advantages
and effects through fires and maneuver.
Information activities encompass the
four functions of information: genera-
tion, preservation, denial, and projection.
All Marine Corps units can create and
exploit information advantages by
generating, preserving, denying, and
projecting information more effectively
than a competitor or enemy. Through
combined arms, Marines integrate the
functions of information, and associated
capabilities, with fires and maneuver to
create no-win situations for our com-
petitors and enemies. To illustrate the
discussion, Figure 1 provides a model
of 21st-century combined arms.

A key feature of Figure 1 is the con-
cept of information fires and informa-
tion maneuver. Within combined arms,
we can think about and apply informa-
tion as a form of fires and as a form of
maneuver. An example of information
fires is conducting a cyberspace or elec-
tromagnetic attack to deceive the enemy

or destroy the enemy’s critical systems.
An example of information maneuver is
altering, suppressing, or manipulating
electronic, digital, or physical signatures
to deceive the enemy, reveal or conceal
a capability or movement, or to slow
the enemy’s decision making. There are
many examples of information fires and
information maneuver. Table 1 provides
a non-exhaustive list of examples for
Marines to consider in planning,. It is up
to the creativity of Marines to combine
all available capabilities and lethal and
non-lethal actions to create 21st-century
combined-arms dilemmas.
Implementing a refined model of
combined arms requires the Marine
Corps to continue learning through
wargames, analyses, experiments, and
exercises. The DOD, Joint Force, other
Services, and the interagency are all de-
veloping new technologies, capabilities,
and formations dedicated to long-range
precision fires and a wide variety of
information capabilities that fall into
a range of categories (e.g., space, cy-
berspace, influence). What is eluding

20th-Century Combined Arms

Maneuver

Fires &
Maneuver
Combined Arms
Dilemmas

Physical Maneuver
(domains)
Maneuver in Time

<

pporting Arms
Organic Fires

21st-Century Combined Arms

Maneuver

Physical Maneuver
(domains)
Maneuver in Time

* Organic Fires

Combined Arms
Dilemmas

Information /

Fires

Information
Maneuver

Information

¢ Generate, Preserve, Deny,
and Project Information

Figure 1. Moving from 20th-century to 21st-century combined arms. (Figure provided by authors.)

Information Fires

Information Maneuver

Offensive Cyberspace Operations
Electromagnetic Attack

Radio Frequency Delivered Cyberattack
Defensive Cyberspace Operations
Response Actions

Signature Management

Operations Security

Military Information Support Operations
Communication Strategy and Operations
DOD Information Network Operations
Defensive Cyberspace Operations Internal
Defensive Measures

Electromagnetic Support

¢ Electromagnetic Protection

Table 1. Examples of Information Fires and Information Maneuver. (Table provided by authors.)
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all parties, however, is a focus toward
developing a coherent concept of com-
bined arms, applicable across the com-
petition continuum, which seamlessly
fuses fires, maneuver, and information
for maximum advantage and effect (i.e.,
to create dilemmas below or above the
threshold of armed conflict).

A dedicated wargaming and experi-
mentation effort must be pursued to
develop a mature understanding of how
this 21st-century model works. To focus
our learning, the Marine Corps should
wargame and experiment with this con-
cept to inform all types of MAGTF
missions, including missions envisioned

for Stand-in Forces (SIF).

21st-Century Combined Arms and
the MEU

The MEU is well trained and
equipped to perform 2lst-century
combined arms. To illustrate how the
MEU can perform 21st-century com-
bined arms, consider a hypothetical
MEU mission to strike and eliminate
a high-value individual (HVI) (e.g.,
key leader, technical expert, financier)
within a violent extremist organization
(VEO). In this scenario, the MEU cre-
ates a combined arms dilemma by using
one capability to deny the HVI use of a
critical asset, another to track the HVI,
and yet another to strike and eliminate
the HVI when the individual attempts
to access, use, or repair the asset. This
technique of “herding” individuals to
a specific location to address a problem
exposes them to physical harm.

In this example, the MEU—working
under the authority of the combatant
commander, and in concert with ap-
plicable intelligence agencies and the
Department of State—is assigned the
mission to disrupt a VEO’s online me-
dia operations. The VEO’s core lead-
ership group is located in a relatively
small and geographically isolated area
within the MEU’s reach. However, its
media operations, to include its pro-
paganda and recruitment efforts, are
highly sophisticated and effective at
projecting an outsized image through
a global online presence. This presence
has proved effective at increasing the
group’s support, funding, and influence,
and thus represents a growing threat.

8 www.mca-marines.org/gazette
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For this mission, the MEU receives
intelligence on the physical locations
of the VEO’s media production stu-
dio, primary server, and backup server.
These three assets are located in two
separate buildings approximately three
miles apart. At the designated time,
the MEU’s cyber planner coordinated
with USCYBERCOM, through the
geographic combatant commander,
to initiate the pre-planned denial of
service attack (a form of information
fires) against the VEO’s servers. At the
same time, the MEU’s psychological
operations detachment delivers tailored
messages via cell phone (a form of infor-
mation maneuver) to the VEO’s chief
of media operations (the HVI). These
carefully crafted, pre-approved messages
are consistent with the HVT’s language,
culture, and current events in the local
area. This makes the HVI unsuspecting
when notified of the malfunctioning
servers.

As the cyber-attack and deceptive
messaging occur, MEU reconnaissance
teams occupy positions to observe and
report on all relevant activity at the two
locations. A cascade of rapidly unfold-
ing events is triggered when the HVI
arrives at the primary site to investigate
the server issue. These events begin with
the reconnaissance report notifying the
MEU commander of the HVI’s arrival.
The commander’s decision to strike un-
leashes two orbiting F-35’s waiting to
deliver ordinance on both locations.
The no-win situation created by this
scenario is either accepting disrupted
media operations or attempting to repair
and suffer physical harm and destruc-
tion. The strike results in eliminating
the HVI, several support personnel, and
destroys the buildings housing the stu-
dio and both servers.

21st-Century Combined Arms in SIF
Sea Denial Operations

SIF deter our adversaries by establish-
ing forces that persist forward alongside
allies and partners within a contested
area. These forces provide the fleet, joint
force, interagency, and allies and part-
ners more options for countering an
adversary’s strategy.” When directed,
SIF perform sea denial operations to
support fleet maneuver and operations.?

SIF support sea denial through the ap-
plication of both organic sensors and
weapons and integration with naval and
joint sensors and weapons.? Achieving
this requires SIF that are capable of con-
ducting combined arms in all warfight-
ing domains and the electromagnetic
spectrum.

To illustrate how SIF can combine
fires, maneuver, and information to
create dilemmas in sea denial opera-
tions, we use another hypothetical sce-
nario where conflict erupts between the
United States and a competitor turned
enemy. The dilemma created in this sce-
nario is the enemy’s inability to counter
a friendly force electromagnetic attack,
which renders the enemy more vulner-
able to precision strike.

In this scenario, a Marine Littoral
Regiment (MLR) maritime fires ele-
ment occupies key maritime terrain
sufficient for conducting long-range
precision fires in the vicinity of a critical
chokepoint. While maneuvering to the
objective (key maritime terrain) the fires
element relies on combined arms to oc-
cupy the position undetected, and then
again when conducting fires against the
enemy.

Moving undetected is a result of win-
ning the counter-reconnaissance fight.
Prior to conflict, the SIF succeeded
in uncovering and mapping out the
enemy’s collection methods, capabili-
ties, and techniques in the area of and
surrounding the key maritime terrain.
Knowing how the fires element would
be collected upon, the plan to maneuver
is supported by tactical deception, astute
timing to exploit known gaps in the
enemy’s collection windows, offensive
cyber operations (OCO), and physical
attacks to divert the enemy’s attention
away from the unit’s maneuver to the
objective.

In this example, the MLR has in
place the plans to use OCO, which
includes pre-approved authorities and
permissions. The fires element coor-
dinates with the MLR headquarters’
cyberspace operations cell (a compo-
nent of regimental fires and effects),
to ensure that the timing of the OCO
mission supports their movement. The
OCO mission specifically targets the

one remaining signals intelligence as-

Marine Corps Gazette ® September 2022



25 A

-~

- -
1[I}
AND GO

/

G STRONG

- " §|.
1MISSION

THROUGH IT ALL

As long as there are those '
who serve, USAA will be .
there to serve them.

ar

1C0
S ***

CELEBRATING 100 YEARS
OF SERVICE

v/

2

usaa.com/100 | #usaal00

USAA means United Services Automobile Association and its affiliates. ©2022 USAA. 283178-0222


https://www.usaa.com/inet/wc/affinity_group_all_products_landing?affid=002&vurl=vurl_mca

set the enemy had been collecting in
the vicinity of the objective. The cy-
ber planner at the MLR headquarters
facilitates the OCO mission through
pre-coordinated joint fires channels and
through the combatant commander.

In occupying the firing position
and in conducting the firing mission,
the maritime fires element uses passive
and active signature management tech-
niques (which are a form of information
maneuver) to suppress and manipulate
their physical and electromagnetic sig-
natures. Passive measures include the
use of communications discipline,
concealment, and camouflage. Active
measures include the use of decoys to
deceive enemy collection.

At the precise time, the firing unit
executes long-range precision fires in
combination with joint forces. The tim-
ing is critical to mass several different
munitions from air, surface, and land-
based systems against the enemy surface
target. This joint combined-arms opera-
tion includes airborne electromagnetic
attack from close-in unmanned aerial
systems and from manned stand-off
jamming aircraft to reduce the enemy’s
defenses against the MLRs strike. The
inability of the enemy ship to counter
joint force electromagnetic attacks re-
duces the ship’s defenses and makes the
ship vulnerable to precision strike.

Upon completion of the fire mis-
sion, the MLR unit immediately dis-
places from its position using combined
arms to support movement to a pre-
designated hide position. Movement
is facilitated by a pre-approved concept
of operations that includes the use of
joint electromagnetic protection and
attack capabilities designed to screen
the MLR’s movement against known
collection threats. In this scenario, the
MLR unit coordinates with the MLR
headquarters’ electromagnetic spectrum
operations cell to synchronize the tim-
ing of the joint screening action with
diversionary attacks to cover the MLR’s
movement from the firing position to
the hide position.

Combined Arms and Reconnaissance
and Counter-reconnaissance
An operating environment character-

ized by the proliferating MPSR places a
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premium on gaining and maintaining
contact with potential adversaries.! The
actor who sees first can orient first, de-
cide first, and attack effectively first,
gaining a tremendous advantage. This
idea is a core principle in the SIF’s the-
ory of success, and it establishes recon-
naissance and counter-reconnaissance
as a SIF enduring function that enables
combined arms.

SIF provide the Joint Force with
access to the host nation and perform
all domain reconnaissance on every
point of the competition continuum.
These mutually supporting essential
tasks help the fleet and joint partners
establish target custody and develop
an understanding of a potential adver-
sary’s activities and capabilities. This
allows the Joint Force to identify and
counter a potential adversary below the
violence threshold, and if armed con-
flict does begin, allows the joint force
to take the initiative and attack first.
SIF conduct counter-reconnaissance to
uncover potential adversary collection
methods and capabilities. This is done
to deny the potential adversary’s ability
to understand and locate SIF, thereby
creating an operational problem for the
competitor or enemy.

The reconnaissance and counter-
reconnaissance fight is characterized
primarily as a contest between two op-
posing systems each trying to observe
and know what the other is doing while
preventing the other side from doing
the same. This means the reconnais-
sance and counter-reconnaissance fight
is effectively a batrtle for information and
actionable intelligence. The crux of SIF
maritime reconnaissance is to help the
fleet locate the potential adversary or
the enemy sufficiently to deliver effec-
tive firepower.!! The key to maritime
reconnaissance is fusing all domain
collection capabilities into a coherent
realtime intelligence picture. This re-
quires developing and executing an in-
telligence collection plan that employs a
wide variety of collection capabilities, to
include open-source intelligence, pub-
licly available information, and ally and
partner capabilities, to gain and main-
tain target custody and complete kill
webs. All domain reconnaissance also
requires fusing the MLR’s organic hu-

man intelligence and signals intelligence
from ground locations with combatant
commander and national level collec-
tion capabilities employed via the space
and cyberspace domains.

A requirement of any actor employ-
ing the MPSR is to conceal the capabili-
ties of sensors and the exact methods of
employing their kill webs. In support
of counter-reconnaissance operations,
SIF find opponent sensors and under-
stand enemy kill webs oriented on the
fleet. History provides many examples
of using creative and deceptive tactics
to cause the adversary to reveal sensors
and expose capabilities. For example,
during the Cuban Missile Crisis, the
United States combined the use of a
specialized transmitter from a Navy de-
stroyer with the release of radar reflect-
ing balloons from a Navy submarine
to stimulate Cuban air defense radars.
The mission successfully caused Cuba
to employ their radar and subsequently
revealed previously unknown charac-
teristics and capabilities of the system
to U.S. intelligence.!?

Using similar creative tactics, SIF,
working in concert with the Joint Force
and allies and partners must devise
ways of causing potential adversaries/
enemies to reveal their methods and
capabilities of collection. This begins
with leveraging a persistent presence of
SIF in ally and partner nations, which
over time allows for the observation
of patterns of life and patterns of col-
lection used by a potential adversary
in and around the host nation. Upon
establishing a baseline understanding,
SIF resolve gaps in understanding by
stimulating the rival’s sensors, causing
them to reveal capabilities or collection
techniques.

Actions may involve deliberately
using SIF formations to conduct regu-
lar predictable movements and activi-
ties over an extended period of time
to condition the potential adversary’s
expectations of friendly force patterns.
This can include using exercises to in-
tegrate and coordinate with host nation
forces, U.S. Coast Guard vessels, inter-
agency organizations, or the MEU. To
stimulate the potential adversary, SIF
may conduct unexpected movements,
or unexpected engagements with local
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leaders, with the intent of observing
changes in the opponent’s collection
activities and posture.

Counter-reconnaissance also involves
activities by SIF to prevent the poten-
tial adversary or enemy from locating
the fleet. If SIF are engaged in armed
conflict, any manor of combined arms
may be used to deny, defeat, or destroy
the enemy’s collection capabilities. This
may include combining physical attack
and maneuver with OCO or electro-
magnetic spectrum operations to engage
and destroy critical enemy command
and control nodes within their MPSR.
The seeds of successful SIF counter-
reconnaissance operations during armed
conflict are sown well before conflict
erupts. The proliferation of the MPSR
means our competitors have developed
robust, multi-layered, and redundant
intelligence, surveillance, and recon-
naissance networks to enable precision
strike. SIF forces must be present and
tasked to penetrate the potential ad-
versary’s MPSR and hold any segment
of the kill web at risk, to include com-
munications links, nodes, and weapons
systems.

21st-Century Combined Arms in
Competition Below Armed Conflict
The widespread improvement of in-
telligence, surveillance, reconnaissance,
and targeting capabilities by peer com-
petitors is a fundamental characteristic
of the MPSR.!3 Rivals use the MPSR
as a hedge against long-held U.S. power
projection advantages. This provides
potential adversaries cover to pursue
coercive strategies against neighboring
countries who are often allies or partners
of the United States. There is no clearer
example of this than the PRC’s efforts
to work under the protection of their
MPSR to undermine U.S. strategy and
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change the balance of power in East
Asia. Aside from the PRC, the United
States is also challenged by other stra-
tegic competitors such as Russia, Iran,
and VEOs—all of whom seek to pres-
ent dilemmas that challenge the United
States by using the MPSR as cover for
coerclve activities.

The MAGTF is by design an effec-
tive counter to competitors endeavoring
to undermine U.S. objectives using the
MPSR as cover. This is especially true
when MAGTFs coordinate their actions
with a host nation, other MAGTTFs,
joint forces, and interagency partners
like the Department of State and the
Coast Guard. To illustrate, we intro-
duce another hypothetical scenario
where a MEU coordinates action with
the Amphibious Ready Group (ARG),
host nation, combatant commander,
Department of State, and the Coast
Guard to stymy a potential adversary’s
illegal territorial claims over a key in-
ternational trade route.

This potential adversary has been
conducting a small boat harassment
campaign targeting international cargo
vessels transiting a narrow but heavily
trafficked shipping lane. In this scenar-
io, the potential adversary uses the cover
of their MPSR to employ a network of
fast small boats to conduct high-speed
approaches and near misses to harass
transiting vessels. The objective of the
harassment campaign is to slow the
movement of these vessels and disrupt
trade. The specific dilemma is: engage
the small boats and risk escalation or
suffer the economic consequences of
trade and supply chain disruptions.
While this campaign results in interna-
tional criticism, the lack of an effective
response signifies an inability to oppose
the potential adversary’s long-term pur-
suit of a territorial fzit accompli.

There iS Only one Living Memorial that is a home away from home

for Veterans and Active Duty service members of all branches of the Armed Forces.

In response to this dilemma, the
MEU is tasked for a period of 30 days
to disrupt the small boat harassment
campaign, without triggering armed
conflict, to facilitate the free flow of
trade through international waters. The
goal of the MEU-led mission is to create
a dilemma for the potential adversary,
such that the more they pursue harass-
ment, the more harmful it becomes to
achieving their territorial ambitions.
The mission involves the MEU plan-
ning and coordinating the effort to find,
fix, track, interdict, disrupt, and then
expose (through various media) the
harassing swarms of small boats.

To accomplish this, the ARG vessels
with embarked MEU, the Coast Guard
cutter, and two host-nation coast guard
vessels position themselves in the straits
to demonstrate resolve through physi-
cal presence. The Coast Guard vessels
patrol in international waters nearest
the potential threat. ARG vessels pa-
trol in international waters between the
Coast Guard vessels and commercial
ships transiting the straits. This highly
visible presence coincides with a signifi-
cantly ramped-up strategic messaging
campaign that involves regular joint
statements and press briefings held by
senior U.S. and host nation government
leaders. The messaging campaign high-
lights the strengthening ties between
the U.S. and the host nation to ensure
freedom of navigation in international
waters.

For 30 days the MEU S-2 fuses intel-
ligence from ARG sensors, Coast Guard
sensors, theater and national assets, and
organic MEU aviation assets to main-
tain maritime domain awareness in the
contested zone. Integrating these assets
provides a multi-layered network of sen-
sors that gives indications and warnings
of small boat swarm formation on the
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near shores of the potential adversary.
Early warning is key to tracking and
interdicting the swarm. Upon find-
ing, fixing, and tracking the swarm,
the interdiction begins with the host
nation coast guard and Coast Guard
vessels moving to intercept the swarm
formation before they can approach a
commercial ship. As the coast guard
vessels approach the swarm, a MEU
UAS is piloted to fly over the small boat
swarm. The UAS is equipped with video
recording equipment and a radio fre-
quency jamming payload.

Using a pre-approved concept of op-
erations with authorities and permis-
sions from the combatant commander,
the UAS is used to record the swarm
and jam its radio communications. Jam-
ming disrupts the ability of the swarm
commander to direct and coordinate
action. The simultaneous arrival of host
nation and Coast Guard vessels causes
the harassing swarm to lose cohesion
and abandon its mission. This interdic-
tion concludes with the MEU releasing
video footage of the harassing swarm,
along with a combined public statement
from the MEU, ARG, Coast Guard,
and host nation coast guard command-
ers. This public statement is followed
up and reinforced by additional public
statements and press briefings by U.S.
and host nation senior leaders.

To communicate additional resolve,
the Coast Guard interdiction, disrup-
tion, and exposure operation is con-
ducted against the backdrop of a MEU
combined-arms demonstration exercise
with the host nation. Images and vid-
eos from both the interdiction mission
and the combined-arms demonstration
are used to illustrate resolve in a multi-
media campaign.

Conclusion

To compete and fight effectively in
the 21st century, the Marine Corps must
adapt to the evolving security environ-
ment by applying a modern approach
to 21st-century combined arms. The
combined arms approach is how the
Marine Corps executes maneuver war-
fare. Rapid, flexible, and opportunistic
maneuver can only be accomplished by
a combined arms force and through a
diversity of means that maximizes com-
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bat power, flexibility, and responsive-
ness.'4 The Marine Corps’ success in
the 20th century was characterized by
mastery of combined arms. However,
in today’s ever-changing environment,
there exist many more capabilities that
must be combined. This includes a wide
range of new information capabilities
that we employ in all the domains of
warfighting.

Current events show us that the
character of combined arms changes
as precision strike networks prolifer-
ate in a hyper-connected world. The
MPSR provides U.S. competitors
the cover they need to apply coercive
strategies below the threshold of armed
conflict. By deterring escalation, the
MPSR helps competitors achieve their
objectives incrementally, with the goal
of imposing their will on targeted neigh-
bors without triggering a response from
the victim nation or the United States.
Additionally, the MPSR makes it fea-
sible to quickly find and strike targets
across large swaths of geographic space.
This requires gathering and exploiting
huge quantities of data to achieve and
maintain target quality tracks. Fusion
and correlation of data through massed
storage and computation establish de-
cision speed, focus, and scale as key
characteristics of 21st-century com-
bined arms. Succeeding in data fusion
and exploitation means the winning
side will experience the faster decision
speeds needed to focus a widening ar-
ray of available capabilities that can be
combined to generate advantages at
scale over an opponent.

This challenge sits at the core of win-
ning in all domains. Both our SIF and
traditional MAGTFs must be manned,
trained, and equipped to win this fight,
across all points of the competition
continuum. Creating combined-arms
dilemmas, and then exploiting success
to achieve decision in battle, is the foun-
dation of maneuver warfare. In the 21st
century, we must move toward a refined
combined-arms model to ensure we do
not become stagnant in our thinking
and tactics. We must recognize that in-
formation, as a warfighting function,
is a pillar of combined arms. We must
employ every ounce of creativity and
tactical acumen to combine every ca-

pability in new ways, to generate advan-
tages and fulfill our role as the Nation’s
expeditionary force-in-readiness in the
21st century.
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The Networked
Urban Littoral

The effects of emergent disruptive technologies
by Dr. James McGinley & Mr. Arthur Speyer

ecent Russian military opera-
tions in Ukraine demonstrate
the continued challenges of
urban warfare. These chal-
lenges are exacerbated by emerging
and disruptive technologies, which are
creating increasingly networked urban
areas. These technological advances and
population trends are converging to cre-
ate a rapidly evolving networked urban
littoral. Pairing technologies like 5G
and artificial intelligence with low-cost
sensors and unmanned systems will be
the norm in the future operating envi-
ronment. At the same time, population
demographics such as increased urban-
ization and population shifts toward
coasts are creating urbanized littorals.

Urban Littorals Are Key

The U.N. estimates that more than
600 million people (about 10 percent of
the world’s population) live in coastal
areas that are less than 10 meters (about
33 feet) above sea level. Nearly 2.4 bil-
lion people (about 40 percent of the
world’s population) live within 100 ki-
lometers (60 miles) of the coast with
most of these concentrated in cities.!
Worldwide, there are more functional
cities than there are viable countries.
In some cases, cities are the islands
of governance and order within weak
countries.> They are where leaders reside
and where foreign embassies, transna-
tional corporations, and humanitarian
aid agencies gather. Most of the world’s
100 largest cities in 2020 were national,
state, or provincial capitals. Capital cit-
ies are symbols of national unity and
power, but their symbolic importance
means that they are targets for adver-
saries or are likely to experience social
unrest during conflict.
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“In your world, you're going to have to optimize your-
selves for urban combat, not rural combat. That has
huge implications for intelligence collection, vehi-
cles, weapons design, development, logistics, camo,

and all of the other aspects of our progression.”
—Gen Mark Milley, Chairman of the Joint Chiefs of
Staff, speech to the U.S. Military Academy

Class of 2022

>Dr. McGinley is a Senior Analyst at the Marine Corps Intelligence Activity.

>>Mr. Speyer is a Senior Analyst at the Marine Corps Intelligence Activity.

The modern city is complex. It is
composed of independent physical,
social, informational, and functional
systems. These systems have structures,
connections, and feedback mechanisms
that keep city services operating. Al-
though these interdependencies create
opportunities, they also create com-
plexity and vulnerability to attack.
Combined with the concentration of
population, these factors make the ur-
ban littorals key to success in the future
operating environment.

The Urban Human

The human terrain is key terrain in
urban environments. About 55 percent
of the world’s population lives in urban
areas. By 2050, it will increase to 68
percent, bringing the urban population
to about 6.7 billion.? The urban popula-
tion is also decreasing in age. By 2030,

up to 60 percent of the world’s urban
population will be younger than 18.4
The risk of internal conflict increases by
150 percent in countries where youths
make up 35 percent of the population.

Asia and Africa have the highest rates
of urbanization. By 2050, Africa’s urban
population is likely to almost triple, and
Asia’s is likely to increase by more than
half. Rapid increases in urban popula-
tions will strain urban infrastructure
and social services as cities attempt to
meet larger urban demands.

Many cities are not prepared to ab-
sorb increases in their population. This
inability leads to the rise of informal
settlements within and near cities.
Worldwide, one in four urban residents
lives in a slum. An estimated 80 per-
cent of slum dwellers live in just three
regions: eastern and southeastern Asia

(370 million), sub-Saharan Africa (238
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million), and central and southern Asia
(227 million).® Projections estimate
that the total number of slum dwellers
worldwide will increase to 1.2 billion
by 2030, with the largest proportional
increase occurring in Africa.’

Conflict Puts Urban Populations at
Risk

Conflict is more likely to occur in
urban areas for the simple reason that
more people live in urban areas than
ever before. When warfare takes place
in cities, civilians experience both di-
rect and indirect harm, ranging from
physical violence and injury to the
disruption of vital services and the
destruction of critical infrastructure.®
When explosive weapons are used in
cities, between 88 and 91 percent of
those killed or injured are civilians; the
percentages drop to between 16 and 25
percent when such weapons are used in
non-urban areas.’

Conflicts displace millions of people,
the majority of whom move to towns and
cities. When Russia invaded Ukraine
in 2022, more than six million left for
neighboring countries, and eight mil-
lion people were internally displaced.!”
In the past, most refugees were placed
in rural settlements or camps far from
city centers.!! Now, most refugees live
with family and friends in urban centers,
usually in a neighboring country.

When conflict enters an urban area,
cycles of conflict and instability occur.
Civilian casualties and poor governance
can lead to grievance, which can lead
to mobilization and recruitment of ag-
grieved persons, which, in turn, lead to
more violence and conflict.!?

Cities Have Complex Physical Terrain

Typically, key nodes such as business
and manufacturing districts and neigh-
borhoods are arranged as defined zones
around a central business district. How-
ever, zones can take different forms.
For example, a developing country may
have a modern central business district,
a traditional business district, and a pe-
riodic market.!3

Building heights vary by city sec-
tor; for example, most high-rise build-
ings are located in business districts.
Urban canyons (the narrow space be-
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City Technologies

Autonomous vehicles
Singapore

In 1998, Singapore became the first smart
city to introduce 2 smart traffic management
systemn. By 2018, Singapore’s smart traffic
management system had a budget of Us$12
billion. Singapore is ranked as the smart city
most prepared to accommesdate autono-
mous vehicles and is planning te launch a
fleet of automated buses in 2022

Above: Nanyang Technological Univensiy in Singa-
pore uses driverlass shuttlas at its campis.

Waste management
Yanbu, Saudi Arabia

In Sandi Arabia, bot weather accderates
garbage deterioration. The incustrial city of
Yanb, the worlds third-Langest oil refinery
center, has installed solar- powered capacity
sensors on garbage bins. The sensars report
the fill level of garbage bins in real time

w0 that routes of garbage vehicles can be
optimized and garbage colbection efficiency
can be kmproved.

Above: A buitin solae panel in the kd of 2
gaebage bin

P

Dubai, UAE

In 2017, Dubai conducted test Bights of

the German Volocopter 25 a candidate for an
unmanmesd fiying taxi service. The Volocopter's
imuakier plans 1o begin commercial drome-based
Bai services by 2025,

Above; The German Velocopter will create an
airport-style urban mobility that is safe, quist.
and smission-fres.

5G networks
Seoul, South Kerea

South Kore was the first country to
launch 56 network services. 56 network
availability in Seoul is the highest in the
word. with an availability of 93 percent as
compared to 74 percent in New York City
ansd 45 percent In Zurich (Switzerland)—
the nest-closest competitors.

Above: A technician telecom operator checks

s antore for 56 service on the roafiop of a
buking in Seoul,

Surveillance
London, England

Loadon’s CCTV environment isa combina.
thon of government surveillance, business
security, and private home CCTV systems.
The total mumber of cameras could be in the
hundreds of thousands. It ks estimated that
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Increasingly advanced urban technologies. (Photo provided by authors.)

Case Study: Complex
Terrorist Attack

“The 2008 terrorist attack in Mumbal, India,
illustrates the tactics of modern urban terror-
ism. The attacks used small well-armed groups
to strike simultaneously, as well as sequentially,
multiple soft targets across an urban area. Ten
untrained terrorists attacked Mumbad with mil-
itary precision. The terrorists wore earpieces as
military professionals with years of training gave
orders, encouragement, coaching. and real-time
intelligence fram television and social media.

Complex attacks pose significant difficulties for
urban law enforcement command and control,
Police forces are optimized to respond in a piece-
meal manner to calls. Police force concentrate

in space, whereas distributed attackers like the
Mumbai teams distribute attacks over time and
over a large urban area, Distributed attacks strain
palice resources and fragment the response,
challenging the ability of police

command, control, and response systems to
keep pace with rapid, dispersed events,

Nov. 26-29, 2008
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Cht pati Shivaji Rail
Station
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a popular tourist
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—— Taj Mahal Palace and Tower Hotel
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tween tall buildings) limit movement,
communication signal propagation, vi-
sual line-of-sight, and the trajectory of
munitions. Additionally, above-ground
communication and electrical lines can
inhibit helicopter and UAV movement.
Connectors such as rail lines, public
transit, major roads, and rivers create
urban corridors. Transportation lines
and facilities shape land-use patterns.
The nature of the physical terrain will
have a direct impact on the conduct of
operations in the urban terrain that can

vary block by block.

The Networked Global City

The massive increase in connectivity
since the beginning of this century has
created a networked urban littoral 4
Urban environments are dense with
people, information networks, and
data-dependent systems. Governments
use fixed-mobile communication infra-
structure that takes advantage of the
high data-transmission rates available
in cities. New digital infrastructure is
creating large-scale data layers at per-
sonal, network, and system (i.e., social,
Service, governmental, and business)
levels.

5G and the Internet of Things

5G provides improved speed (5G
networks are more than 10 times faster
than 4G networks), coverage, and reli-
ability.’> By 2025, 5G mobile phone
network users will have increased from 1
million to 1.2 billion, and 5G networks
will account for 20 percent of global
mobile phone connections.!® The con-
vergence of advanced mobile phone net-
works and artificial intelligence-enabled
applications will be evident in urban
areas with high mobile-phone density.

The Internet of Things (IoT) con-
sists of all the devices connected to the
Internet. These devices have sensors
and other software applications that
sense and collect data so that they can
monitor their environment. Internet-
connected devices perform a variety
of functions. As consumer devices,
they enable smart speakers, watches,
door locks, and personal assistants. As
business devices, they enable medical
devices, engine sensors, industrial ro-
bots, HVAC controllers, and security
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An overwhelming majority of the most-surveilled cities reside in the Indo-Pacific region.

(Photo provided by authors.)

systems. As municipal systems, they en-
able systems for traffic, trains, water,
power, and surveillance.”

In 2020, there were more IoT" con-
nections (e.g., connected cars, smart
home devices, and connected industrial
equipment) than there were non-IoT

tion fits in their usual pattern.!? Closed-
circuit television (CCTV) cameras
support crime prevention, traffic mon-
itoring, and observation of industrial
environments not suitable for humans.
Cameras are getting better and cheaper,
and live video streams can be remotely

Urban environments are dense with people, informa-
tion networks, and data-dependent systems.

connections (e.g., smartphones, laptops,
tablets, and computers). By 2025, there
will be almost four IoT devices for ev-
ery person in the world.!8 The driving
operational security concern of having
troops keep their cellphones off will pale
in comparison with the networked sen-
sor environment that the urban environ-
ment presents.

Surveillance is Persistent in Urban
Environments

More than 1 billion surveillance cam-
eras are installed in cities. Half of these
cameras are in China. China is also a
leading adopter of facial-recognition
technology, which provides the oppor-
tunity to identify a person instantly,
including body language and if the loca-

accessed and easily disseminated. Facial-
recognition technology provides public
and private entities the opportunity to
instantly check the identity of anyone
who passes by a CCTV camera as well
as if any of their known associates are
in the crowd. Based on the number of
cameras per 1,000 people, 16 of the top
20 most surveilled cities are in China.20

Urban Protests Go High-Tech

The 2019 Hong Kong protests were an
urban insurgent innovation lab. Protesters
used anonymous online forums to hinder
the ability to identify protest leadership.
The protesters also used umbrellas and
uniform clothing to reduce identifiable
signatures and defeat facial-recognition
software.
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The protesters used a meshed commu-
nication application as an ad hoc mobile
network to communicate with less risk of
interception or loss of communication.

Communications technology allows
anyone with a smartphone and social
media to conduct real-time observation,
reporting, and live streaming of crisis
events.

“Wars will increasing-
ly be centered in large,
poorly governed urban
areas, and will be fought
against well-armed and
capable opponents
who will most likely
be nonstate or quasi-
nonstate actors. All of
this will take place un-
der the unblinking stare
of the camera, bringing
the local to the global
stage and the global to
the local stage.”
—David Betz

Cities Are Where the Future Happens
First

Urban areas are test beds for the con-
vergence of technology. Technology is
being applied in cities to increase sys-
tems’ efficiency and quality and citizens’
quality of life. These applications are
enabled by high-speed Internet avail-
ability and big data analytics, as well
as advances in artificial intelligence,
autonomous systems, surveillance, and
monitoring systems.

The combination of low-power sen-
sors that monitor urban environments
and activities, high-speed wireless net-
works, and web- and mobile-based
applications enables smart cities to
use technology to increase municipal
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Interconnectedness of critical urban systems. (Photo provided by authors.)

systems’ efficiency and to improve the
quality of services and life. Initiatives
include power, transportation, street-
lights, and trash collection. In 2019,
there were 379 fully deployed smart-city
projects in 61 countries.

Intelligent Monitoring is Proliferating

A smart sensor is made of a sensor, a
microprocessor, and communication tech-
nology. Smart sensors receive input from
the physical environment around them
and use internal processors to monitor
the environment, detect changes, ana-
lyze data, and either communicate or

Urban areas are test
beds for the conver-
gence of technology.

make decisions and control processes.
The urban environment is proliferated
with sensors, allowing cameras to control
traffic flow and security threats. Internet-
connected devices, such as cameras that
monitor movement and personal assis-
tants that monitor sound, could represent
a force-protection threat. In a networked
world, using artificial intelligence-based
tools, an individual’s movements could
be automatically tracked over time, da-

tabased, and accessed from anywhere in

the world.

Unmanned Systems Will Be Revolu-
tionary

To further complicate the urban en-
vironment, unmanned systems, includ-
ing robots and drones, may revolution-
ize many industries and city services,
especially those that involve hazardous
conditions. Unmanned systems have
applications in law enforcement and
firefighting (e.g., as ambulances and
for inspections, environmental moni-
toring, and disaster management) as
well as more mundane tasks such as
package delivery. These systems will
have a degree of autonomy from simple
collision avoidance to full navigation.
Drones encountered may be executing
innocuous tasks or conducting deliber-
ate surveillance. But even the utility
drone may be co-opted for surveillance
by passive observation of its sensor and
video feeds.

The march of human migration,
demographics, and technology com-
plicates the urban terrain in new and
unexpected ways. The increased com-
plexity of smart cities, connected in-
frastructure, coastal urban areas, and
networked urban populations places a
premium on understanding the net-
worked urban littoral.

Marine Corps Gazette ® September 2022



Urban Warfare Technology Watchlist
» Wearable augmented human per-
formance systems capable of extending
human performance in urban environ-
ments.
* Sensing technology capable of seeing
through buildings, beyond urban ob-
stacles, and undergrouncd.
* Urban camouflage technology and rac-
tics capable of lowering signature profiles
for personnel and equipment.
* Development of munitions adapted ro
penetrating urban structures or capable
of creating fatalities without destroying
structures.
* Directed-energy weapons capable of
controlling urban populations.
* Networked communications capable of
effectively operating beyond-line-of-sight
and meeting high-data requirements for
ISR and command and control while
overcoming urban limitations.
* The integration of artificial intelli-
gence across combat and C4ISR systems,
especially systems designed to operate in-
dependently without a man-in-the-loop
protocol.

>Authors’ Note: The views expressed are those
of the authors and do not reflect the official
policy or position of the DOD or the U.S.

Government.
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The Marine Corps’
Third Amphibious
Realignment

The reconnaissance counter-reconnaissance enterprise
by LtCol William Sumption & Mr. Ben Closs

he First Amphibious Re-
alignment
LtGen John A. Lejeune’s
vision for the Marine Corps
as an amphibious force, which sprung
from his study of the Allied landing at
Gallipoli, influenced the entire Corps’
focus and activities in the years follow-
ing World War One. Encouraged by the
Marines” noteworthy performance in
France, Lejeune was determined not to
see the Corps relegated back to a lesser
position within the nation’s military
structure. Throughout the 20s and 30s,
Marines continued to conduct many of
the same security-focused missions they
had been tasked with before the war.
Lejeune’s vision and personal engage-
ment energized a new focus on edu-
cation and experimentation, however,
which enabled and accelerated the de-
velopment of revolutionary amphibious
capabilities, all of which contributed
to the pivotal role the Corps played
a generation later during the Second
World War.

The Second Amphibious Realignment

As our 29th CMC, Gen Al Gray, put
it, “Every Marine is, first and foremost,
a rifleman. All other conditions are sec-
ondary.” His generation’s experiences
during the Vietnam War informed this
perspective and, along with concepts
like maneuver warfare, helped the post-
Vietnam-era Marine Corps develop an
amphibious operations capability that
could truly project power ashore while
also complementing and enhancing the
Navy’s fleet operations. Most of these
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developments were focused on tradi-
tional wartime capabilities. Although
the Cold War never escalated to true
armed conflict between the United
States and the Soviet Union, and de-
spite the broad range of disaster relief,
counterinsurgency, and other types of

information technologies. Nations, cor-
porations, and other actors throughout
the globe have multiplied their ability
to affect social, political, and economic
change without crossing the threshold
of traditional armed conflict, using the
information space those new data and

... other actors throughout the globe have multiplied
their ability to affect social, political, and economic
change without crossing the threshold of traditional

armed conflict...

operations Marines engaged in during
the last 40 years, the Marine Corps’ ac-
cepted role within our Nation’s defense
planning continued to center around its
role as a “Phase I1I” forcible entry force.

The Third Amphibious Transforma-
tion

Today’s Marine Corps once again
finds itself at the tail end of an ex-
tended campaign ashore while the
entire world is amid an epochal shift
in military capabilities and global dy-
namics. The dawn of the Digital Age
has come with explosive growth and a
broad proliferation of information and

technologies have helped them to create.
The operating environment will never
be the same. Recognizing the transfor-
mative nature of technological revolu-
tion, the Marine Corps has chosen to
embrace the change, however disruptive
it may be, and is pioneering the Joint
Force’s effort to adapt to it.

This process had already begun
when Gen Berger published his Com-
mandant’s Planning Guidance in 2019.
Together, the follow-on Force Design
Annual Update(s), A Concept for Stand-
in Forces, and the recently published
Functional Concept for Maritime Recon-
naissance and Counter-reconnaissance
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outline the mandate for the Marine
Corps’ third amphibious realignment:
The Marine Corps as a maritime recon-
naissance and counter-reconnaissance
enterprise that both exist to enable, and
requires essential support from, the Joint
Force as a whole.

In the years to come, competing and
deterring conflict, let alone defeating
our nation’s adversaries, will require a
joint and combined approach. None
of the Services can hope any longer
to achieve anything beyond fleeting,
tactical-level success through indepen-
dent operations. Going forward, Marine
forces may be assigned zones of action
in which to operate, but those zones
will not, and cannot, exist in a vacuum;
there are no closed systems in the informa-
tion space. Today’s great-power compe-
tition requires a whole-of-government
approach, backed by fully integrated
joint military capabilities, that can
take advantage of our nation’s inherent
strengths, mitigate its vulnerabilities,
and exploit new opportunities, all while
overcoming the challenges posed by the
ongoing changes in the weather, our
adversaries, and the physical and human
terrain throughout the globe. The Ma-
rine Corps’ unique focus on combined
arms, and its abilities to gather infor-
mation and conduct reconnaissance
and counter-reconnaissance activities
throughout the littoral battlespace, will
be vital to the future Joint Force.

The Reconnaissance Counter-recon-
naissance Enterprise (RXRE)

Even today, every element of the
MAGTF is capable of conducting re-
connaissance: the ACE conducts aerial
reconnaissance, the LCE conducts engi-
neering and route reconnaissance, and
the GCE conducts deep reconnaissance,
ground reconnaissance, and light ar-
mored reconnaissance, among other op-
erations. A Concept for Stand-in Forces
and Functional Concept for Maritime
Reconnaissance and Counter-reconnais-
sance describe an enterprise that brings
all of these potentially disparate ele-
ments together and aligns them with
the rest of the Service to support joint
operational preparation of the operating
environment. The RXRE must oper-
ate as an extension of the Joint Force.
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Marine RXRE must provide flexible and unique capability to the Joint Force. (Photo by Sgt Danny
Gonzalez.)

It will continue to generate local unit
requirements, but it exists, first and fore-
most, to answer questions for the men
and women who have both the ability
and the authority to make theatre-level
decisions: the combatant commanders.
Stand-in-Forces (SIF) must do more than
persist within the adversary’s weapon’s en-
gagement zone. They must diminish and
complicate the strategic options available
to our adversaries, enable theater and na-
tional decision making, and support the
Joint Force.

The Marine Corps needs
to provide ... stand-in
forces able to gather
intelligence ... in ways
that other elements of
the Joint Force cannot.

The Functional Concept for Recon-
naissance and Counter-Reconnaissance
seeks to tie numerous present-day recon-
naissance concepts together and apply
them in a holistic manner. Engineering
reconnaissance, aerial reconnaissance,
scouting, patrolling, and patrol debriefs

are nothing new, but they remain essen-
tial functions for any force. They may
not influence our adversaries or other
objectives directly, but they contribute
to later successes by laying the founda-
tion for battlespace awareness, target-
ing, combat assessment, and educated
command decisions. Only an enterprise
approach working together can build
the collective awareness necessary to
rise to the level of utility.

Military reconnaissance takes on
even greater importance during compe-
tition. More than focusing on destroy-
ing the adversary, SIF may locate and
close with the adversary in the interest of
deterring, or influencing, their actions
during steady-state competition. 7%e en-
tire Marine Corps is shifting its focus from
“destroy” to “locate and close with.” Most
future Marine Littoral Regiment opera-
tions promise to be chiefly reconnais-
sance and influence operations, which
all its maneuvers will be designed to
support. The Marine Corps needs to
provide the Joint Force with stand-in
forces able to gather intelligence from
locations and in ways that other ele-
ments of the Joint Force cannot.

It’s About the Joint Force

A Concept for Stand-in Forces brings
together all of these reconnaissance ac-
tions under the umbrella of maritime
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reconnaissance and counter-reconnais-
sance operations. While these missions
are not new, their focus is. While the
Corps’ first realignment turned it into
a combined-arms amphibious force that
worked under a naval commander, and
the second one focused its combat op-
erations within an assigned three-di-
mensional battlespace, the Corps’ next
evolution will necessitate its working
in and through a joint/combined bat-
tlespace and force structure. SIF will
accomplish its mission by locating and
closing with its adversaries, forcing them
to react, and then handing off appropri-
ate intelligence or targeting data so the
entire Joint Force can exploit the oppor-
tunities they have identified, and helped
to create. 1his is the essence of intelligence
operations enabled by maneuver.

To be useful, reconnaissance opera-
tions supported by maneuver need to
answer questions about the level of com-
mand actually in a position to make
decisions to influence the operational
environment. In competition, that is not
the MEF or the MARFOR command-
er; it is the combatant commander. The
RXRE must, therefore, measure up to
combatant commander requirements
and expectations. The Marine Corps
must operate and collect on behalf of
the Joint Force.

As Marines, we are proud of our
adaptability, a quality that has, histori-
cally, helped our forces to retain their
operational flexibility and freedom of
action when they need it most. It was
this can-do attitude that forged the
MAGTF into something that could doa
bit of everything, even during the Glob-
al War on Terror. To succeed against
our peer competitors, however, we will
need to operate jointly with the other
Services. Unity of command, especially
during competition, will always boil
down to the combatant commander’s
authorities and decisions.

All Exercises Are Live Fire in the In-
formation Environment

Forward deployed Marine elements
can exert influence on adversaries with-
out firing a shot. In The Defense of Duf-
fer’s Drift, Lt Backsight Forethought
learned that one need not actually oc-
cupy terrain to control it. /n the infor-
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mation environment, we need not attack
the enemy in order to detect his actions,
direct his attention, and pare down his
options. RXRE operations, activities,
and investments can have a ripple ef-
fect beyond their immediate results,
and actions short of armed conflict
can achieve operational and strategic
objectives. Likewise, if a partner nation
exercise is fouled through an accident
or incident, we will have no alibi. Our
adversaries will take advantage of any
negative event in the information space
and use it to their advantage.

to information that no other assets can
collect and gather information vital to
the Joint Force on a constant basis.

Conclusion

The nature and scope of the Ma-
rine Corps’ future missions call for an
enterprise approach to reconnaissance
and counter-reconnaissance functions,
which will demand a balanced mix of
all-domain sensing and maneuver ca-
pabilities across the entire force. The
entire RXRE will plan and conduct ISR
operations supported by integrated fires,

Marines need to train in environments that orients them to a changing and austere battle-
space. (Photo by LCpl Manuel Alvarado.)

All RXRE operations, activities,
and investments in competition must
be focused to achieve some kind of ad-
vantage over our adversaries. The luxury
of administrative movement is a thing
of the past; we do not have anywhere
near enough time, people, or resources
to send Marines into theatre without a
specific plan and purpose. Mere pres-
ence patrols, without a more specific
message to send, promise to provide
more opportunities for our competi-
tors than for the United States. Every-
thing our SIF does must be a maneuver
to gain advantage. The Marine Corps
is a global force, and every Marine
is part of the maritime RXRE. Our

forward-deployed elements have access

maneuver, and information functions,
and every element of the SIF will have
something to contribute toward the
naval and Joint Force’s understanding
of the operating environment. The Re-
connaissance Counter-reconnaissance
Enterprise concept capitalizes on the
fundamental nature of what makes
Marines who they are while focusing
on and facilitating the kind of adapta-
tion our Service must undergo to orient
toward a changing battlespace and new
threats, all while competing effectively
and consistently enough to gain real
advantages over our adversaries.

usg@vic
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Transiting the
“Valley of Death”

Between concepts and fielded capabilities

here is growing impetus

among senior DOD and Ma-

rine Corps leaders to improve

the DOD’s cyber capabilities,
where cyber is defined to include items
relating to information technology,
computers/computing, and computer
networking (to include data process-
ing, artificial intelligence, and machine
learning capabilities). Unfortunately,
there are many hurdles that new cyber
capabilities must overcome in order to
move from the proven concept phase to
the fully fielded and sustained phase in
the DOD.! There are so many issues
that this period in the innovation pro-
cess between the acknowledgment of a
capability and widespread adoption of
the capability by the DOD has been
deemed the “Valley of Death.” This
article outlines four of these issues and
provides recommendations for how the
DOD (and the Marine Corps) might
address them. The four issues are: (1)
difficulty navigating DOD funding and
acquisitions processes, (2) a lack of joint
or DOD-common requirements, (3) the
DOD’s poorly defined cyber require-
ments, and (4) dependence on industry’s
ability to profit from transitioning the
capability.

Critical Issue #1: Difficulty Navigat-
ing DOD Funding and Acquisitions
Processes

In 1960, U.S. defense-related re-
search and development (R&D) spend-
ing accounted for more than 33 percent
of the total global R&D spending. By
2016, it had fallen to less than four per-
cent of the global total.? Persons wish-
ing to work in the R&D field today
have many more options for funding
sources and the DOD has a lot more
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competition when it comes to finding
high-quality developers. In addition
to the DOD controlling much less of
the market share for R&D, navigating
DOD funding processes is prohibitively
difficult for all but the largest defense
contractors.

As a product or service moves from
concept development to fielding and
then to sustainment, the type of DOD
funding or “color of money” used to pay
for the item changes from Research,
Development, Test, and Evaluation
(RDT&E) funds to Procurement
(PROC) funds to Operations and
Maintenance (O&M) funds.4 The
people and agencies that manage each of
these categories of funds differ, and not
only do they differ between categories
but they also differ between Services.
For example, the people that manage
and decide how to spend the Air Force’s
RDT&E funds differ from those that
manage and spend the Navy’s RDT&E
funds, which are different from those
that spend the Navy’s PROC or O&M
funds.

Also, even though a concept may be
proven, it usually requires some degree
of tailoring to ensure it meets the DOD’s
requirements. As such, initial testing by
the DOD of concepts is usually done
with RDT&E funds. Often these test-
ing timelines are flexible or get delayed,
so there is uncertainty around when
an item will no longer need/qualify for

RDT&E funding and instead need/
qualify for PROC or O&M funding.
Once an item has been DOD-tested
and approved, PROC (for materiel) or
O&M (for services and parts/sustain-
ment) funding is used to acquire and
maintain the item for the operational
forces.

To obtain PROC or O&M funding,
however, DOD planners and financial
managers must register the need for
funding one to two years in advance
of when they actually plan to spend it
by either creating a new budget line
item or adjusting the funding request-
ed under an existing budget line item
on their budget request, which is sent
to Congress annually for approval via
the President’s budget. This budgeting
and approval process occurs in the year
prior to when the funds are expected
to be spent. Because of the timing of
the Congressional budget cycle, items
can sometimes wait for up to two years
between when their RDT&E funding
runs out and when approval is granted
to use PROC or O&M funds (assuming
approval 7s eventually granted).

For the acquisition of substantial
(read: expensive) items like a new fighter
jet or ship, the Services will designate
a team of people to ensure funding re-
quests are made on time and appropriate
hand-offs between sections occur. For
items that do not meet major acquisition
thresholds and which are not overseen
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by a designated team (e.g. most cyber
capabilities), management of these
transitions between research and engi-
neering teams, acquisitions teams, and
sustainment and operations teams is left
up to either the end-user or requestor
(usually either an operational unit that
requested the item or the capability
analysts that initially championed the
concept) or the contractor who expects
to provide the item. In addition to the
challenge of figuring out who you need
to get money from and when, as military
personnel rotate between assignments,
many initiatives are forgotten or aban-
doned.> Large defense contractors often
hire acquisitions experts to help ensure
these transitions between phases/fund-
ing sources/management teams occur,
but smaller contractors often cannot
afford such help.¢

Congress and the DOD have imple-
mented a few means of addressing this
issue. In 2016, as part of the National
Defense Authorization Act, Congress
granted the DOD permanent authority
to use Other Transaction (OT) agree-
ments instead of traditional contracts
for research, prototyping, and follow-on
production. OT agreements are exempt
from certain federal acquisition laws
and regulations so long as they involve
either a nontraditional defense contrac-
tor, a small business, or a non-federal
funding partner. Though the available
data on the use of OT authority is in-
complete, OT authority does not yet
appear to have had a significant impact
on the amount of funding awarded to
nontraditional defense contractors. Rea-
sons for this likely range from a lack of
awareness by acquisitions officers on
how to set up OT agreements to inef-
ficient management of the consortiums
that are supposed to foster competition
for OT agreements.”

In addition to being able to estab-
lish OT agreements, in 2015, the DOD
stood up the Defense Innovation Unit
(DIU). It now has offices in Silicon
Valley, CA; Austin, TX; Boston, MA;
and Washington, DC. The DIU’s
purpose is to accelerate the military’s
“adoption of commercial technology”
and grow the “national security inno-
vation base.”® It does this by helping
the military describe requirements in
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“language familiar to the private sec-
tor rather than in language only the
military would understand” as well as
enabling “companies to participate in
the selection process easily by respond-
ing with material they already have”
such as a few slides or an info paper ver-
sus a long, formal proposal.? DIU also
works “quickly to get to an answer [as]
to whether the companies are selected
for a prototype contract.”10 However,
DIU is only focused on getting tech-
nology #o the transition phase and not
necessarily through the transition phase.
Some things the DOD should do to
help address this issue are: (1) stand up
a centralized office within the DOD to
execute and oversee all OT agreements;
(2) expand on the concept of the DIU
and stand up an office or organization to
help smaller vendors navigate the transi-
tion from proven concept through the
various funding phases to fully fielded
and sustained; and (3) set up a bridge or
intermediate funding source (with little
to no requirements/strings associated) to
help companies continue to pay staff and
maintain product lines when they face
gaps between when their RDT&E fund-
ing runs out and when they can expect
to receive PROC or O&M funding.
By standing up a centralized OT of-
fice, the DOD would be able to both
maximize the employment of that por-
tion of the workforce that is familiar
with implementing OT agreements
and develop institutional knowledge
in OT agreement employment as well as
better track OT agreement use and ef-
ficacy. By providing free expert funding
and acquisition support to all vendors/
developers and DOD units/capability
requestors (akin to what the larger
defense contractors purchase/hire), it
would enable smaller projects to more
easily navigate the DOD funding and
acquisitions processes and receive at
least some of the same support that the
DOD and major defense contractors
provide to major acquisitions projects.
It would also ensure those products that
the DOD really wants do make it to
fielding vice just those that the vendor
or developer wants to sell. Providing an
intermediate funding option (to ensure
developers and vendors receive a con-
tinual stream of funding) will allow

those developers that only have a few
products or that require reliable fund-
ing to consider the DOD as a customer
instead of turning to other products and
customers who can provide more reli-
able funding. Recent research indicates
that guaranteed funding (as indicated
by funds obligated) is the strongest pre-
dictor of whether or not an item will
transition.!!

Ciritical Issue #2: A Lack of Joint Re-
quirements

For those that are not and have not
been a part of the DOD, understanding
the differences between its sub-com-
ponents—the Services—is not easy.
Despite the fact the Army, Navy, Air
Force, and Marine Corps all fall under
the DOD, there are very few DOD-
wide cyber systems or capabilities (the
only two that immediately come to
mind are the Defense Travel System
and the Defense Information System
for Security). Each Service—and even
some joint commands such as Special
Operations Command—maintains its
own computer networks, uses its own
procurement and accounting systems/
software, and maintains its own tactical
and operational command and control
programs.

Developers and vendors who may
have cyber capabilities to offer the
DOD will often be relegated to pick-
ing a single Service to work with. If they
only work with one Service, the risk of
the project failing is high as Service-
specific requirements can change sud-
denly.!? Working with multiple Services
helps ensure transition since it is less
likely that all stakeholders will pull
out. However, if the vendor/developer
wants to work with multiple Services
to maximize their DOD customer
base, they likely will have to develop
different versions of their product to
match the specific demands/networks
of each Service, which eats into their
profits. In addition to the operational
problems caused by the lack of DOD-
common networks and systems (such
as an inability to share information in
a timely manner between the Services),
this bifurcation of cyber requirements
further minimizes the DOD’s already-
diminished-of-late buying power by
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splitting it among the Services. This
can also drive up the price of DOD
cyber solutions.

Service leaders, in particular the
DOD chief data officers and chief tech-
nology officers, should make migrating
the Services to common networks and
systems a top priority. Not only would
this improve information sharing and
boost the DOD’s buying power but it
would also simplify cyber defense by
reducing the number of systems and
networks that the DOD must defend.
Service leaders will likely be reluc-
tant to migrate to common systems
as it would require them to relinquish
some control, so migration will have
to be properly incentivized. A first step
would be asking senior Service leaders
who oversee systems that are ripe for
migration (like moving the DOD to
a common accounting system) what
incentives would sway them to pursue
migration.

Find Your

Critical Issue #3: Difficulty Describing
Requirements

When describing desired cyber ca-
pabilities or requirements for vendors
and developers, DOD personnel often
describe a total package solution rather
than a problem, or more specifically a
family of problems. Recently the Special
Operations Command Chief Informa-
tion Officer told industry to re-think
their business models.!3 At the 2021 Na-
tional Defense Industrial Association’s
Special Operations Forces Industry
Conference, she stated, “Think about
not necessarily always proposing a full
stack solution, but instead focusing on
providing infrastructure as a service,
data as a service, algorithms as a service,
and keeping those separate so that we
can mix and match them for the next
unknown mission.”4

The problem though is not that
industry is not offering these separate
services, it is that the DOD is not re-
questing them. DOD requirements
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documents often describe a desired so-
lution vice describing a problem that
allows developers/vendors to be creative
in the types of solutions or portions of
a solution that they offer. For example,
the DOD might request a counter-
drone system that uses friendly drones
to smash into/take out enemy drones.
A solution for this will involve video,
infrared or other sensor data collection,
data processing, and data storage. It
will also require an algorithm to detect
drones, an algorithm to identify which
are adversary drones, an algorithm to
track drones, and all the algorithms
required to launch and fly friendly
drones. One company might have a
great drone detection algorithm while
another might have a great drone track-
ing algorithm. However, if the DOD
does not publish separate requirements
documents/requests for proposals for
each of these, then they will not re-
ceive mix-and-match solution options.
Vendors/developers will be required

NAVY ©
FEDERAL

Credit Union

no private mortgage insurance required
interest rate reduction or cash-out refinancing

exclusive access to our RealtyPlus® program real estate agents
—earn $400 to $9,000 cash back when you buy or sell?

Learn more at , callus at
888-842-6328 or stop by our local branch.

Insured by NCUA. "Product features subject to approval. Available for purchase loans only. Loans are subject to an additional funding fee, which may be financed up to the max loan
amount. “The cash-back bonus s offered in most states and is available for individual sales and purchases of property; offer limited to one cash-back bonus per property with no limit on the
amountoftimesyoumay use the program. Insomestates, agift card or commission creditat closingmay be providedinlieuof the cash-back bonus. The programisnotavailable in A or outside
the U.S. Cash-back bonus is not available in AK or OK. In KSand TN, a gift card with preloaded points that are ready for spending at specified retail establishments after closing will be issued.
StateregulationsinKSlimit the dollaramounts and the type of incentive. In MS, NJ, and OR, acommission reduction may be available at closing. Please check with the program coordinator for
details. Thisisnotasolicitationifyouarealreadyrepresented by areal estate broker. The cash-back bonusis only available with the purchase or sale of your home throughtheuse ofaprogram-
referredand -approved real estate agent. The size of your cash-hack award depends on the value of the property youare buying or selling. Obtaining the full $9,000 cash-back award requires
transactinginaproperty valuedat $3 million or greater. To calculate thesize of your potential cash back, please visitthe RealtyPlus website: https://realestateperk.com/RealtyPlus/. All real
estate transactions are negotiable. Contact RealtyPlus for terms and conditions. Standard listing fees apply. The program award is not available in certain transactions with restricted agent
commissions (including many new construction, For Sale by Owner, or For Sale by iBuyer transactions). Your assigned agent can help you identify any transactions where the award would
not be available. This program s offered, in part, by Realogy Lead Management Services, Inc. d/b/a Realogy Leads Group (RLG). RLG may receive a co-operative brokerage fee as a result
of areferral to the real estate companies listed above. Program terms and conditions are subject to change at any time without notice. Additional terms, conditions, and restrictions apply.
(©2022 Navy Federal NFCU 10299 (5-22)

EQUALHOUSING
LENDER

Marine Corps Gazette ® September 2022

www.mca-marines.org/gazette 25


http://navyfederal.org/valoan

to submit proposals that meet the full
requirement for their proposal to even
be considered. Similarly, the DOD does
not have and has not published common
network and data standards so as to en-
able companies to offer mix-and-match
solutions that will work with current
DOD cyber capabilities.

The DOD needs to break require-
ments up into all the component prob-
lems that comprise a larger problem set.
The current DOD acquisitions and con-
tracting workforce, for the most part,
are not trained to help requirements
generators do a root cause analysis/bet-
ter cyber problem framing. Acquisitions
personnel and contracting officers are
only required to be familiar with federal
and defense-specific contracting laws
and regulations. There is no require-
ment for them to have a background in
cyber in order to process cyber-related
contracts. Finding and hiring people
with backgrounds in both cyber and ac-
quisitions is difficult, so the DOD will
likely also need to hire more people with
cyber experience and provide them with
acquisitions training or vice versa. All
cyber-related acquisitions should then
have to go through a cyber acquisitions
specialist.

Critical Issue #4: Dependency on In-
dustry

The fourth issue is the DOD’s de-
pendency on industry for funding the
middle ground. The Defense Advanced
Research Projects Agency and Service
Research Laboratories often fund and
carry out the early phases of research
and development, but the DOD is de-
pendent on industry to either come up
with their own inventions or pick up
inventions initiated by DOD researchers
and move them from the concept de-
velopment phase to the production and
sustainment phase. Some contractors
“eat” these initial and middle ground
costs because they know they will be
able to recoup them in the production
and sustainment phases by adjusting
what they charge the DOD. However,
not all contractors can afford to do this,
or cannot afford to do it without venture
capital support. So, the DOD is depen-
dent on industry’s desire to produce the
items it wants, or in reverse, its ability to
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make the production of DOD-desired
items attractive to industry or the com-
mercial sector. There may be items that
the DOD wants, but which industry is
not interested in producing or which
the DOD cannot offer a price for that
would make it attractive for industry
to produce.

This is not an issue to which there
should necessarily be a resolution. I
doubt you will find many who think
the DOD should get into the business
of producing, particularly when it comes
to cyber solutions. The best cyber talent
lies outside the DOD, and we should
leverage that versus relying on the tal-
ent resident inside the DOD. Rather,
this issue is just something that DOD
requirements generators should keep
in mind. The more likely they are to
share/also make an item attractive to
other Services or the commercial sector,
the more likely it is that industry will
want to produce it.

The issues outlined in this article are
just some of the more general issues that
affect the transition of cyber technology.
There are many other reasons why an
item may not survive the transition from
the proven concept phase to the fully
fielded and sustained phase. However,
these four issues explain the majority of
failed transition cases. Research for this
article was primarily based on summary
reports and analysis of projects that were
initiated by DARPA and DIU, as study-
ing the transition success rate of both
of these organizations continues to be
of interest to the DOD and Congress.
However, there are a number of other
ways the DOD can get to the proven
concept phase, and from thence onto
the fully fielded and sustained phase,
but data on items that came through
one of these other routes (e.g. a route
other than DARPA or the DIU) is not
systematically collected. So, making
specific measurements of the transition
success rate is difficult. Regardless, there
is much work that can be done in the
already identified areas which would
have a great effect on the transition suc-
cess of nascent capabilities.
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What a CONVIMO
Must Learn
in Order to Survive

n day one of a newly des-

ignated Marine communi-

cations officer’s (CommO,

MOS 0602) journey into
the dynamic world of command, con-
trol, communication, computers, cyber,
intelligence, surveillance, and recon-
naissance, it is not uncommon to have
an overwhelming feeling of uncertainty
on how to face, improvise, and overcome
the myriad of challenges that lie ahead.
This is a concern that CommOs have
faced for millennia, and in response, a
multitude of CommOs—past and pres-
ent—have developed the following list
of eternal truths that, if wholeheartedly
embraced and violently executed, will
position that young officer for success as his
Marines plan, install, secure, operate,
maintain, and assess transmission and
information services to ensure Marine
commanders at all levels have the ability
to exercise command and control (C2)
in any environment across the full range
of military operations.”

A Smart CommO Learns:
e Be aleader, first and foremost.
* Honest, aggressive, clear-headed,
and pragmatic leadership can over-
come any obstacles.
* Take care of your Marines because
they are your most important asset.
* Communications is 20 percent
technical knowledge and 80 percent
leadership.
* Asacommunicator, you are always
a student.
* The better xx02 you are, the bet-
ter 0602 you will be to support the
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“The commander is responsible for the planning and
employment of the MAGTF Communication System
(MCS) within the command, although the authority
to plan and employ communications and information
systems may be delegated. The commander must pro-
vide the G-6/ S-6 adequate authority commensurate
with the responsibilities expected or assigned, and
adequate guidance, including necessary assump-
tions and constraints.”

—MCS, MCRP 3-30B.2

commander. * Always “what if” your plan.
* Respect is earned by sustained per- * Use checklists.
formance. * Always plan the worst case.

* Be familiar with all the equipment
in your inventory. You will learn more
by hands-on than by the book; how-
ever, do not forget the book and be
familiar with all of the references.

* Know your tables of organization,
MOSs, staffing goals, tables of equip-
ment, and mission statement.

* Listen and interpret what is heard
into communications terms.

* Plan methodically and completely.

Do not be intimidated and you will
most often be the junior officer on the
staff. Ask questions and state problems
and concerns with solutions.

* Stay two steps ahead of the staff you
interact with.

* Visualize the system and each of its
components.

* Recognize the requirements of each
component of every system.

* Be familiar with unitlevel and
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external inspection procedures, and
checklists, and personally observe
these inspections. Conduct your own
in-house inspections prior to outside
inspections. Ensure reconciliations
are being conducted on schedule (i.e.
PUBS, maintenance, and supply).
* Enthusiasm is contagious.
* Train in the rear on your time.
When in the field in support of some-
body, it is the time to perform. We
must perform in order that others
may train.
* Train as you will fight from the
terminal device to the entire system.
* Be embark ready.
* Cross train your Marines.
* Beaggressive and innovative. Make
positive things happen.
* Know what questions to ask and
whom to ask.
* Organize subordinates and divide
responsibilities.
* Recognize critical vulnerabilities of
every system.
* Have an evaluation system i.e.
1. Event (operation, inspection,
training).
2. Evaluation (written, oral).
3. 1D the problems (people proce-
dures, equipment).
4. 1D solutions.
5. Verify solutions with an event—
evaluation—etc.
* Recognize the organization’s abso-
lute needs.
* Know how to document.
* Know how one organization inter-
faces with other organizations.
* Develop points of contact.
* Recognize what one can and cannot
influence.
¢ Tell your subordinate “why” when-
ever possible.
* Know that one’s Marines can do the
things he thinks impossible.
* Be responsible. The praise for suc-
cess goes to the Marines and the fault
for failure belongs to you.
* Do not procrastinate.
* Just because it was done that way
in the past does not necessarily make
it the right way.
* Talk and listen to your Marines
because they have great ideas.
* Tap the strengths of subordinates.
* Observe and use ideas that have
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worked while not using the ones that
did not work.

* Lead by example, not by fear and
intimidation.

* Learn from your own and others’
mistakes.

e Use common sense, [T IS your most
important ally.

* Do what is right, not what is neces-
sarily easy!

* Accomplishing the mission is para-
mount.

* Know when you are aggravated.
This is important when you talk.

* Use judicial and non-judicial pun-
ishment only as the final straw.

* Interview your Marines.

* People, planning, training—con-
tinue to build on the legacy of “Red
Mike” Edson.

met. It is always easier to loosen the
reins vice coming in easy and trying
to tighten them up.

* Small unit leadership issues—uni-
form inspections, room inspections,
and PT—are easy to let slip as a result
of high op-tempo.

* Instill a sense of ownership of equip-
ment in your Marines.

* Be the smartest Marine in your pla-
toon; you must display a high level of
proficiency to your Marines. Loyalty
to your unit and chain of command
is critical, and there is no room for
error in this area.

* The sole reason you exist is to take
care of Marines; you should view them
as your children/family.

* Have fun. The best time of your
career can be had as a platoon com-

Immediately establish yourself as the commander of
your platoon, operate within commander’s intent and
guidance, and what you say in your platoon goes.

* Training Schedules: four months
out. Do not B.S. the boss because it
will not work.

* Understand maintenance and ac-
countability of equipment and the
importance this plays on readiness.
How to be a good, responsible officer.
o We live in a world of chaos, seek to
solve it. Go to it!

* Understand the unit’s mission
and provide solutions to support the
scheme of maneuver and commander’s
intent. This goes along with the Ma-
rine Corps Planning Proces.

* Understand systems vice services.
* Know the funding pipeline and the
table of organization change request
process. Furthermore, know how to
get more or better gear and get rid of
the old stuff.

* Immediately establish yourself as
the commander of your platoon, op-
erate within commander’s intent and
guidance, and what you say in your
platoon goes.

* Immediately set the standard, set
the bar high, and have zero tolerance
for standards or your intent not being

mander, and there is no better chance
to have a direct influence on Marines.
* Find ways to make your boss’ job
easier.

* Be a good 03 or 08 to be a good
CommO.

* Beaggressive; “fix” your customers’
problems.

* Facilitate C2 decision making that
ensures we kill the enemy.

* Marines will die—steel yourself to
that fact. Now, continue the mission.
* Consolidated Memorandum Receipt.
* Budget.

* Maintenance/Accountability.

* Report-in alphas.

* Train before going to the field. In
the field, others train. Communica-
tors operate.

* Who am I?

* Become a master of re-prioritizing
and working multiple concurrent ac-
tions.

* Always think, “How can I support
that ... 2” Do not provide reasons as
to why you cannot.

* You are a leader first, CommO sec-
ond.
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* Know your entire system and be
able to troubleshoot it all.

* Evaluate and improve everything.

* Do not procrastinate, write it down,
and keep lists—or else you wil/ forget
it.

e That electronic fire support systems
(e.g., communications gear) are em-
ployed in the same manner as artil-
lery, crew-served weapons, and close
air support—the only difference is that
they fire electrons, not steel.

* Become an expert in terrain appre-
ciation from the tactical to strategic
levels.

* Understand the command’s mis-
sion, capabilities, and limitations and
Marine Corps Planning Process.

* Create a toolbox of reference mate-
rial and do not be afraid to bring it to
an operational planning team.

e When reporting to an operational
planning team, bring a good sense of
humor, patience, and the discipline
to stick to your guns when discussing

FLIR
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why a particular course of action is
unsupportable.

* Read as much as you can about
battle leadership, tactics, and C2 from
the tactical to strategic levels.
 Think, talk, and brief like an op-
erator.

* Write and publish electronic fire
support (i.e., communication) plans
that are clear, concise, and easily
adaptable to changes on the battlefield
and/or scheme of maneuver.

* Become an integral part of the re-
spective staff and focus not only on the
immediate missions but also prepare
for those that always seem to pop up
when one least expects them.

* Be responsible, and do not blame
others. You are the platoon command-
er! Praise them while you take the hits.
* There are some screwed-up people,
but 99 percent of the Marines/units
throughout our Corps are super. Do
not let one sour you.

* Management is doing things right.

Leadership is doing the right thing.
Both are important but know the dif-
ference.

* Do right and fear no man!

For decades, these tenets have en-
abled countless CommOs to effectively
support their commanders and are well
worth the time to read, laminate, take
to, disseminate, implement, and build
upon in the field. In short, the tools
and the mentorship are in place, and
all a young leader of Marines has to do
is reach out, pick them up, and employ
them to their maximum capacity—en-
suring successful mission accomplish-
ment in any clime and place.

usg@vic

Our superior EO/IR gimbals and

radars help provide a C-UAS
solution for force protection in
remote locations where speed,
mobility and flexibility are
essential to the mission.

FLIR.COM
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The Need for S-2s
in Communications

Units

Comm formations as maneuver units within global kill chains

ith the rise of great

power competition,

the Marine Corps has

reminded itself that it
is no longer fighting an insurgency. We
are now focused on threats from peers
who are seeking to compete with the
United States below the threshold of
armed conflict—principal adversaries
who have legitimate capacity in space,
cyber, and in the electromagnetic spec-
trum (EMS). Though we mention these
three domains (for the purposes of this
article, I will refer to the EMS as a do-
main) as areas that require more atten-
tion, the truth is the Marine Corps is
simply falling too far behind the threats
we face today. This is because no one is
looking comprehensively at the adver-
sary tactics, systems, formations, and
capabilities within cyber, space, and the
EMS. As the principal operator in all
three environments, communication
units must provide this capability for
the Marine Corps. Comm formations
see the entire kill chain. What they
need to see next are threats to those
kill chains to inform MAGTF com-
manders of threats in order to drive
intelligence collection and targeting.
This starts with establishing S-2s in
comm formations.

The Operational Need: Commanders
Need to Ask the Question

A mentor of mine once said, “the
blue pen starts when the red pen stops.”
This means we do not generate our
own plans until we understand (in an
actionable way) what the enemy intends
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by LtCol Dennis W. Katolin

>LtCol Katolin is an 0602 and currently serving as the CO for Marine Wing Com-
munications Squadron 28. He is an 0505 and his previous assignment was as the
planner for the Deputy Commandant for Information. He was the initiator and

co-author of MCDP 8, Information.
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Figure 1. Communicators answering question 1 by establishing kill chains. (Figure provided by

author.)

to do. Currently, comm formations are
only concerned with one of three neces-
sary questions all commanders should
ask:

Question 1: “How will you establish
my C2?” (See Figure 1.)

Comm formations did this with no
regard to how the enemy attacks their
networks. MAGTF commanders allow
this because most of them are not inter-
ested in enemy threats to our networks.
Before a communications unit plans to
establish command and control (C2) for

a commander, the commander must ask
the second of three necessary questions:
Question 2: “How will they attack
my C2?”

While our intelligence community
does varsity work in incorporating
threats from land, air, and sea, they have
not been given many models (that are
easily understandable) to present space,
cyber, and EMS threats in a focused
way. Most intelligence preparation of
the operating environment (IPOE) fo-
cuses on threats from the air, land, and
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sea—mostly because we have models to
show those threats. Unfortunately, this
leaves cyber, space, and EMS relegated
to vague activities and losses associated
with them. When IPOE only presents
an air, land, and sea problem set, they
will drive a commander to an air, land,
and sea solution. When it comes to a
domain like cyber, we tell a commander
that you can expect the enemy to be
very active in this area.

These vague assessments and analy-
ses defuse the threat to a commander
and do not compel them to deal with
them. MAGTF commanders need to
start asking specific questions from
IPOE that demand specific answers.
The IPOE must force a commander to
dedicate an intelligence asset of some
kind to a specific area, leading to a spe-
cific response if the intelligence turns
out to be accurate.

The Operational Answer: Intelligence
for Communications

IPOE is not the S-2/G-2’s job, it
is everyone’s job. No community has
greater equity in the information do-
mains than the 06XX occupational field
(occ field), the communicators. They
have to establish and monitor the en-
tirety of our global kill chains. They are
best suited to place the demand signal
to the intelligence community to incor-
porate these domains into IPOE. The
problem is that most comm formations
view themselves as “supporting” rather
than “supported.” Establishing global
networks that fuse space, cyber, and
the EMS requires persistent awareness
of global threats that would deny us
our kill chains. Comm formations must
establish networks that anticipate specific
actors with specific capabilities that can
target specific systems within our net-
works (both physically and logically).

Are there known actors trying to
access our networks while we are de-
ployed? Is there a jammer that can tar-
get my very small aperture terminal?
Is there another jammer at the satellite
base station that will impede their abil-
ity to receive our downlink? If so, what
frequencies are vulnerable? Are our very
small aperture terminals within range of
enemy artillery? Are there enemy special
operations forces that can infiltrate our
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base and begin cutting cables and fiber
lines? Are there a lot of urban-based
platforms radiating in our environment?
This requires persistent intelligence and
communicators absolutely need it! To
achieve this, communications squad-
rons and battalions need to establish
an S-2 in their units to ensure their
operations are informed of the threats
around them. (See Figure 2.)

Enemy fires capabilities need to inform
the placement of retransmission sites
and locations of antenna hills.
Knowledge of the enemy’s ability
to dazzle our satellites or use ground-
based jamming against satellite trans-
missions informs us of vulnerabilities in
space and helps engineer resilience and
flexibility to this. What host nation fi-
ber lines are we using and are they vul-

Space based effects

e
- 0y

Figure 2. Comm Contributes to IPOE by maintaining global awareness of treats to kill chains.

(Figure provided by author.)

Once the intelligence is provided,
once communicators (and their com-
manders) have an understanding of
what the enemy and environment can
do to our networks, then we can begin
planning our networks to be more resil-
ient to these threats, which will answer
the third of three necessary questions:

Question 3: “How do I assure my
c2?”

Comm Formations as Sensors and
Maneuver Units

A network can be attacked from
both the physical and logical layers of
cyberspace. The physical layers include
the EMS as well as space-based assets.
Engineering is the foundational element
of establishing a strong defense (and
one that can orient potential offensive
capabilities in response). Awareness of
the enemy’s electromagnetic warfare
systems should inform the placement
of transmission terminals as well as what

parts of the EMS we should seek to use.

nerable to an attack by enemy special
operations forces? Specific threats from
cyberspace need to be part of network
engineering to address the likelihood
of attacks from viruses or spearfish-
ing. It also motivates communication
units and network users to work more
diligently to ensure that the network
information assurance practices are
codified, established, and adequate
to prevent an adversary’s access to the
network and the systems it provides.
While people may think cyber forces
exist to keep our networks online, the
systems the network enables are often
far more enticing for an adversary to
attack. That is where we need cyber
forces to focus. Why crash a Marine
Corps server when you can manipulate
fires data in the Advanced Field Artil-
lery Tactical Data System or tracking
data for the Common Aviation Com-
mand and Control System? It would
be far more sophisticated to get us to
shoot artillery on our own forces or
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have our aircraft crash into each other
simply by accessing and exploiting our
networks.

These questions compel comm for-
mations to do more than just establish
networks, they must maneuver networks.
They must observe actions on networks
as potential demand for shifting to al-
ternate satellites, transmission termi-
nals, or digital actions on our servers
or routers. The enemy will move. We
must anticipate them and be ready to
counter those moves.

One way we can counter the enemy is
to serve as a forward observer for “fires”
in the IE. While comm formations
are responsible for defending against
threats, they are not (and should not
be) responsible for the fires that may re-
spond to those threats. Offensive cyber
operations, responsive electromagnetic
attacks, or even kinetic fires should all
be available to the MAGTTF as a coun-
ter to enemy attacks on our networks.
Like any fires capability, it requires the
3DA targeting model (detect, decide,
deliver, and assess). Communications
formations must contribute to the ‘de-
tect’ portion of the 3DA model. (See
Figure 3.) Is someone attacking our
networks? That information must go
to the MEF Information Group for a
decision on how to respond, deliver the
right fires, and then help with assess-
ments. In order for comm formations
to be a forward observer, they must be

IDEas & IssuEes (INTELLIGENCE/OIE)

aware of threats to immediately detect
them. This requires intelligence.

Cyber Forces Are Not Enough

Some will say that these problems are
solved with the Defensive Cyberspace
Operations-Internal Defensive Mea-

vital and highly skilled portion of a
comprehensive approach to kill chain
defense, but they can only impact one
link within that chain. Additionally,
if we have to employ Defensive Cyber-
space Operations-Internal Defensive
Measures Marines to maneuver on

This is a short-sighted argument that does not under-
stand the comprehensive look at vulnerabilities to our

entire kill chains.

sures companies. This is a short-sighted
argument that does not understand the
comprehensive look at vulnerabilities
to our entire kill chains. Defensive Cy-
berspace Operations-Internal Defen-
sive Measures companies are legally re-
stricted to operations on Marine Corps
networks. They cannot go outside the
bounds of those networks.

What do we expect them to offer
regarding threats from enemy artillery
or SOF attacks? Is it appropriate to ask
them to help with network resilience to
enemy electromagnetic warfare threats
or space-based activity? The answer is
no. The intelligence we gather can ab-
solutely help orient their capabilities
of scanning, hunting, and forensics to
help with a defense-in-depth approach
to securing our networks. They are a

£
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Figure 3. Comm formations in the 3DA construct. (Figure provided by author.)
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adversaries in our networks, we have
already failed because the enemy should
not have gotten access in the first place.

What Do We Do Next? (The Low
Cost to Start)

The solutions to this problem are
not demanding, but they do require
a paradigm shift for both the 06XX
community as well as the MAGTF writ
large.

1. Comm unit S-2s do not need to be
0202s: When I took command of Ma-
rine Wing Communications Squadron
28, I immediately turned to establishing
an intelligence officer within the squad-
ron. By the table of organization, my
adjutant is an 0602, not an 0102. Guess
what, our administration is running
great! I decided to do the same with my
intelligence officer. IstLt Leanna Tacik
has been doing an incredible job ask-
ing questions about threats to our net-
works and using web-based intelligence
from within the MEF and the greater
intelligence community to provide our
team the necessary knowledge about
the enemy and environment to inform
our operations in the IE. Anyone with
a SECRET clearance can access these
web-based intelligence sites.

2. Commanders need to demand ac-
tionable IE intel in their IPB: Tradi-
tionally, aviation units have focused on
the very dangerous threats of enemy avi-
ation and anti-air capabilities; and they
can never look away from those threats.
However, the enemy’s threat portfolio to
the MAW has expanded into IE-based
threats to the MAW CG’s kill chain.

We owe our commander awareness of
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the specific actions within the IE that
can inhibit his ability to launch sor-
ties in support of the MAGTF. Marine
Wing Communication Squadron 28
and Marine Air Control Group 28 writ
large have taken on the responsibility
of orienting on these threats and incor-
porating them into his overall threat
assessment. It is no longer enough for
us to establish C2, we must inform the
CG of how we plan to assure his C2.
The first step to this is accessing intel
on what will threaten aviation C2.

3. Expeditionary Network Defense
Operations Center (ENDOC): Tradi-
tionally, comm units were commanded
through a SYSCON (Systems Control
Center), which is a network monitoring
station that identifies outages on the
network and drives troubleshooting.
This is no longer enough. While the
SYSCON:Ss are vital to the success of
any organization, they are focused on
administrative troubleshooting. They
are not threat informed. Comm squad-
ron or battalion commanders should
not be running SYSCONs. Company
commanders can do that. Comm for-
mation commanders should be running
an operations center that maneuvers

networks. This requires an operations
center that takes the SYSCON data
and intelligence from the unit S-2 and
orients choices for MAGTF and major
subordinate command commanders to
maneuver networks in the face of enemy
threats. We have established this as the
Expeditionary Network Defense Opera-
tions Center (ENDOC). Our ENDOC
OIC, 1stLt Daniel Chisner has been
running ours in Norway during exercise
CoLp RESPONSE with real-world results.
For more on the ENDOC, read the Ga-
zette article "Cyber in the Single Battle.”

We need to start be-
coming threat informed.

4. Expansion of the 06XX skillsets:
The Marine Corps produces very good
communicators who plan and establish
networks. This fundamentally requires
a background in basic network engi-
neering and an understanding of the
Open Systems Interconnection model.
What the community is very poor at is

Intelligence must be fused into the operations of a communications formation.
The ENDOC takes the intel and maintains persistent awareness of the entire kill
chain to contribute to the detection, delivery, and assessment steps in targeting,

Figure 4. ENDOC consuming intel to anticipate threats and maneuver networks. (Figure provided

by author.)
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discussing the intelligence cycle, target-
ing, planning, or the MAGTE. Part of
this is the paradigm that we are only a
support MOS. Who are we to demand
intelligence? That is for maneuver units!
We need to start becoming threat in-
formed. That means a persistent aware-
ness of threats and establishing an S-2
that answers questions we must ask
about threats to our units. We must also
become relevant in talking about target-
ing and teaching about how we can be
leveraged as forward observers in the
IE to orient MAGTTF, Joint Force, and
interagency fires in this space. These
require no new books to be written,
it just requires us to pick up some old
ones (specifically MAGTF fires, Ma-
rine Corps Warfighting Publication on
Intelligence Operations, and Joint Pub

on IPOE).

Conclusion

Talk is cheap. For too long the com-
munications community has made
statements about “abdicating its role” as
a maneuver element within the IE. The
time has come for us to act. As a Service,
the Marine Corps talks a good game
about being resilient to threats in this
space, how we have developed a model
of warfighting that has become reliant
on space, cyber, and the EMS. We know
these are no longer permissive domains
but do not look at them holistically as a
collective kill chain. The communica-
tions community is uniquely positioned
to assess these links. In order to orient
resources to protect them from vulner-
abilities, communications formations
must access intelligence on threats to
the Corps’ networks. While there are
many layers to intelligence within the
DOD, for communicators, this process
must start in-house by establishing an
S-2 within communications formations.

usg@vic
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Chaos In
Convergence

Enhancing the collective understanding and adding clarity
to operations in the information environment

Rube Goldberg Machine is an
overly complicated and com-
plex mechanism that is effec-
ive in completing simple tasks
and achieving the desired result. Anyone
that has watched any of the hundreds
of Rube Goldberg Machine videos on
YouTube can attest that these machines
are a form of chaos in action. The current
Marine Corps, and DOD as a whole,
approach to Operations in the Infor-
mation Environment (OIE) resembles
the functionality of a Rube Goldberg
Machine—chaotic but results are being
achieved. There are varieties of reasons
why we are functioning in this way: it
is a re-emerging concept with renewed
emphasis, the information environment
is boundless, and until recently, there
was not a dedicated occupation field that
focused on the warfighting function. As
Marines, we have the innate urge to try
and establish an advantage from chaos,
sometimes that advantage is in the form
of developing order, and sometimes that
advantage is learning to deal with chaos.
Chaos thrives when it comes to optimiz-
ing how the Marine Corps will conduct
OIE. Chaos can bring convergence, but
to do so, some variables need to change.
We need to be specific when developing
OIE tasks and we need better guidance,
from the top down, regarding what actu-
ally needs to be done.

We can control this chaos by being
specific on what it is we are trying to
do (instead of saying do OIE, state the
function, domain, and effect that is try-
ing to be achieved or be as specific as
feasible) and get rid of what does not
work and develop a flexible design that
mitigates information entropy.
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>Maj Schoepf is the OIE Coordinator
for the 22nd MEU.

Self-Operating Napkin

A “Rube Goldberg Machine.” (Photo provided
by author.)

Recognize the Chaos

Is information an action? Is it a do-
main? Is ita function? Is it a capability?
Is it bits of data? It is seemingly all of
those things, to different individuals,
and at different times. Within the Ma-
rine Corps, no single unit, group, orga-
nization, or individual knows what the
right answer is—there may not ever be
aright answer. OIE is not conducted by
any one center or section. What works
for one unit may not work for an ad-
jacent unit. One of the key elements is
that every unit and Marine must recog-
nize that the operational environment
has grown to include the factors (so-
cial, cultural, linguistic, psychological,
cognitive, technical, and physical) that
affect how humans and systems use in-
formation, these factors are the infor-
mation environment. The information
environment is a subsect of the overall

operational environment and participa-
tion is not dependent on whether or not
it is recognized that you are a participant
in the information environment. There
has been a lag in establishing a general
understanding of OIE capabilities and
purposes amongst the force, and the
solution has been to use an ambiguous
blanket term that has a wide meaning
across meta-physical, technical, and
cognitive layers: information.
Christian Brose states in his book,
The Kill Chain, that “defense reforms
tend to fail when they cease to be any-
thing more than vague buzzwords ...
If senior military leaders do not define
their top problems more clearly, defense
buzzwords actually become obstacles
to real change because the bureaucracy
simply rebrands everything it has long
been doing using these new terms.”
Information is an ambiguous term that
is used as a verb, adjective, and noun
interchangeably: “Conduct information
operations with information in the in-
formation environment.” At the macro
and strategic level, information exists as
an instrument of national power. At the
operational, tactical, and micro levels,
information is a warfighting function
that was inducted in 2019. Inigo Mon-
toya would kindly tell us that we keep
using this word “information,” but it
does not mean what we think it means.
Between different publications and
manuals, there are a variety of defini-
tions and employment concepts that are
proposed: Joint Memorandums, White
Papers, MCRP 1-10, TM-EABO, and
MCWP 3-32all vary in one way or an-
other. MCDP 8, Information, will be
released in the Summer of 2022 and
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that publication will ideally level the
collective understanding to a degree.
The MEF Information Groups are all
trying different methods to train, man,
and equip the force. They are also ex-
ploring different employment concepts
for Information Coordination Centers
and All-Domain Effects Teams. The
MEUs are also trying different concepts
between each other, varying between
OIE Sections, Information and Spec-
trum Warfare Coordination Centers,
and scaled versions of Fires and Effects
Coordination Centers. This is being
done while trying to understand how to
best employ the functions and capabili-
ties of OIE with the Navy Information
Warfare pillars. Along with the MEF
Information Groups, Information Ma-

boundless principles that, when applied
to complex, non-linear problems, can
be used as a method to attempt to try
and solve those types of problems. Nas-
sim Taleb writes, “We know from chaos
theory that even if you had a perfect
model of the world, you'd need infi-
nite precision in order to predict future
events.” A principle within chaos theory
is that order is eventually derived from
the chaos. Think of this as a Jackson
Pollock painting: abstract and random
actions independently but when com-
bined the chaos elements cancel each
other out, leaving order in the wake.
Chaos becomes art.

Adding another layer and using an-
other theory, we can leverage Claude
Shannon’s concept of information en-

The majority of the force knows that conducting OIE
is important but lacks fidelity to know what actions

need or should be done.

neuver Division and Marine Corps In-
formation Operations Command have
their own experimentation occurring
and at times these efforts seem con-
tradictory. Strategic Communication
professionals attend the Defense Infor-
mation School for their training but are
not under the Deputy Commandant for
Information. Strong opinions exist on
both sides of the aisle on how strategic
communication should be integrated
with other information professionals
and OIE efforts. Expeditionary War-
fare Training Group—Atlantic owns the
training responsibility for the Marine
Corps basic and advanced OIE training
but only has informal relationships with
Marine Corps Information Operations
Command or the Information Science
Department of Naval Postgraduate
School. This is just within the Marine
Corps—add a magnitude of ten when
the other Services and the rest of the
inter-agency partners are added into the
equation. This has the appearance of
utter chaos.

Chaos Theory is a scientific and
mathematical construct that is com-
prised of grandiose, eccentric, and
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tropy from his Information Theory.
Information entropy is the measure of
uncertainty in a message. Shannon’s
theory defines a data communica-
tion system being composed of three
elements: a source of data, a commu-
nication channel, and a receiver. The
theory states that the fundamental
problem in communication is that for
the receiver to understand the source
of the data, the receiver must recognize
the signal that is generated through the
communication channel. Information
will naturally suffer entropy, but if the
channel is inefficient, more uncertainty
and chaos will be added. We are not
principally concerned with an informa-
tion environment but the perceptions
about other subjects. The information
environment and OIE are meaningless
if not observed, and it is to the observers
we are principally trying to send our
message. We need to speak in specifics
to avoid increased information entropy.

Being told to do OIE can feel cha-
otic, the institutional understanding is
overly complex, unclear, and opinion-
ated. The majority of the force knows
that conducting OIE is important but

lacks fidelity to know what actions need
or should be done. As with most things,
clear and specific guidance, tailored for
scale and scope can alleviate much of the
chaos. Simple approaches can achieve
significant effects. In order to evolve
from chaos, we need this clear and
specific guidance on what is actually

desired.

Control and Thrive from Chaos

In ancient near-east stories, namin
gives purpose. Naming fundamentally
brings order out of chaos. It was the
power of words and speech that fun-
damentally brought order. In the same
way, operations in the information envi-
ronment must be appropriately defined.
If not, we leave ourselves in a state of
chaos. It will not be clear what we are
referring to or how. Information’s pur-
poses are, as a consequence of being
capacity for purpose, fundamental to
warfare, namely the functions of war-
fare. It is not distinct but fundamental
to all of warfare. This brings about cha-
os because of everything we categorize
underneath the term information. We
blend the cognitive and the technical,
the sophisticated and the simple, the
clandestine and the overt. This ap-
proach may make sense in principle,
but it is difficult to execute.

The emphasis on information, and
military operations involving the appli-
cation of information, as a standalone
entity has re-emerged in recent years but
that does not mean that the functional-
ity of information was absent before it
was officially defined as a warfighting
function. Like Brose alludes, using the
term information is just a rebranding of
activities we have always been doing—
consciously or subconsciously. Infor-
mation is meta-physical, psychological,
and technical—it relates to everything.
Information is meaning. We do not see
objects—we see purpose. Think of an
object, and the best definition will not
be a description of what it looks like
but what purpose it serves. The only
thing that has changed in recent years
is the characteristics of how the DOD
can apply information; new layers and
expanses have emerged thanks to tech-
nology. That has been the case with
other functions, but the nature of those
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functions remained the same. By creat-
ing a warfighting function dedicated to
information, we run the risk of isolat-
ing the effort and creating stagnation
because we will be putting constraints
on how dynamic we can adjust our
understanding of warfare. Unlike the
other warfighting functions, informa-
tion should not be portrayed as its own
linear, standalone function—it should
be seen as a qualifier that can be added
to the existing functions: information
maneuver, information command and
control, information fires, information
intelligence, information logistics, and
information force protection.

Adding information as a qualifier
provides necessary context on how in-
formation should be applied while also
using terms that have a wider under-
standing. Once the functions are better
defined, then the domains must also
be clarified. Conflation exists between
environments, layers, and domains—all
environment aspects can be captured
using domains as the primary term. The
land, air, maritime, and space domains
are relatively straightforward and are pri-
marily physical domains but do possess
non-physical dimensions. Sub-domains,
or layers, exist under these domains; the
land domain will have a subterranean
layer; the maritime domain will have
subsurface and littoral layers; and the
space domain will include the exosphere
and outer space as layers. Technical and
cognitive domains should be included
in the standing domains, and they are
primarily non-physical domains but will
have physical dimensions. The technical
domain would include cyberspace and
the electromagnetic spectrum as lay-
ers, while the cognitive domain would
include cultural and heuristic layers.

When the warfighting functions and
the domains are combined, a clearer and
more specific task can be conceptual-
ized by the source to the receiver. This
approach would provide better clar-
ity on how to organize as a force and
how-to information power in different
domains. Information will not always
be added as a qualifier but when it s,
it represents the information environ-
ment. For example, maneuver warfare in
the land domain represents the overall
concept within the operating environ-
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ment, and information maneuver in the
land domain represents the information
environment considerations within the
operating environment.

Ambiguous tasks with
buzzwords ... add little
benefit.

This approach will not fully control
the chaos, but it would be a start. This
approach would provide commanders a
better structure to help verbalize what
it is they want to achieve. In the lack

of explicit guidance, OIE efforts tend
to be isolated and individually focused.
When strong guidance is given, OIE ef-
forts are coordinated amongst the other
warfighting functions transparently.

Conclusion

At the micro-level, clear guidance
from higher headquarters would go a
long way. Ambiguous tasks with buzz-
words like conduct multi-domain op-
erations or integrate a layered-10 plan
add little benefit. Explicitly say what it is
that we are trying to achieve, otherwise
some elements will plan OIE just to do
OIE. If efforts are being coordinated
well, warfighting function leads will in-
clude information environment consid-
erations in with their overall plan. Ad-

Warfighting Functions
Operating _ **Information (qualifier)
Environment Command Fores
“afomsicn St | Maneuver | and | Fires | Intelligence | Logisties | O
moi X Ll N ¥
Land Egample |
E Air
‘& | Marntime Example 4
g Space Ermple 3
Technical® Example 1
Cognitive™

*Technical domain consists of Cyberspace and EM Spectrum — Primarily non-physical

*Cognitive domain is an addition to match the cognitive environment — Primarily non-physical

Example 1: Information Maneuver in the Land Domain — Decepticn Operations

Example 2: Information Fires in the Technical Domain — Offensive Cyber Operations

Example 3: Information Intelligence in the Space Domain — Satellite Vulnerability Studies and Procedures

Example 4: Information Force Protection in the Maritime Domain — Emission Control Procedures

The interaction of Information with the other Warfighting Functions across all domains. (Photo

by author.)
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ditionally, personal biases and historic
operating norms need to be mitigated;
S-6 is no longer the only staff section
that operates within the electromagnetic
spectrum; Strategic Communication,
Public Affairs, and OIE can be mutually
supporting activities. MCDP 8 will be
a starting point to bring convergence
to the chaos. At the macro level, re-
establish the U.S. Information Agency.
The U.S. Information Agency existed
up until 1999. The responsibility of that
agency was given to the Department of
State. The Department of State is cur-
rently responsible for two of the four
instruments of national power, diplo-
macy, and information. If the U.S. In-
formation Agency was re-established or
if the Department of State had its man-
power capacity increased, there would
be better guidance from the strategic
level down. That guidance is especially
important during competition.

We can rid ourselves of Rube Gold-
berg-ness by simplifying OIE. We have

tried too hard to make it complex. It is
the general perception that we are col-
lectively moving in the right direction to
better conduct operations in the infor-
mation environment and information
maneuver, but like the Rube Goldberg

Machine, we are not efficient and our

... we must accept and
embrace the chaos ...

effectiveness is not maximized. As frus-
trating as our current practices can be at
times, they are allowing us to find suc-
cesses and failures at faster rates. With a
complete now mentality, there is limited
time to do proper experimentation with
controls, variables, and evidence. To de-
termine optimal informational-related
standard operating procedures, force
structure, employment concepts, and

The 2022
eLearning Ecosystem

doctrine we must accept and embrace
the chaos because the chaos is enabling
the Marine Corps to better determine
what works and what does not at a faster
pace.

Notes

1. Christian Brose, The Kill Chain: Defending
America in the Future of High-Tech Warfare,
(New York: Hachette Books, 2020).
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Through the
Looking Glass

Sensing paradigm for 2030

by Col William Brei, USAF (Ret), MGySgt Aaron Hoffman (Ret)

ew Era of Increasingly
Complex Threats
While the U.S. mili-
tary engaged in combating
global violent extremist organizations
since 9/11, the world was evolving at
an unprecedented rate. Today, the pro-
liferation of technologies by potential
adversaries threatens the Joint Force’s
ability to access and maneuver within
the maritime commons and challenges
our unity of effort with partner nations.
The 2017 National Security Strategy, the
2018 National Defense Strategy, and the
2021 Interim National Security Strategic
Guidance acknowledges this new era of
competition in an increasingly complex
and violent global security environ-
ment and directs a fundamental shift
in the national security paradigm from
countering global violent extremism to
advancing toward rising and resurgent
naval powers.

Because of this shift, the Marine
Corps’ current sensing capabilities and
capacities are not able to provide the
required situational awareness against
pacing threats in a future operating en-
vironment characterized by:

1. Unbridled technology proliferation.

2. Return of global maritime com-

petition.

3. Increased gray zone activities.

4. Legacy threats to global stability.!

5. Increased reliance on collective ac-

tion.?
Today, the Marine Corps is not fully
organized, trained, or equipped to sense,
make sense, and provide timely bat-
tlespace awareness to decision-makers
in an anticipated peer-to-peer operating
environment by 2030. The 2019 Com-
mandant’s Planning Guidance explains
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the CMC’s vision for transforming the
Marine Corps into a force organized,
trained, and equipped to meet the de-
mands of the rapidly evolving future
operating environment, fulfilling its
statutory and regulatory duties under
Title 10 U.S. Code. The CMC envi-
sions a force “optimized for naval expe-
ditionary warfare in contested spaces,
purpose-built to facilitate sea denial and
assured access in support of the fleet.”

All these concepts sup-
port the overarching
naval concept for Dis-
tributed Maritime Op-
erations.

One of the foundational concepts
of the CMC’s Future Force 2030 is de-
scribed in A Concept for Stand-in Forces
(SIF). The SIF and its interrelated con-
cepts of Expeditionary Advanced Base
Operations and Littoral Operations in
a Contested Environment are Navy/

Marine Corps concepts approved by
the Chief of Naval Operations and
the CMC. All these concepts support
the overarching naval concept for Dis-
tributed Maritime Operations. The SIF
calls for employing forces to deter po-
tential adversaries by establishing the
forward edge of a partnered maritime
defense-in-depth presence that denies
the adversary freedom of action. The
SIF’s enduring function will be to help
the fleet and Joint Force win the recon-
naissance and counter-reconnaissance
battle at every point of the competition
continuum.

Within these operating concepts,
sensing and making sense are critical
enablers of battlespace awareness, deci-
sion making, and mission success. The
ability to observe, orient, decide, and
act in faster cycles than the adversary
and closure of kill webs is imperative for
forces operating inside weapon engage-
ment zones of a peer adversary. Matur-
ing technologies that can be applied in
the sensing and making-sense processes
will enable more efficient workflows,
quicker decision making, and operating
concepts such as SIF. Technologies de-
veloped for commercial purposes, such
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as the Internet of Things, along with
low-cost, expendable sensors and plat-
forms, will allow for rapid capabilities
to saturate known and emergent areas
of interest and generate the sensory data
needed for quickly building context and
supporting decision making.

Sensing Belongs to all Warfighting
Functions

Sensing is not just an intelligence
means, sensing is an integral part of and
supports all warfighting functions. Force
Design 2030 and operating concepts like
Reconnaissance and Counter Recon-
naissance, SIF, Expeditionary Advanced
Base Operations, Littoral Operations in
a Contested Environment, and Distrib-
uted Maritime Operations constitute a
shift in how the service is going to con-
duct operations, sense, and make sense
across the warfighting functions. The
change in times, environment, threat,
and vision generates new requirements
and therefore requires updated resourc-
ing and doctrine, organization, train-
ing, materiel, leadership and education,
personnel, facilities, and policy (DOT-
MLPE-P) assessments. The key capa-
bilities for sensing and making sense of
collected data will span and impact all
Marine Corps military operations by
2030.

The Venn diagram (Figure 1) shows
that sensing is only one of the three
interrelated aspects of a Service sensing
strategy needed to enable Force Design
2030 and future operating concepts.
Inherent in Force Design 2030 and Re-
connaissance and Counter Reconnais-
sance is the merging of operations and
intelligence to “fight for information.™
Therefore, the capabilities needed in
the current and future fight derive from
the combination of operations, sensing,
and making sense. In this construct,
sensing not only serves the intelligence
warfighting function but must also be
a part of and support all domains and
warfighting functions.

Few warfighting acts do not rely on
some form of external input or data to
be effectively employed. Actuation of
influence and action requires an under-
standing of the mission objectives and
the context, commonly referred to as the
Five Ws. The context of the environ-
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ment defines sow you sense and make
sense. Making sense or understanding
what our sensors are collecting is just
as important as the context of why a
sensor is collecting at that specific where
and when to answer what questions.
The who associated with the emplace-
ment of a sensor is less important than
those who are using the information
collected. The vast quantity of sensor
data must be carefully managed to en-
sure it is authentic, timely, and globally
available to sense makers, both human
and algorithmic. Commander and user
perspectives to these Five Ws are core
inputs into DOTMLPF-P assessments.

Marine Corps Combat Development
Command, Combat Development, and
Integration is charged with develop-
ing future operational concepts and
determining how to best organize and
equip the Marine Corps of the future.
CE-Intelligence oversees intelligence
matters and contributes to DOTMLPE-
P analyses in coordination with other
elements. CE-Intelligence conducted a
Sensing 2030 Capabilities Based Assess-
ment to put critical thought into how
the Service can prepare for the Future
Force of 2030.

Sensing 2030 Capabilities Based As-
sessment looks broadly at all warfighting
functions across various engagement
domains. CMC’s Force Design vision,

employment concepts, and tactics will
shape how the Service will organize,
train, and equip operating forces, which
must include sensing and sense-making.
Well before 2030, Marine Corps Intel-
ligence, Surveillance, and Reconnais-
sance (ISR) must be upgraded so that
it can access and process data from
all service and IC sources to gain and
maintain situational awareness, devel-
op context, and increase the decision-
making tempo for the stand-in forces in
the weapon engagement zones and the
Expeditionary Advanced Base Opera-
tions forces in-depth. Achieving effec-
tive and efficient application of sensing
and sense-making for the Future Force
of 2030 will require an unprecedented
level of technology and policy integra-
tion.

SENaa$S: SENsing as a Service
Sensors simply make measurements
and supply data. Sensing embeds the
sensor and its data into our analytical
and decision-making processes. The
Marine Corps would benefit from the
shift from a sensor paradigm (collect
now, analyze later) to a sensing para-
digm where sensors are embedded into a
system of systems that directly provides
meaningful information and automati-
cally responds to needs. Examples of
commercial implementation include

“Movement to Sense”

Small Unit SA:

ability to sense
SIGMAN

Agitation

Clp/copP

Collections SA
Saturation/Swarm

Hybrid
Network

Multi-INT

Cross Cueing Automation

Cross Sensor
Event Fusion

Multi-Domain

Operations

Recon and Counter-Recon

“Fight for Information”

Counter-Sensing

Targeting

Make
Sense

Data Management

Analysis Tools/
Applications

Activity Based Intelligence (ABI):
Objects/targets

Predictive Analysis

Al/ML

Figure 1. Operations, Sense, Make Sense Venn Diagram. (Figure provided by authors.)
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Google Maps, Waze, and Apple Maps,
in which the sensors are predominantly
cell phones providing feedback to au-
tomated software status requests and
then output contextualized, relevant
decision-quality information in near-
real-time.

SENaa$ combines the concepts of
sensing and multi-user services.> SENaa$S
changes the emphasis from increases in
quantity and quality of sensors to the
compression of decision loops, support
for distributed teaming, and making rel-
evant information discoverable by any
authorized user who needs it.® Tenets of
SENaaS include the embedding of sen-
sors into closed-loop decision systems,
automatically processing data with algo-
rithms that output the information that
users need, natively feeding AI/ML and
streaming analytics, and metadata for
accessibility and discoverability across
domains.”

SENaaS requires multiple avenues for
communication and data flow, sustained
by redundant, accessible edge nodes
that strengthen the sensor mesh and
our overall situational awareness. All
this information and data presents the
opportunity for the sensors to support
“sense, identify, attribute, and share,”
fundamentally fulfilling the processing
and exploitation aspects of traditional
PED.8 SENaaS is achieved via multi-
sensor integration across interoperable
architecture, exchange formats, and
flexible infrastructure—Dbest described
as a “lattice.” While the term lattice
can assist in visualizing the network
that links numerous physical sensors,
relay nodes, and data collection centers
together, a critical building block of the
sensing lattice concept is at the data
level. The lattice differs from traditional
architecture and networking because of
the assimilation of metatag standards
and data context—referred to as meta-
cog attributes or metacognition.

Metacognition is generally defined
as awareness or analysis of one’s own
learning or thinking processes.” These
processes are used to plan, monitor,
and assess one’s understanding and
performance. Machine learning al-
gorithms have metacognition at their
core, those of conditional (inferring/
predicting) intelligence, procedural (er-
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ror/loss) intelligence, and declarative
(training/learning) intelligence.l0 A
relevant example of the implementa-
tion of a metacognition-infused lattice
includes self-awareness of changes to
sensor performance that trigger infor-
mation veracity metrics and a human-
in-the-loop flag for situational review.

A meta-cog enabled lattice within
the SENaaS$ paradigm assumes that all
sensors and nodes in the network in-
herently “understand” their role in the
network, with the processing capabil-
ity to relay information, react to input,
alert other sensors, cross-cue collection
disciplines, and attempt to circumvent
disruptions in communications and the
network. However, some nodes will re-
quire the extra capability to manage the
network more effectively and efficiently;
hence the added concept of Digital Sur-
veillance and Reconnaissance Centers

(D-SARC:).

D-SARC Enabled SENaa$S

Per the SIF concept, Marine forc-
es may be deployed to remote island
chains providing “eyes and ears” for-
ward via organic ISR capabilities for
the Joint Force. In support, elements
of the Marine Littoral Regiment have
deployed numerous multi-domain sen-
sors within the environment. These sen-
sors, which include airborne, surface,
and subsurface emplacements, form an
electronic “lattice.” Intra communica-
tions between the sensors develop each
sensor’s “understanding” of placement
and function within the network. They
have the processing capability to select
and relay information, react to input,
alert other sensors, cross-cue collection
disciplines, and attempt to circumvent
disruptions in communications.

This sensor lattice is reinforced with
sensor relay stations and nodes, such as
ﬂoating buoys, to increase communica-
tion distances, relay data, and add sur-
vivability and redundancy (key aspects
of reliability) to the lattice network.
Nodes collectively take on the role of
the former Surveillance and Reconnais-
sance Center (SARC) of the Marine
Corps Intelligence Operations center
as Digital Surveillance and Reconnais-
sance Cells or D-SARCs. The SARC,
and now D-SARC, facilitates multi-

INT, cross queuing, and cross-echelon
collection operations by managing the
network lattice.

SIF operational employment is a
layered structure, with the most for-
ward elements being unmanned and the
middle layer being both manned and
unmanned, characterized by human-
machine teaming. D-SARCs would ex-
ist in the central layer managing edge
collection management and oversight to
SENaaS$ Base Operating Support—In-
tegrator. The D-SARC uses Al to au-
tomate routine functions that formerly
required a general-purpose tent full
of Marines to accomplish. D-SARCs
would enable Marines in the forward-
most echelons to focus on situational
awareness and decision-making.

Sensor-Specific Considerations

Sensors should become multi-pur-
pose, multi-domain, and integrated. In-
tegration of data from sensors with dif-
ferent characteristics offers significant
performance benefits over what could
be achieved from each sensor separately.
Attempting to achieve comparable levels
of performance by stove-piped, single-
modality design and deployment sensor
systems may dramatically increase costs,
increase complexity, and might not be
attainable.!!

As a result of the challenges in logisti-
cally supporting SIF teams, sensors at
the tactical edge must be maintenance-
free, readily replaceable, resilient, de-
pendable, and inexpensive on a per-unit
basis. Types of sensors that support the
implementation of the D-SARC could
include micro-fliers. Developed by the
academic community for climate stud-
ies, microfliers are nano-systems the size
of a grain of sand that would provide
a radically different approach to wide-
area surveillance. When dispensed at
high altitude, millions of micro-sensors
would create an undetectable, wide-area
sensing and low-power microwave com-
munications mesh network drifting
across thousands of miles on air cur-
rents spanning tens of thousands of feet
of altitude. While reporting a variety
of atmospherics, micro-sensors could
also provide timely warning that air-
craft have entered this airspace. Aircraft
transiting the microflyer sensor mesh
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would be detectable and track-
able by the air turbulence along
an identifiable vector, even for
stealthy aircraft.

Another currently untapped
maturing sensing capabil-
ity is millimeter-wave imag-
ing, which is proving to be
a valuable adjunct to visible,
Infrared (IR), and X-ray im-
aging systems. All terrestrial

odies emit millimeter-wave
radiation, even “stealth” ves-
sels, and these wavelengths
are useful for surveillance
imaging through obscuring
conditions such as fog/clouds,
smoke, dust, sandstorms, and
clothing.!? With this extended

main line of effort should focus
on redefining the sensing and
sense-making processes and
architectures to achieve vastly
greater integration, resilience,
and access by automated sense-
making algorithms.

Change the Reflection
“Through the Looking Glass”

CMC modernization con-
cepts require paradigm shifts
across key elements of our
DOTMLPE-P. Of critical
note is how the service plans
to conduct operations, sense,
and make sense in the future
operating environment, es-
pecially operating inside the

visibility, a wide range of mili-
tary imaging missions would
benefit, such as surveillance,
precision targeting, navigation,
search, and rescue.

A civilian industry-driven sensor
capability that shows sufficient tech-
nical maturity for employment by 2030
is Light Detection and Ranging, also
called Laser Detection and Ranging
(LADAR) systems. LADAR cone-
emanating systems on the ground and
in the air create 3d images that can en-
able the discovery and identification of
stealth aircraft, vehicles hidden under
camouflage nets, submarines, and the
presence of scuba divers from 0.5 meters
to 40 meters under the surface, depend-
ing on water clarity.!3

LADAR is effective at detecting and
enabling the identification of shallow
water submerged vehicles and obstacles,
as well as hazards to aircraft with very
small radar backscatter cross-sections
such as cables and micro-UAVs.14 LA-
DAR sensing and processing capabilities
already serve as candidates for near-term
acquisition for integration into air sur-
veillance networks, both ground-based
and airborne.

The expeditious nature of the Ma-
rine Corps calls for unique service ca-
pabilities, but dependence upon Intel-
ligence Community resources makes
it imperative the Service embraces a
commonly shared lexicon, ensures full
data compatibility and accessibility,
and eliminates dissemination bottle-
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Figure 2. Magnified microflyer example. The actual size is Tmm in
diameter across the wingtips. (Figure provided by authors.)

necks. Common understandings of
terms and requirements will allow the
Marine Corps to leverage compatible
innovations and incorporate standards
developed by sister services and civil-
ian industry. Attainment of SENaa$
capabilities requires significant changes.
It is vitally important to understand
that simply increasing the quantity and
quality of sensors being developed and
fielded is not sufficient.!> Certainly,
new sensor technologies are needed
for detecting signatures not currently
detectable with current sensors, but the

:-”ngnr 1010 -
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weapon engagement zones of
a peer adversary with small,
lethal, low signature stand-in
forces. In a fight for informa-
tion, these forces cannot oper-
ate effectively without a superior ability
to sense and make sense of the environ-
ment. To win the reconnaissance and
counter- reconnaissance battle for in-
formation, the Service needs disciplined
signature awareness and management,
multi-domain sensing capabilities, and
sense making that reduces the human
involvement in generating information
for situational awareness and rapid deci-
sion making. As per the SIF, the Ser-
vice must be able to gain and maintain
custody of potential targets, complete
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Figure 3. Ground-to-Air LADAR of F-35 at 15000 feet. Used with permission. (Figure provided by

authors.)
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kill webs, and become an important
element of the Joint Force ISR.

The Marine Corps should not solely
try to solve all the anticipated chal-
lenges but increase awareness of other
relevant initiatives; seeking to integrate
and adopt Joint Force standards. Large
quantities of inexpensive but depend-
able sensors should be acquired rather
than investing in costly, exquisite sen-
sor platforms that cannot be readily re-
placed. The Sensing Capabilities Based
Assessment identified sensing gaps and
possible enhancements for Future Force
2030 and laid the foundation for follow-
on acquisition documents to define re-
quirements and identify solutions that
can be acquired, adopted, and fielded
prior to 2030.
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All-Domain Effects

Developing capabilities in the Fleet Marine Forces
by LtCol Brian W. Schweers, Maj Nathan E. Diller &

ntelligence reports indicate civil
unrest in the vicinity of a U.S.
embassy while simultaneously
corroborating that a high-value
target is moving towards the same lo-
cation. Trained Marines are dispatched
to conduct face-to-face engagements
with the protesters, culling necessary
information to form dynamic non-lethal
effects by informing the local popu-
lace through social media and TV/ra-
dio broadcasts and dispelling negative
sentiment within minutes. Simultane-
ously, the Marines utilize a sensor web
to obtain and process critical target-
ing information while coordinating a
lethal strike on the high-value target,
and deliberate messaging is prepared to
counter false narratives in anticipation
of local sentiment trending negatively.
The kill chain is closed with locally
sourced sUAS providing intelligence,
surveillance, and reconnaissance (ISR)
to confirm the location of the high-value
target, observe the strike, and provide
battle damage assessment (BDA). The
deliberate messages are disseminated
to the local populace within minutes
of the strike, limiting any adversaries’
ability to capitalize on disinformation.
The above scenario was recently
validated in an exercise incorporating
a task-organized All-Domain Effects
Team (ADET). The ADET is a future
operating concept that was introduced
by Maj Corl last September. GySgt Kof-
sky of 2d Intelligence Battalion also
wrote an article in the April 2022 is-
sue of the Gazette entitled MIG “(MEF
Information Group) Coastwatchers,”
proposing a concept to combine various
disparate MIG capabilities into teams to
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create more synergistic effects in the bat-
tlespace. Since the publishing of Major
Corl’s article, 2d ANGLICO has cre-
ated ideas, expanded relationships, and
immersed ourselves in experiments to
refine the ADET concept, which is also
in line with GySgt Kofsky’s conceptual
framework. This article’s purpose is to
describe how we have created an intel-
lectual framework, organized for suc-
cess, conducted experimentation, and
developed a way ahead for the ADET.

at the forward edge of the operating en-
vironment in support of joint, allied, and
coalition forces. We designed the ADET
by combining II MIG and subordinate
units’ traditional mission and roles (sev-
en functions of OIE) with ANGLICO
capabilities. The ADET will be led by
a 2d ANGLICO team leader or other
MIG officer and may be comprised of
the following five teams: inform and
influence, lethal effects, attack and
exploit, information environment (IE)

This article’s purpose is to describe how we have
created an intellectual framework, organized for suc-
cess, conducted experimentation, and developed a

way ahead for the ADET.

2d ANGLICO has made great strides
in developing an ADET intellectual
framework by defining the ADET and
developing its basic structure: ADETs
are task-organized forces that integrate
Operations in the Information Environ-
ment (OIE) with lethal fires to achieve

effects across the competition continuum

battlespace awareness, and assured com-
mand and control (C2). The ADET’s
assured C2 team allows the ADET to
reach back to the MEF fusion cell which
consists of the Information Command
Center (ICC), Fires & Effects Coordi-
nation Center (EEC), and MEF Intel-
ligence Center.
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myopically focused joint terminal attack
controllers (JTACs) but are training to
be holistic ADET leaders. They now
attend MAGTF Operations in the In-
formation Environment Practitioners
Course (MOPC), Joint Targeting Staff
Course, and Joint Targeting Applica-
tions Course. Additionally, JTAC re-
sponsibilities have shifted to the 0861
fire support Marines, which naturally
augments their career progression and

falls in line with the future 0871 MOS,

OIE Functions

1. Assure Enterprise C2 & Critical Systems 4. Inform Domestic & International Audience
2. Provide IE Battlespace Awareness 5. Influence Foreign Target Audiences
3. Attack & Exploit Networks, Systems, & Information g, Deceive Foreign Target Audiences

7. Control IW Capabilities, Resources, & Activities

ANGLICO Team Lead
Control Information Capabilities
MEF Fusion (Information
Command Center/MIG/Fires and
Effects Coordination Center)

Attack & Lethal
Exploit Team Effects Team

Influence &
Inform Team

IE Battlespace
Assure C2 Team Awareness Team

RadBn Electronics ANGLICO PSYOP COMMSTRAT

Warfare Support Team

Expaditionary Comm Teams
Defensive Cyber Operations

All Source/lmagery
Intel Analyst

Team Data Marine

h

Task-organized ADET

Reach back

ADET Construct based on integrating the seven OIE functions with lethal fires. (Photo provided

by authors.)

This concept is a natural evolution
from the outdated model of individual
MEF Headquarters Group battalions
providing stove-piped capabilities to-
wards the MIG providing fully inte-
grated enhanced capabilities. The more
we have experimented within the MIG,
the more we have realized how little we
understand each other’s capabilities and
how truly asynchronous those capabili-
ties were with the old construct.

2d ANGLICO restructured to incor-
porate attached informational forces for
exercises, increase proficiency required
to achieve all domain effects, and in-
crease experimentation. We transitioned
from two operational brigade platoons
to a single operational brigade platoon
and a training brigade platoon. The op-
erational brigade platoon focuses on ex-
ecuting exercises while providing opera-
tional ADET leaders and lethal effects
teams. The training brigade platoon
focuses on training all incoming person-
nel by executing multiple ANGLICO
Basic Courses, developing ADET lead-
ers, and conducting experiments. Ad-
ditionally, we created a new billet in
the operations section dedicated to the
ADET future operating concept. With
their internally assigned All Domain
Effects Team Experimental (ADET-E),
this officer drives experimentation and
will transition proofs of concepts to the
operational brigade platoon.

The ability for officers to coordinate,
integrate, and deconflict lethal fires with
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informational capabilities is the critical
foundation to achieving all-domain ef-
fects. Recently, we evaluated an officer
JTAC team leader versus an officer non-
JTAC team leader against team-level
ANGLICO Training and Readiness
codes and found no difference in their
ability to conduct fire support plan-
ning, integrate with maneuver forces,
establish an observation post, patrol,
operate organic C4 assets, or control an
assault support platform into a marked
landing zone. There were, however,
significant differences in fire support

... JTAC responsibilities
have shifted to the 0861
fire support Marines ...

coordination and execution, as JTAC
team leaders had more difficulty main-
taining overall situational awareness and
controlling their teams because they
were focused on controlling aircraft.
Officer non-JTAC team leaders were
more responsive in updating the maneu-
ver commander, as well as coordinating
and de-conflicting within the team in
order to achieve combined arms effects,
which resulted in an overall increase in
team efficiency.

With the above in mind, 2d AN-
GLICO artillery officers are no longer

which will require fire support Marines
to complete Tactical Air Control Party
(TACP) School as a promotion prereg-
uisite.

To increase the capabilities of the
inform and influence team, 2D AN-
GLICO incorporated 24 Marines of
Psychological Operations (PSYOP)
Company, which had resided in the
II MIG Command Element, into an
additional brigade platoon. We are in-
tegrating these Marines into our train-
ing, exercise, and evaluation plan and
determining their budget requirements
to incorporate them into the company’s
Fiscal Year 2023 budget submission.
Additionally, we have a permanent
rotational Communications Strategy
and Operations (COMMSTRAT) of-
ficer, who is currently developing the
ADET inform plan to increase Il MEF,
Marine Corps, joint, and allied forces’
understanding of the ADET concept.
This officer is also creating a stan-
dard operating procedure to delegate
release authority of inform products
to the ADET team leader, which will
drastically reduce the inform release
timeline, and building multiple public
affairs guidance products in support of
ADET and ANGLICO spring and sum-
mer deployment for training exercises.

In addition to the above structural
changes, we have had several opportu-
nities to experiment with the ADET
concept. Last September, exercise
JOINT WARRIOR-21.2 validated 1I
MIG?s ability to form and deploy an
ADET in support of an allied nation.
We learned invaluable lessons about the
complexities and difficulties in pushing
informational capabilities to the for-
ward edge of the operating environ-
ment, specifically in maintaining as-
sured C2 and release chain timelines for
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inform media products. We were able
to quantify social media release chain
timelines, integrate attack and exploit
teams with lethal effects teams, establish
a wideband data network that facili-
tated reach back to the II MIG ICC,
and was then able to provide updated
IE battlespace awareness. Additionally,
we were able to leverage space support
and conduct a Defensive Cyberspace
Operations (DCO) Simulated Hacking
Response immediate action drill.

In December, we applied the lessons
learned from JOINT WARRIOR to a
local exercise, in which a full ADET—
minus the influence and IE battlespace
awareness teams—conducted five days
of training aboard Camp Lejeune. To
support this exercise, the ADET cre-
ated an inform plan (vice a full COM-
MSTRAT production plan), which sig-
nificantly reduced the full release chain
because of the pre-built narrative and
timeline that synchronized multiple
separate entities. As a result, our as-
sessments of released inform products
were significantly faster than during
Joint Warrior 21.2.

The greatest achievement during the
week was the integration of ADET ca-
pabilities into a kill chain. The ADET
conducted the normal dynamic target-
ing cycle of find, fix, track, target, en-
gage, and assess but added inform and
influence by releasing the lethal effects
results on social media. This was a major
step in changing the traditional mindset
of being solely focused on physical ef-
fects in the battlespace. The narrative is
now much more relevant and applicable
because of the advent of social media in
the battlespace. A ground team observed
the enemy battery while on the move
which cued the attack and exploit team
to locate the battery in a static loca-
tion. Multiple Line of Bearings (LOBs)
confirmed a general location of the bat-
tery which cued an sUAS that positively
identified the battery. The lethal effects
team coordinated attack aircraft and
the sUAS was used to record the results
of the attack. The pre-and post-attack
pictures from the sSUAS were quickly
processed, loaded, and disseminated
on social media with the use of data
services established and maintained by
the assured C2 team. Since this was
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An attack and exploit team and lethal effects team operating together at Cape Wrath, Scot-

land, ISO JW 21.2. (Photo provided by authors.)

Marrative

“2d ANGLICO All Domain Effects Team (ADET) with attached 2nd Radio Battalion Light Armored
Vehicle assets locate and target opposing forces during a 1l MEF Designation shoot. The ADET is an
experimental concept which integrates units organic to the MIG Into a small team, capable of task
organizing, deploying, and supporting itself at a moment's notice.”

Relevant Actors

Actors

2d ANGLICO / Radio Battalion | 8th Comm

Production

Mon 11/29
Picture of Radio Bn LAV and

2d ANGLICO Marines Mon 11/28

Tuesday 11/30

Information Sources
Picture of Radio Bn LAV and
2d ANGLICO Marines

Release Assessment

Date Platform

Il MIG Instagram Wed 12/1

Example of an inform plan for a signal narrative. (Photo provided by authors.)

a training enviroment, the targeting
process was done in multiple stages.
Once the stages were placed together,
we concluded that it took roughly 1.5
hours to complete the entire targeting
chain, including the inform and influ-

The greatest achieve-
ment ... was the integra-

tion of ADET capabili-
ties into a kill chain.

ence chain. The attack pictures were
released on social media within 27 min-
utes of the sUAS landing, which was
a drastic improvement from previous
iterations.

The opening vignette of this article
described the results of a training ex-
ercise coordinated by the 2D Intelli-
gence Battalion and supported by an
ANGLICO ADET. This exercise had
numerous firsts for the ADET. With the
new PSYOP brigade platoon, the ADET
formed a full inform and influence team
with II MIG COMMSTRAT Com-
pany support. The ADET utilized
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COMMSTRAT Co

UAS to track,

target, angage, and Assess

a dynamic target.
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and Image
sUAS Launched
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Find & Fix Track & Target

Captured via sUAS

Mission Target strike image
Processing capture via sUAS

1+04

Engage & Assess Inform & Influence

ADET implementation aboard Camp Lejeune, NC, with Attack and Exploit and Inform and In-

fluence teams. (Photo provided by authors.)

the Information Operations Network
(ION) to create a simulated network
and replicate websites, social media
outlets, and news articles, which al-
lowed the inform and influence team
to increase proficiency and experiment
with emerging tactics, techniques, and
procedures. The ADET also worked
with numerous 2D Intelligence and
2D Radio Battalion personnel to bet-
ter understand the forces and equipment
required to truly integrate lethal effects
with informational capabilities.
Replicating an IE is one of the pri-
mary challenges for ADETs to conduct
realistic training. There are tools and
resources such as ION which utilizes
simulated Facebook, Twitter, and tra-
ditional media site posts to allow for
force-on-force training in a simulated
IE. These platforms, however, have
shortfalls that need to be addressed and
funded to enhance operability and the
degree of benefit to the user. Moreover,
these tools are limited to simulated so-
cial media posting and do not provide
opportunities to incorporate lethal fires
or other informational capabilities.
What is needed from the Service is a
dedicated effort to foster experimenta-
tion by creating more realistic training
environments focused on combining
lethal fires with informational capabili-
ties. At a lower level, additional training
for ANGLICO radio operators should
be sourced and funded, and seats to
courses such as the MARSOF Network
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Operators Course should be opened
to further enhance their ability to set
up wideband networks and manage
friendly force signatures. Finally, more
opportunities for experimentation with
lethal fires and informational capabili-
ties should be built into unit training,
exercise, and evaluation plans, identi-
fying space and allocating resources to
allow Marines to integrate with other
units in an environment solely focused
on experimentation.

This summer we will
send the current model
ADET-E to two joint ex-
ercises ...

Moving forward, one of our im-
peratives is increasing the speed of un-
derstanding of ADET capabilities. To
increase the speed of learning we need
to increase our experimental immersion
within simulated informational envi-
ronments while operationally validating
those capabilities in live environments.
To accomplish this we need to transition
from the current experimentation model
of informal working relationships with
the II MIG battalions to establish a per-
manent ADET-E that is comprised of
attached rotational personnel from the

I MIG battalions. This ADET-E will
be solely focused on experimenting to
increase knowledge and understanding
of potential ADET capabilities. Fur-
thermore, we are exploring additional
exercise opportunities and developing
a deliberate experimental employment
plan. This summer we will send the
current model ADET-E to two joint
exercises and are exploring opportu-
nities to participate in events such as
MAGTF Warfighting Exercise or ex-
ercises at the Joint National Training
Center. We are also going to increase
the operational employment of AD-
ETs through participation in multiple
overseas combined exercises with allies
and partners. Finally, we are explor-
ing opportunities to employ ADETs
in support of Reconnaissance Counter-
Reconnaissance and MEUs. While we
continue to experiment, we will also
begin to codify the core competencies,
Mission Essential Task List, mission
statement, and Table of Organization
and Equipment to eventually present
the ADET concept to HQMC.

Over the past five months, II MIG
and 2D ANGLICO have made signifi-
cant progress in advancing the ADET
concept through creating an intellectual
framework, structurally reorganizing,
and putting the concept into practice
through experimentation. Many lessons
have been learned, and the results have
thus far been encouraging. However,
there is still much work to be done
in order to validate and formalize the
ADET as a true capability. If done right,
future experimentation, along with ad-
ditional structural changes and support
for the concept from the service level
and below, will demonstrate that the
ADET is the Marine Corps’ bid for suc-
cess to achieve joint all domain effects
at the forward edge of the operating
environment and across the competition
continuum.

us@wc
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Redefining
Radio Battalion’s
Role in 2030

Extending enterprise operations
by Maj Allison Warwick & MSgt Joshua Caruso

he ever-changing character

of war requires Marines to

constantly overcome orga-

nizational challenges to out-
pace our enemies and prevail in great
power competition (GPC). As GEN
Mark Milley, Chairman of the Joint
Chiefs of Staff, emphasizes: “failure to
recognize, adapt, and capitalize on the
changing character of war, and failure
to see the future produces devastat-
ing consequences.”! Considering the
implications of modern-day warfare,
current and future Signals Intelligence
(SIGINT) force employment consid-
erations require adaptation to the rap-
idly evolving modernization within the
operating environment (OE). Marines
remain a force-in-readiness to support
combat and contingency operations;
however, absent large-scale, long-term
conflict, the Marine Corps needs to
adjust to support operations in com-
petition (Phase 0) with near-peer ad-
versaries by defining, supporting, and
applying appropriate force employment
considerations. 2d Radio Battalion’s
operations in GPC require the extended
Intelligence Community (IC) and the
Marine Corps Intelligence Surveillance
and Reconnaissance Enterprise (MC-
ISRE) to understand the OE while
seeking opportunities to influence
or shape the OE in favor of the MEF
CG’s priorities, all while maintaining
alignment with and support to the op-
erationalization of MEF Information
Group capabilities.
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>Maj Warwick is a MAGTF Intelligence Officer and graduate of the Junior Of-
ficer Cryptologic Career Program. Following internship completion in 2020, she
executed a follow-on assignment to 2d Radio Battalion, Il MIG, Il MEF where she

is currently the Operations Officer.

>>MSgt Caruso is a Signals Intelligence, Electronic Warfare, and Cyberspace
Operations Chief currently assigned to Information Warfare Company, 2d Radio
Battalion, Il MIG, Il MEF. He has deployed multiple times, serving in billets ranging
from Squad Leader of a Scout Platoon to a Signals Intel/Electronic Warfare Chief.

Characteristics of Modern Warfare
Technological advancements force
decision makers at strategic, operational,
and tactical levels to modernize, adapt,
and overcome adversary innovations by
increasing friendly, flexible response
planning and employment options.
As warfighting professionals, change
is inherent in our nature. New social,
cultural, political, and informational
platforms offer innovative means of
shifting the narrative, providing numer-
ous methodologies to defeat the enemy’s
will to fight.2 Understanding the impli-
cations of a data-rich, interconnected,
global OE can help us identify oppor-
tunities for exploitation. An opportune
prospect to leverage for manipulation
against our enemies, our technological
edge as tactical professionals—comple-
mented by the appropriate balance of
national-to-tactical integration, partner
collaboration, and combatant command
collaboration—assists us with expedit-
ing support to the warfighter. Modern
warfare also calls for increased partner
collaboration to extend global reach

and influence, streamlining processes
ahead of the next crisis or contingency
response. Given processing and global
reach limitations, partner force in-
tegration is essential to mitigate the
challenges of modern warfare. More
dynamically, mobilizing partner forces
to deter similar adversaries buys down
the risk to U.S. forces in support of the
U.S. National Defense Strategy. Tacit in
building partner capacity and strength-
ening military-to-military partnerships
are effective command and control
(C2), communications architecture,
and information-sharing procedures.

Increase Flexibility with Extended
Enterprise Operations in Competition

The current and future OE demands
the utility of an extended enterprise and
distributed operations. U.S. national
intelligence agencies execute enterprise
operations fluently; it is time the Ma-
rine Corps speaks this language and
applies similar concepts to tactical SI-
GINT support operations to advance
the MCISRE and expedite support to
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the tactical warfighter. Extended en-
terprise operations require solidified
communications architecture as well
as C2 fundamentals for success. The
footprint of actively engaged forward
troops in a GPC fight shrinks to re-
quire only those necessary collections
assets and personnel to execute mis-
sion support, dictated by theater- and
national-level collection posture. Active
troops within the respective geographic
combatant command operate to satisfy
the MEF CG’s priority intelligence re-
quirements; additionally, the Director
of the National Security Agency/Cen-
tral Security Service uniquely delegates
tactical SIGINT authorities to Marines
as a component of the overarching U.S.
SIGINT System. Based on our place-
ment and access, Marines also contrib-
ute to answering national security and
foreign policy requirements, as dictated
by theater- and national-level gaps in
collection, processing, and analysis. As
such, tactical SIGINT collection an-
swers tactical, operational, and strategic

IDEAs & IssuEs (INTELLIGENCE/OIE)

processing power, which Marines can
accomplish in a garrison environment.
Applying greater emphasis on process-
ing massive quantities of existing data
within national-level databases will am-
plify our understanding of the adversary
at the tactical level. In comparison to
the Global War on Terror against un-
conventional adversaries, near-peer ad-
versaries are increasingly sophisticated
and leverage a significantly larger por-
tion of the electromagnetic spectrum
than SIGINT Marines are familiar with
prosecuting. The Marine Corps must
take advantage of the relative stabil-
ity of current peacetime operations in
competition to expand our analytics
capabilities and improve our ability to
leverage the current data-rich environ-
ment to prepare for combat operations.

Modernize SIGINT Support Employ-
ment in Competition
The force employment consider-

ations of competition-focused tactical
SIGINT collectors should prioritize

The Marine Corps must take advantage of the relative
stability of current peacetime operations in competi-
tion to ... improve our ability to leverage the current

data-rich environment ...

priorities; warfighters should seek to fill
collection gaps at all echelons of warfare
in GPC to enhance national-to-tactical
integration and improve interoperabil-
ity standards. Further, clearly defined
and codified relationships between the
respective Joint Task Force and corre-
sponding combatant command promote
integrated, federated efforts to support
the intelligence enterprise.? Deliberate
and collaborative planning cycles out-
side of combat operations will ensure
proper Marine Corps SIGINT integra-
tion with joint, theater, national, and
partner forces, avoiding unnecessary
redundancies or stove-piped efforts.
Complementing the need for a tai-
lored forward-deployed presence in
GPC SIGINT operations, there is a

growing requirement for more remote
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integration with theater and national
collection strategies to amplify the value
of collection operations. Absent combat-
driven, rapid timelines, operations in
competition should seek opportunities
to enhance partner collaboration and
integration; improve joint communi-
cations and interoperability standards;
and test new equipment and employ-
ment considerations ahead of the next
major conflict. Integration and synchro-
nization of sensors within the OE are
vital to operations in competition and
combat. The traditional mechanism of
employing radio battalion collection
elements needs to shift from practices
established during counter-insurgency
operations to practices that address
GPC threats. In the counter-insurgency
operations environment, commanders

placed sensors within maneuver ele-
ments because the sensors provided
positive identification of non-uniformed
enemy combatants. As such, combat
troops designated sensors to exploit
communications aiding in the identi-
fication process of the targeting cycle.
However, in the GPC radio battalion,
collection elements provide two critical
functions: contingency sensing capa-
bility in a communications-degraded
environment and contribution to the
Joint Force and the greater IC’s under-
standing of the OE by filling collection
gaps. In an environment where commu-
nications are stable, the radio battalion
collection element should provide tar-
geted, tailored collection on signals for
which collection does not exist thereby
enabling the MCISRE to compliment
the Joint Force by leveraging placement
and access to fill national collection
gaps. To achieve this end state, radio
battalion collection elements require
sensors that are both capable of sensing
signals that are otherwise uncollected
and feeding targeting systems. To this
end, the Marine Corps is pursuing a
program of record capabilities within
interoperability standards to enhance
combat abilities. Defining, supporting,
and applying force employment consid-
erations in GPC will enhance theater-
level partner and Joint Force relation-
ships in peacetime—diminishing the
learning curve for interoperability in
combat.

Maintain Readiness of Combat Sup-
port Employment Mechanisms
Despite room for growth in employ-
ment methodologies in competition, we
still need to remain postured to sup-
port operations in combat. The Infan-
try Battalion Experiment at II MEF is
currently progressing critical combat
SIGINT collection and support capa-
bilities in practice, particularly adapting
to degraded communications environ-
ments to condense the sensor to shooter
timeline. In a communication-degraded
environment, tactical radio battalion
collection elements would fill a critical
capability gap to enable targeting ef-
forts with organic sensors. The ability
to expeditiously enable “kill web tempo
and agility” provides the commander
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with an immediate and seamless transi-
tion from competition to combat opera-
tions.# In combat, a sensor-rich environ-
ment can offset losses or degradation in
theater- and national-level collection.
Just as in competition, combat opera-
tions require radio battalion collection
elements to maintain sensors that are
capable of sensing the same signals as
theater- and national-level collection
assets while also feeding the same tar-
geting systems.

Collection management responsi-
bilities within each MEF and corre-
sponding intelligence-enabling func-
tions are essential to providing force
protection and support to lethal kinetic
targeting efforts in combat. Effective
SIGINT employment requires Marines
to identify losses of or gaps in national
or theater sensing capability, prioritize
signals for which collection does not ex-
ist, and employ radio battalion elements
in locations suitable for collection. This
methodology presents a significant shift
in how the Marine Corps traditionally
mans, trains, and equips radio battal-
ion collection and analytic elements
for employment in combat. It forces
radio battalion collection elements to fill
gaps in collection at specified locations
and not solely based on the locations
of friendly maneuver elements. It also
forces radio battalion analytic elements
to employ a sensor-agnostic processing,
exploitation, and dissemination process
that satisfies mission requirements in
the form of information needs, vice an
organic-sensor processing, exploitation,
and dissemination process, increasing
the Marine Corps’ reliance on partner
mission elements to continue to pro-
cessing, exploitation, and dissemination
collection within the scope of their mis-
sion.

Essential Tenants for Future Success

An increased focus on technical
training and education of the force will
advance Marine Corps SIGINT sup-
port functions in modern-day warfare.
A deep technical reserve allows the Ma-
rine Corps to swiftly navigate through
the OE in crisis response and to inte-
grate multi-domain activities essential
for victory in competition. In today’s
fight, a Marine’s ability to cull the right
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targetable information from a database
is just as critical as the ability to fire
an M4 in combat. Improving technical
skills such as analysis, critical thinking,
data management, and interoperability
standards, along with corresponding
enabling policies, will advance Marine
Corps operations. Present and future
adversaries will engage us across cy-
ber, space, and information warfight-
ing domains to degrade our abilities to
operate in traditional warfare domains.
Technical proficiency is the first step
to enabling advanced interoperability,
networked capabilities, and expedited
threat response mechanisms. We should
not only embrace remote capabilities,
but we should look to develop, share,
and sharpen correlated technical skills
in order to assimilate capabilities into
operational planning with the overall
intent to support national strategy.

... our adversaries rap-
idly close the gap from
a technological stand-
point.

The commander’s priority intelli-
gence requirements and information
needs, which assist intelligence Marines
with sifting through immense quanti-
ties of data in support of the MAGTF
commander, are essential variables of
success for Marine Corps intelligence
support entities. As we onboard unique
information warfare capabilities within
the MEF Information Group, defining
requirements for collection, production,
and targeting efforts will further refine
specific areas of focus for application
to the extended enterprise. Addition-
ally, the MCISRE requires a centralized
collection management cell to oversee
requirements in operational mission
parameters for the multitude of glob-
ally employed tactical SIGINT profes-
sionals. One potential solution at the
MEF level is to employ a MEF Cryp-
tologic Resource Coordinator (CRC)
to manage all cryptologic resources,
collection disposition, coverage, sani-
tization, requirements, and priorities.>

Interoperable with theater and national
level entities, the CRC (a traditional
Navy construct) manages the planning,
direction, and execution of SIGINT
operations as the liaison between tac-
tical, theater, and national agency co-
ordination efforts. While remaining
networked to the national level and
combatant command SIGINT opera-
tions, the radio battalion commander or
his delegated representative as the CRC
would de-conflict SIGINT resource
management to prioritize II MEF in-
formation needs in collaboration with
the Intelligence Battalion Commander
as the Intelligence Support Coordina-
tor. The CRC would provide SIGINT
collection management to the MEF to
ensure proper employment of the radio
battalion’s organic assets. As we look to
potential future conflicts, one overarch-
ing theme vocally prevails throughout
our training, battle simulations, and
exercises: our adversaries rapidly close
the gap from a technological standpoint.
Knowledge of this theme should drive a
sense of urgency in our ability to edu-
cate, train, and retain Marine SIGINT
professionals.
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Title 10 Versus

Title 50

Authorities and permissions for persistent presence
by Col Matt Rau, Maj Dan Alcantara, & Mr. Jay Confer

f you missed the memo, the op-
erational environment is changing,
and the Marine Corps is designing
a force to meet future challenges.
Just consult the Commandant’s May
2022 Force Design Annual Report: our
adversaries and technology are rapidly
advancing, but the policies governing
how we counter and interact in this
new environment are lagging. Though
tagged onto the end of doctrine, orga-
nization, training, materiel, leadership
and education, personnel, and facilities-
policy (DOTMLPE-P), policy is by no
means the least of the considerations
for Force Design. The Functional Con-
cept for Maritime Reconnaissance and
Counter-reconnaissance (RXR) asserts
a dependency on obtaining authorities
and permissions to establish a persistent
presence for conducting operations, ac-
tivities, and investments as part of in-
tegrated deterrence. Commanders and
operators in the maritime RXR force will
have to navigate the shoals of overlapping
statutes and policies. Continued trans-
formation of the Marine Corps as well
as success on missions across the globe
and the competition continuum require
demonstrated competency in current au-
thorities and active collaboration with
departments and agencies to modernize
procedures and establish new policies.
This is not legal advice but a primer
on a complex topic that should begin
with whether or not a given unit has a
mission to perform specified activities
and who tasked the unit/to whom is
due the information from the activities.
Title 10 and Title 50 come up regu-
larly in many of Combat Development
and Integration’s integrated planning
teams and synchronization sessions for
Force Design. A common understand-
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>Col Rau is the Capability Portfolio Manager for Intelligence, Surveillance, and
Reconnaissance at Combat Development and Integration.

>>Maj Alcantara is the Operational Law Advisor to the Deputy Commandant for

Information.

>>>Mr. Confer is the Director of the Marine Cryptologic Office at Fort Meade.

Commanders and operators in the maritime reconnaissance—counter-reconnaissance force
must understand overlapping authorities and policy. (Photo by Lt Cmdr Donnell Evans.)

ing of the fundamentals across the force
sets the conditions for change.

What is Title 10? The aftermath of
U.S. military failures in the late 1970s
compelled a reorganization of the DOD
structure. Relationships, authorities,
and funding were reorganized in a semi-
nal piece of legislation. The Goldwater-
Nichols Department of Defense Reorga-
nization Act of 1986, amended federal
armed forces provisions to set forth the

organization of the DOD, clarified the
military’s chain of command, and enu-
merated general military powers. This
legislation also complemented defense
authorities given to the DOD in the
National Security Act of 1947 regard-
ing authorities to conduct traditional
military activities, including intelligence
activities and operations.

What is Title 50° Where Title 10
is devoted to activities of the military,
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Title 50 governs national intelligence.
It is a statutory codification of the Na-
tional Security Act of 1947, setting forth
as law the reporting and oversight of
covert and intelligence activities, includ-
ing those of the Central Intelligence
Agency, National Security Agency, Na-
tional Geospatial-Intelligence Agency,
National Reconnaissance Office, and
the Defense Intelligence Agency. How-
ever, the military necessarily plays a role
in national intelligence. The Secretary
of Defense consults with the Director
of National Intelligence to “(3) ensure
that the tactical intelligence activities of
the Department of Defense complement
and are compatible with intelligence ac-
tivities under the National Intelligence
Program; (4) ensure that the elements of
the intelligence community within the
Department of Defense are responsive
and timely with respect to satisfying the
needs of operational military forces.”
Whereas statutory authority is codi-
fied in Title 10 and Title 50, it is im-
plemented by the Executive Branch in
policy; hence, Executive Order 12333
articulates how the President as Com-
mander in Chief and Chief Executive
exercises his power. Generally, the Un-
der Secretary of Defense for Intelligence
and Security in coordination with the
Director of National Intelligence and
directors of the intelligence agencies
listed previously implements the execu-
tive policy and statutes in local policy.
That implementation is complicated

and layered. However, Executive Order
12333 has as its goal the provision of the
best intelligence to develop and conduct
foreign, defense, and economic policies
and the protection of U.S. national in-
terests. It directs that all departments
and agencies cooperate fully, even en-
suring that national intelligence is dis-
seminated immediately to appropriate
government elements, including mili-
tary commands. The aforementioned
goal aligns with the focus of the Marine
Corps as an RXR force.

With a fundamental understanding
of the complementary aspects of Titles
10 and 50 as well as the shared goal of
Executive Order 12333, and given that
“the enduring function of the Stand-
in Force (SIF) is to help the fleet and
Joint Force win the RXR battle at every
point on the competition continuum,”
consider the following implications:

* Platforms or units operating under
Title 50 authorities are collecting intel-
ligence for intelligence’s sake and are not
satisfying commanders’ requirements.
Not necessarily true and potentially
even less true for integrated deterrence.
To compete and be a credible deter-
rent, the SIF must collect intelligence
to support tactical requirements. Giv-
en the placement and access of those
forces, satisfying the tactical com-
manders’ requirements under Title 10
will almost certainly meet national
requirements, be they geospatial intel-
ligence, human intelligence, or signals

“Title 10 and Title 50 are mutually-reinforcing authori-
ties, not mutually-exclusive authorities; these statu-
tory authorities may even be exercised simultaneous-
ly by personnel under the command and control of the
Secretary of Defense. Labeling some intelligence ac-
tivities ‘Title 50° activities while labeling similar ac-
tivities ‘Title 10° activities creates a distinction where
the law does not. Importantly, the statutes make dis-
tinctions based on direction, control, and funding—

not on nomenclature.”
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—Andru Wall

intelligence, for the various agencies
in the Intelligence Community. This
illustrates the complementary nature
of the statutes.

* 70 avoid issues with collecting infor-
mation or conducting intelligence activi-
ties under either Title, units can employ
non-intelligence members. Intelligence
collection is purpose-driven. If the
purpose of the activity is intelligence
or intelligence-related, it is similarly
governed regardless of the collector.
Moreover, the SIF risks encroaching
on the mission or responsibilities of
another organization that has such au-
thorities for non-intelligence members
and could result in denial of authori-
ties, permissions, and even placement,
for the SIF.

o Intelligence often has no real strategic-
military impact. Not true. The CMC
asserts that the SIF must be able to
move fluidly back and forth across
the conflict threshold of competition
without culminating—able to escalate
and deescalate. Intelligence allows dy-
namic and current information to flow
to decision-makers, military and po-
litical alike, to move the Corps across
the continuum. For example, if a force
of small, widely dispersed units inside
an adversary’s weapons engagement
zone has strategic deterrence value and
could collect intelligence under either
authority, then their tactical intelli-
gence requirements have higher-level
national intelligence value and could
be collected under either authority.
So, what is collected for intelligence
preparation of the operational environ-
ment may span across Title 10 and
Title 50 boundaries.

* Processing Intelligence is irrelevant.
How intelligence is collected and pro-
cessed may come under the purview of
an agency for several good reasons—
coordination, standardization, and ve-
racity—rto widely disseminate the best
intelligence. As the SIF demonstrates
competency and transparency with au-
thorities and partner agencies, it gains
trust. Competency and trust along with
the value that the SIF offers will fa-
cilitate coordination or help transform
policies to enable the force to conduct
intelligence operations and collaborate
in processing and production.
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 The SIF will not have a significant
role in monitoring gray-zone activities.
The proposed 2022 Intelligence Au-
thorization Act acknowledges the new
forms of competition and threats from
adversaries using tactics that fall on a
spectrum between ordinary statecraft
and open warfare. The Marines’ SIF
may be called upon in the future to
serve as a forward-postured sensor to
provide reporting on foreign adversary
use of gray-zone activities to enable the
greater IC’s assessments. The same Act
contains a provision mandating a Na-
tional Intelligence Estimate that uses
the IC’s classified reporting to describe
how foreign adversaries use gray-zone
activities to advance their interests and
assess what U.S. responses would cause
our adversaries to escalate—or dees-
calate —that activity.

The list of issues is not exhaustive,
and detailed examples will be classi-
fied. The purpose here is to begin the
discussion and increase the education.

IDEAS & Issues (INTELLIGENCE/OIE)

You are the reconnaissance and counter-
reconnaissance force of the near future.
Know the policies; be conversant and
train in their related procedures; ask
questions, even if you may not want to

You are the reconnais-
sance and counter-re-
connaissance force of
the near future. Know
the policies ...

hear the answer. (Asking permission,
in this case, is better than begging for-
giveness.) Consult your operational law
experts and liaisons within the various
agencies or country teams. For more
information:

* Robert Chesney, “Military-Intelli-
gence Convergence and the Law of the
Title 10/Title 50 Debate,” Journal of
National Security Law & Policy 5, (2012).
* John C. Tramazzo, “An Intelligence
Law Primer for the Second Machine
Age.” Army Lawyer 3, (2019).
* Andru E. Wall, “Demystifying the
Title 10-Title 50 Debate: Distinguish-
ing Military Operations, Intelligence
Activities & Covert Action,” Harvard
Law School National Security Journal 3,
(2011).
* Executive Order 12333 United
States Intelligence Activities (as
amended) 50 USC 3038: Responsi-
bilities of Secretary of Defense per-
taining National Intelligence Program
available at https://uscode.house.gov/
view.xhtml?req=granuleid:USC-
prelim-title50-section3038 &num
=08&edition=prelim.
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Intelligence Support
to FD2030

Analysis of Azerbaijan’s performance
in the 2020 Nagorno-Karabakh War

“Learn and adapt, or
lose to those who do.”'
—Dr. Alexander Kott

he Marine Corps has shifted

its focus toward expedition-

ary naval warfare and is

aligning with the National
Defense Strategy. In doing so, the
Corps has adopted Force Design 2030
(FD2030) as a ten-year moderniza-
tion plan to restructure the force for
competition.? While the current 2022
Russia-Ukraine conflict occupies the
public’s attention, much can be learned
from a lesser-known war occurring in
the latter half 0of 2020: the Second Na-
gorno-Karabakh War. This was a re-
gional conflict fought between Armenia
and Azerbaijan with potential strategic
consequences, affecting the dynamic
between Russia, Turkey—a NATO
ally—and potentially, Iran.3 Lasting
only 44 days, it culminated in a decisive
victory for Azerbaijan. On the surface,
a regional conflict in the Southern Cau-
casus does not seem relevant to naval
concepts like Expeditionary Advanced
Base Operations or Littoral Operations
in a Contested Environment. There are,
however, significant lessons for intel-
ligence and operations personnel that
can be learned on the importance of
FED2030, intelligence support to plan-
ning and targeting, and the need for
forces to practice signature management
(SIGMAN) and force protection in the
validation of FD2030.
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by Sgt Tuvia Sokoloff

>8gt Sokoloff is an 0231 Intelligence
Specialist. He is currently on staff
with the Advanced Training Depart-
ment, Marine Corps Tactics and Op-
erations Group in Twentynine Palms,
CA, filling the billet of 0233 Intelli-
gence Tactics Instructor.

Nagorno-Karabakh: A Primer
Nagorno-Karabakh is a mountain-
ous region in West Asia contested by
Armenia and Azerbaijan. Both coun-
tries, as well as Georgia, compose the
South Caucasus Region. The South
Caucasus is located between the Cas-
pian and Black Seas and is bordered
by the Greater Caucasus Mountain
Range and Russia to the north and

resulting in Azerbaijan revoking Na-
gorno-Karabakh’s autonomous status
and the First Nagorno-Karabakh War.4
This conflict culminated in an Arme-
nian victory and the establishment of
the independent Republic of Artsakh,
although it was not formally recognized
by any other nations, including Arme-
nia.> The First Nagorno-Karabakh
War resulted in Armenian/Nagorno-
Karabakh forces controlling most of
Nagorno-Karabakh, as well as several
territories surrounding it, amounting to
about fourteen percent of Azerbaijan’s
land area.® Azerbaijan’s growing strate-
gic relationship with Turkey, based on
strong cultural, religious, and economic
ties, would become crucial in the lead-
up to the Second Nagorno-Karabakh
War.”

While the current 2022 Russia-Ukraine conflict oc-
cupies the public’s attention, much can be learned
from a lesser-known war occurring in the latter half

of 2020 ...

Turkey and Iran to the south. Prior to
Armenia and Azerbaijan’s incorporation
into the Soviet Union, they fought over
Nagorno-Karabakh in 1917 and then
again in 1991 after the dissolution of
the Soviet Union. While a part of the
Soviet Union, Nagorno-Karabakh was
administered as an autonomous region
of Soviet Azerbaijan. From 1991-1994,
Armenia and Azerbaijan engaged in di-
rect conflict over Nagorno-Karabakh,

Force Design

Azerbaijan’s force design prior to
the 2020 conflict shows marked par-
allels to the changes advocated for by
the CMC, Gen David Berger, in his
2019 Commandant’s Planning Guid-
ance.8 This overhaul played a signifi-
cant role in defining how Azerbaijan
both prepared for combat and fought
during the Second Nagorno-Karabakh
War. From 2010-2020, Azerbaijan con-
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Special Forces’ (SF) training.!? With
assistance from Turkey, Azerbaijan con-
ducted a decade-long restructuring of
their force, in both personnel readiness
and equipment to prepare for combat.

Figure |.Armenia and Azerbaijan
(line of control prior to the 2020 war)

RUSSIA w Aspects of Azerbaijan’s force design

GEORGIA are not far removed from the Marine
Caspian Corps’ own FD2030. Andrew Feick-

ert, a specialist in military ground

Sea forces at the Congressional Research

Ganja AZERBAIJAN Service, identifies five focus areas for

» Baku FD2030: the expansion of long-range

* fires; a lighter, versatile, and more

mobile infantry; investments in un-
manned systems; maritime mobility
and resilience; and mobile air defense
and counter-precision guided missile
systems.!? With the exception of mari-
time modernization—unnecessary in
this landbased conflict—Azerbaijan
invested in those same areas with dev-

TURKEY

40 astating success, as evidenced by their
o s Controlled 22 M Nagorno-Karabakh I . i
[‘l : a by NK and/or (NK) Autondmous ability to sense Armenian forces™ sig

nature and target critical capabilities.

Armenian Forces Region (former)

\\-

Source: Congressional Research Service (CRS), using data from
the US. Department of State, ESRI, Garmin, and ArcWorld.
Boundaries are not necessarily authoritative.

Figure 1. Reference: Cory Welt and Andrew S. Bowen, “Azerbaijan and Armenia: The Nagorno-
Karabakh Conflict,” 7 January 2022, Congressional Research Service, R46651. (Photo provided by

author.)

ducted its own force design, spending at
least 24 billion USD to modernize its
armed forces.” Azerbaijani force design
featured significant modernization in
the intelligence, information, and fires
warfighting functions—all designed

and artillery—and layered air defense
systems, as well as cyber and informa-
tion warfare capabilities.!® Azerbaijan
sought to develop a hybrid warfighting
doctrine, retaining the Russian empha-
sis on long-range fires and armor while

Azerbaijani force design featured significant mod-
ernization in the intelligence, information, and fires
warfighting functions—all designed to better feed its

targeting cycle ...

to better feed its targeting cycle and
suppress Armenian countermeasures.
Azerbaijani investments focused on the
acquisition of command and control
systems, long-range precision strike
capabilities—Dboth loitering munitions
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also integrating modern tactics from
their Turkish allies.!! The Azerbaijan-
is invested in their personnel as well,
professionalizing their officer corps by
sending them to Turkish and Pakistani
schools, and investing heavily in their

Conversely, the Armenians also invested
in their defenses, with a focus on im-
proving fixed defensive points along the
line of contact, called the Bagramyan
and Ohanyan Lines.!4 The Armenians
were confident that the combination
of extensive defensive positions in the
mountains and holding key terrain and
mobility corridors would stand against
an Azerbaijani assault.’® Azeri force
design—specifically their successes in
modernizing their doctrine, training,
and technical capabilities—likely al-
lowed them to achieve an asymmetric
advantage against a prepared adversary
in the defense.

While Azeri forces were highly suc-
cessful, they suffered setbacks as well,
and it was largely their force design
that likely allowed them to success-
fully adapt. Though Azerbaijani forces
would eventually envelop Armenian
forces and secure key terrain along
the Iranian border, the Azeri offen-
sive stalled at Lachin when repelled
by Armenian counteroffensives and
artillery.’® Azerbaijan shifted its fo-
cus to Shusha, a city of both tactical
and cultural significance, capturing
it around 8 November. This urban
offensive incorporated a combined
arms approach of SF and light infan-
try supported by armored formations
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and precision strikes from unmanned
aerial vehicles (UAV) and artillery.!”
This assault integrated aspects stressed
in both Marine Corps and Azeri force
design: light and mobile infantry, inte-
grated with artillery, unmanned ISR,
and precisions strike capabilities. On 9
November, Armenia, Azerbaijan, and
Russia issued a joint statement halting
the war.!8 The Shusha offensive stands
as a prime example of the control of
tempo and is a marked contrast to
Armenian forces, who—often when
disrupted—faltered or collapsed en-
tirely. Azerbaijani planners evaluated

not officially extend to Nagorno-Kara-
bakh, observers speculated if and what
kind of circumstances would warrant
overt Russian intervention should the
conflict resume.?2 This 2016 skirmish
may have played a role in driving Azer-
baijan’s planning process, not only by
testing their SF and LM capabilities but
by gauging support to Armenia from
Russia and the CSTO. The lesson here
was Azerbaijan’s deliberate use of SF and
LM capabilities—essential elements of
their force design—during small-scale
engagements. The employment of these
capabilities could likely have refined

Azerbaijan exploited Armenia’s critical vulnerabili-
ties in force protection and SIGMAN by effectively
sensing and targeting Armenian critical capabilities

with combined arms ...

their tactical failures of attacking a sur-
face at Lachin and reoriented on their
adversary, applying combat power to
seize key terrain at Shusha and force
Armenia to surrender.!? Azeri focus on
the professionalization of their officer
corps and their modernization efforts
in doctrine and training as part of their
force design likely contributed to their
reorientation and success at Shusha.

Intelligence Support to Planning
The first area where intelligence like-
ly could have assisted in Azeri success
was in support of planning. In April of
2016, Armenia and Azerbaijan clashed
along the line of contact. Azerbaijan
employed both SF and unmanned
precision strike capabilities, in what
was likely their first use of the Israeli-
produced Harop loitering munition
(LM).20 In addition to testing its SF
and unmanned strike capabilities, this
2016 clash also allowed Azerbaijan to
gauge Armenia’s support from another
power: Russia. Armenia is a member
of the Russian-led Collective Security
Treaty Organization (CSTO), and Rus-
sia maintains both treaty and bilateral
security commitments to Armenia.?!
Because these security guarantees do
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Azeri intelligence estimates in evaluat-
ing their adversary, as well as further
validating their own force design.

Intelligence Support to Targeting
Azeri intelligence, surveillance, and
reconnaissance (ISR) capabilities were
also heavily utilized in support of tar-
geting. When the war finally began in
September 2020, Azerbaijan’s technical
investments in ISR platforms afforded
them a considerable advantage in ex-
ecuting their targeting cycle against
Armenian forces.?? Fixed Armenian
defenses along the Bagramyan Line and
Armenian air defense assets were easily
identified and targeted by Azerbaijani
drones and artillery.2 Open-source re-
porting indicates that UAVs and LMs
successfully destroyed T-72 main battle
tanks, armored fighting vehicles, ar-
tillery, and, according to Azerbaijan,
advanced air defense systems such as
the S-300.2> The former secretary of
the Artsakh Security Council, Samvel
A. Babayan, stated, “On the morning
of September 27th the Armenian side
lost 50% of its anti-aircraft forces and
40% of its artillery in 15 minutes.”2°
Azeri precision strike capabilities also
could have impacted Armenian supply

and logistics lines with their penetra-
tion deep into Nagorno-Karabakh.?”
Azeri ISR provided both accurate and
timely battlefield intelligence in sup-
port of targeting, which—as MCDP
2, Intelligence, notes—is essential for
success in warfare.?8

Force Protection and Signature Man-
agement

Azerbaijan’s targeting cycle was suc-
cessful in stifling the Armenian forces’
tempo for the duration of the conflict
due to the Azeri neutralization of critical
capabilities. SIGMAN, and by exten-
sion, force protection, were areas over-
looked or underutilized by Armenian
tactical formations. In another parallel
to FD2030, in his 2019 planning guid-
ance, Gen Berger repeatedly mentions
the importance of a low-signature force
to complement the low signature of
Expeditionary Advanced Bases.” Ar-
menian forces likely did not properly
manage their signature, accounting for
catastrophic losses in critical systems
and personnel. While Armenian forces
utilized traditional physical camouflage,
they would still have been vulnerable
to sensors targeting thermal and elec-
tronic signatures.3 The Azeri strategy
appeared to account for the clear Arme-
nian advantage in controlling key ter-
rain and mobility corridors, as MCDP 2
emphasizes the importance of avoiding
enemy strengths while exploiting critical
vulnerabilities.3! Azerbaijan exploited
Armenias critical vulnerabilities in force
protection and SIGMAN by effectively
sensing and targeting Armenian criti-
cal capabilities with combined arms,
disrupting their ability to mass combat
power and maneuver.

Azerbaijan was, in part, successful in
its targeting cycle not only because of
the lack of Armenian SIGMAN practice
but also its lack of layered air defense
capabilities. In just one example, open-
source videos show Armenian Multiple
Rocket Launchers being filmed by TB2
Bayraktar UAVs returning to staging
areas after firing and then being targeted
by both LMs and armed UAVs.32 Like
many examples of the Azeri targeting
cycle from this war, this indicates both
poor management of their physical sig-
nature and also that Armenian forces
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did not appear to properly employ effec-
tive air defense systems or counter-small
unmanned aircraft systems. These assets
would have been critical requirements
for their force protection, and necessary
to effectively counter Azeri UAVs and
LMs. The lack of these countermeasures
allowed Azerbaijani ISR and fires assets
to systematically negate Armenian force
protection, and thereby, their ability to
maneuver.

Armenian deficiencies in force pro-
tection and SIGMAN also likely con-
tributed to the degree to which infor-
mation warfare was integrated during
the conflict by Azeri planners. The
same UAVs and loitering munitions
that played an important role in sens-
ing and targeting Armenian forces were
also integral in supporting Azerbaijan’s
information war. The same lack of air
defense and counter-sUAS capabilities
which made Armenian critical capa-
bilities vulnerable to Azeri targeting
meant that they could not counter the
unmanned systems Azerbaijan utilized
in support of information warfare. Dur-
ing the short July 2020 skirmish along
the line of contact prior to the start of
the war, Azerbaijan utilized UAVs and
LM:s to record realtime video that was
then used in the information war they
were engaged in through social media.??
Realtime video was able to enhance Az-
eri information operations because of
the vulnerabilities Azerbaijan exploited
in Armenian force protection and SIG-
MAN practices.

Conclusion

During the 2020 Nagorno-Karabakh
War, Azeri forces, through effective
force design, embraced friction and
adopted a flexible battle plan which
allowed them to reorient after tactical
failures. Armenian planners failed to ac-
count for Azeri military modernization,
doctrine, and training, resulting in a
series of intelligence failures, ultimately
rendering them unable to recover. In
skirmishes prior to the war, the Arme-
nian military faced Azeri Special Forc-
es, loitering munitions, persistent ISR
coverage, and a relentless information
campaign. In spite of this, Armenian
doctrine did not significantly adapt,
nor did they acquire the necessary air

56 www.mca-marines.org/gazette

IDEas & IssuEes (INTELLIGENCE/OIE)

defense and counter-small unmanned
aircraft systems capabilities to counter
these threats. Azeri force design provid-
ed a qualitative edge in combat power,
while the integration of intelligence
in support of planning and targeting
allowed Azerbaijani forces to exploit
Armenia’s lack of force protection and
SIGMAN to target critical capabilities,

and ultimately ensure decisive success.
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Change is Hard,
and No Less So
in the Marine Corps

The imperative to modernize

“There’s  historically
been resistance to
change in any large or-
ganization, particularly
an organization that has
been so successful as
the Marine Corps.”’
—Gen Charles C.
Krulak,
10 October 1997

very rifleman knows you are

always checking out the next

firing position, terrain feature,

and axis of advance. Similarly,
the Marine Corps continues to look be-
yond its current position to identify fu-
ture challenges, potential missions, and
likely adversaries across the globe. This
constant probing allows the Service to
see and understand a new strategic envi-
ronment as well as significant changes in
the character of war. Every Marine also
knows that when the strategic situation
changes, concepts and capabilities ought
to follow suit. As Marine warfighting
doctrine states, “war is both timeless
and ever changing. While the basic na-
ture of war is constant, the means and
methods we use evolve continuously.”
The vision and courage to change is
how we keep our sacred promise to be
“most ready when the Nation is least

Marine Corps Gazette ® September 2022

by LtGen David J. Furness

>LtGen Furness is currently the Deputy Commandant for Plans, Policy and Opera-
tions, Headquarters Marine Corps. An Infantry Officer, he has commanded at every
level in the Marine Corps from platoon to division and commanded the Combined

Joint Task Force, Horn of Africa.

ready 3 Force Design 2030 serves as the
main effort of our transformation to
confront the changing operating en-
vironment. It is informed by the rapid
advancements of America’s potential
adversaries, the proliferation of sensors
and long-range precision strike weap-
ons, and information-related capabilities
that present challenges to the Naval Ser-
vices.4 Force Design 2030 embraces the
naval character, expeditionary nature,
crisis response mindset, and warfight-
ing ethos of the Marine Corps. It forces
change where needed most while main-
taining sufficient capability to ensure
the Service meets the challenges of the
present.

While the United States fought si-
multaneous wars in Afghanistan and
Iraq, China, amongst numerous other
potential foes, made major advance-
ments in their military capabilities and
developed concepts designed to counter
U.S. military strengths. As a result, the
Marine Corps has a brief window of
opportunity and a moral obligation to
our Nation to transform itself for fu-
ture warfare. The Service is leveraging
its most important asset—the tough,
creative, and initiative-driven Marine—
along with advances in technology to
prepare for these looming challenges.
Accordingly, new concepts and tactics

must reflect new battle-changing tech-
nologies and, ultimately, the changing
character of war. Thus, we are in the
midst of a long-overdue transformation
rooted in our combat history and tradi-
tions.

Our History of Change

The history of the Marine Corps
is filled with inspiring examples de-
scribing how the Service became the
fighting force that America has grown
so fond of.> The Continental Marines
manned guns, participated in board-
ing and landing parties, and ensured
good order and discipline aboard Navy
ships. Before the Civil War, the Marine
Corps honed its amphibious capabilities
at Vera Cruz and fought in the Halls of
Montezuma during the Mexican War
(1846). For the first three decades of the
20th century, the Marine Corps fought
small wars in Asia, Central America,
the Caribbean, and Latin America to
protect American foreign interests. In
World War I, Marines fought in Bel-
leau Wood (1918) and on the plains of
Western Europe as infantry battalions.
By then, our Corps had nearly 150 years
of loyal combat service to the Nation,
and our victories in World War I repre-
sented the birth of the “modern Marine
Corps.™
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In the 1920s, Army and Navy plan-
ners grew increasingly concerned over
Japan’s growing military strength and
regional aggression.” Pete Ellis began
writing the initial idea that informed the
Ientative Manual for Landing Operations
in 1921. In 1925, the 13th commandant,
Gen John A. Lejeune, foresaw the need
for change and suspended the Marine
Corps Officers’ Schools in Quantico so
that its student officers could partici-
pate in joint Army and Navy studies,
war games, and maneuvers on landing
operations.8 Later in 1927, a document
called the joint Action of the Army and
Navy defined the Marine Corps mission
as “land operations in support of the
fleet for the initial seizure and defense
of advanced bases ... essential to the
prosecution of the naval campaign.”
Seven years later in 1934, the Marine
Corps published the Zentative Manual
of Landing Operations (later published
as a U.S. Navy Landing Operations
Doctrine Publication).!0 It was another
eight years, in August 1942, before the
Marine Corps finally demonstrated its
amphibious combat capability on the
beaches of Guadalcanal. The Marine
Corps’ first amphibious assault cost
nearly 1,200 men over six months, but
its success marked the start of America’s
strategic offensive in the Pacific.

We must never forget that the Marine
Corps succeeded at Guadalcanal and in
many other amphibious landings over
the next three years because it started
thinking, planning, and adapting to a
changing military environment long
before war erupted. Still, that period of
transformation gives me pause. Seven-
teen years passed from Lejeune’s actions
in 1925 until the Service’s first amphibi-
ous landing in combat using its new
doctrine. Change is hard, and it takes
time, but the Marine Corps today does
not have the luxury of seventeen years
to develop transformative changes.

Change is the norm in our Service.
Despite the demonstrated success of
amphibious operations in World War
I1, this would not be the last time the
Service underwent a dramatic change.
Marines in the 1970s and 1980s fought
traditionalists and enacted a change to
answer claims that the Service was “an
under-gunned, slow-moving monument
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to a bygone era in warfare.”!! Forward-
thinking leaders, leveraging the Soviet
threatand U.S. Navy Maritime Strategy,
adopted pre-positioning strategies and
created the doctrine of Warfighting.!?
When the strategic environment chang-
es, our Service has always answered the
call, and this is where we are today.

Change Feels Hard Because It is Hard

When Marines, as well as any stu-
dent of war, look back on the Marine
Corps’ transformations with the benefit
of hindsight, it is easy to forget how dif-
ficult the process was at the time. This
is not unique to the Marine Corps. For
instance, the Navy’s nascent aviation
community faced skepticism from the

Change is the norm in
our Service.

surface community during the interwar
period. Moreover, the Army did not
appreciate the value of strategic bomb-
ing during the same period. During the
Cold War, the Air Force questioned the
value of intercontinental ballistic mis-
siles and submarine-launched nuclear
weapons as they remained locked in a
World War II paradigm, “the bomb-
ers will always get through,” and felt
bombers provided an adequate strategic
capability for the Nation.!3

Why is change hard? There are at
least two common-sense reasons why.

We get too comfortable. Fundamen-
tally, military organizations, in the most
practical sense, will strive to hold onto
the ideas and technologies that suc-
ceeded in the past, unless jolted by cata-
strophic events. In World War II, the
loss of Navy battleships during the Pearl
Harbor attack propelled aircraft carri-
ers to the forefront of battle. More re-
cently in 2020, in the disputed region of
Nagorno-Karabakh, Azerbaijan’s forces
used Turkish unmanned air combat sys-
tems and Israeli loitering munitions to
overwhelm Armenian military forces.
Azerbaijan wanted to avoid another war
of attrition with Armenia—similar to
the one they lost two decades earlier—
so they employed new tools and tactics

to exploit the seams and gaps of their
opponent. In contrast, the Armenians
reinforced many of the same capabilities
that helped them achieve victory years
earlier and suffered those consequences
on the modern battlefield." For too
many, the old way of war seems like
the right way of war, and past combat
experiences often cause a mental lag
that stymies adaptation to the chang-
ing character of warfare. If we just keep
doing more of the same, we will incur
costly battlefield adjustments that will
be paid in blood, treasure, time, and
credibility. We must avoid this fate.

It is hard ro get it right. Former Secre-
tary of Defense, Robert M. Gates once
said, “Our [U.S.] record of predicting
where we will use military force since
Vietnam is perfect—we have never
once gotten it right.”1> Historically,
the French paid the price during the
interwar period as they expected an-
other drawn-out war of attrition with
Germany. They developed a “methodi-
cal battle” system that kept artillery and
tanks at the division level and above,
and they only advanced forces in a lock-
step fashion so it could centrally manage
and concentrate its most deadly weapon
systems. However, this approach stifled
the initiative of its lower maneuver ele-
ments and played into German hands.
In contrast, the Germans emphasized
rapid action, offense, and small-unit
leadership to prosecute a lightning war
against any weakness in French defen-
sive lines. The French made significant
changes in the interwar period, but they
got it wrong, and the Germans would
capture France within six short weeks
in the summer of 1940.10

Secretary Gates was correct. The
Marine Corps will not predict the next
battle with complete certainty so there
is always tension during organizational
change. The Marine Corps is clear-eyed
as it conducts analysis, wargaming,
testing, experimentation, and major
refinements to our force for a potential
high-end engagement against a near-
peer opponent. The Chinese military
poses extreme challenges to our past
way of naval warfare and our previous
understanding of combined arms. Vast
ocean distances, militarized islands,
anti-access/area-denial systems, new
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warfighting domains, and the natural
advantages gained from their defensive
posture and tight interior lines of com-
munication are establishing a future
combat environment that necessitates
new ways and means. If today’s Marine
Corps is going to win tomorrow’s fight,
it cannot idle along or only make su-
perficial changes on the margins. Not
for the type of fight we see ahead of us.

I joined the Marine Corps in 1987
and have had the privilege to com-
mand infantry formations at all levels
from platoon to division and have seen
the Marine Corps undergo significant
change in the 90s and then again in
the early 2000s. From my perspective,
the changes the Marine Corps is ex-
periencing in Force Design 2030 are
indicative of the culture the Service
fosters—that of a learning organization.
I am encouraged by the ongoing debate
surrounding Force Design, the work
done in our military classrooms, and
the many legions of thinkers and doers
making this happen. Major changes in
our combat organization should always
spark a healthy and respectful discourse
inside and outside of our Service. De-
bate is healthy. Debate demonstrates
we are invested and care deeply about
ensuring the Marine Corps’ future suc-
cess. I would be more concerned with
an absence of spirited debate. I cannot
recall any consequential decision during
my service that did not include impas-
sioned disagreement. Through a healthy
discourse, we learn, we change, and we
do it again until we get it right. The
discourse is ongoing and will continue.
This is how we become more lethal,
mobile, survivable, and agile as a fight-
ing force.

The Contemporary and Future En-
vironment

The People’s Republic of China—the
Marine Corps’ pacing challenge—is the
threat by which the Service will not only
measure its capabilities but also its rate
of adaptation. Combined arms, a skill
that served our Marines so capably in
the past, is evolving into domains once
considered science fiction. Marines are
combining traditional arms with effects
in space and cyberspace, the electro-
magnetic spectrum, and the informa-
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tion environment. Marines must now
learn how to integrate these arms on
battlefields saturated by sensors, where
technology accelerates kill chains, de-
creases decision space, and increases
the number of attack avenues. While
China remains the pacing challenge,
it is not the only threat. The prolifera-
tion and diffusion of technology allow
states with relatively meager resources
to field capabilities that were once only

Enablers of Change

The Marine Littoral Regiment
(MLR) represents just one key aspect of
the Marine Corps’ transformation as it
represents a major bid for success in the
Indo-Pacific arena. While critics of the
MLR claim it represents an ill-informed
detour from the proven Marine air-
ground task force, this simply is not the
case.l” The 3d MLR will lead Service

experimentation efforts and inform the

While the MLR is tailored for high-end maritime com-
bat with peer competitors, we continue to enhance
our MEUs and MEFs to provide flexible, amphibious

combat units ...

the purview of great powers including
deep strike unmanned aerial systems,
loitering munitions that leverage arti-
ficial intelligence, and offensive cyber
capabilities.

In a world of accelerating change,
the Marine Corps’ rate of adaptation
matters. Our processes were designed in
an earlier era where speed of adaptation
mattered less and the U.S.’s technologi-
cal superiority remained unchallenged.
The Joint Capabilities Integration and
Development System defines require-
ments, the Planning, Programming,
Budgeting, and Execution process
provides funding, and the Defense
Acquisition System manages programs
through a series of milestones and re-
views. These processes are designed at
getting it right instead of getting it fast.
As a consequence, their inflexibility is
poorly suited to “Competing in Time”
against adversaries unencumbered by
similar bureaucracies who transform
at the pace of commercial innovation.
Today, our commercial sector is driv-
ing technological advancements, and
innovating at speeds that outpace de-
fense acquisitions by years. Incremental
defense solutions no longer set the speed
of U.S. commercial innovation, nor are
they pacing with the People’s Liberation
Army. Given where the Marine Corps
stood in 2019, bold course corrections
were required.

development of subsequent regiments. It
is a logical outgrowth of years of concept
development and wargaming, and it will
continue to increase in lethality as we
refine its missions and capabilities. The
MLR is a standing formation, purpose-
fully organized to support sea control,
postured to win the reconnaissance
and counter-reconnaissance battle, and
ready to impose a range of challenges
against the People’s Liberation Army. Its
story is far from over, and this formation
is getting better every day through the
hard work and dedication of Marines
on the ground.

The challenge that the People’s Lib-
eration Army offers, and the speed with
which they pursue advantage, denies the
Marine Corps the luxury of bulldlng a
less specific formation or maintaining
this force in any lower state of readi-
ness.!8 While the MLR is tailored for
high-end maritime combat with peer
competitors, we continue to enhance
our MEUs and MEFs to provide flex-
ible, amphibious combat units that can
operate across the entire spectrum of
conflict.

The MEU and the MEF

Carefully structured to respond to
a broad range of missions, MEUs con-
tinue to respond to our Nation’s security
demands even as they too transform.!
MEUs combine ground, aviation, and
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logistics elements under a single com-
mander, embarking this force aboard
three of the Navy’s amphibious warfare
ships, known as an amphibious ready
group. MEUs deploy worldwide to per-
form missions including amphibious
assaults, raids, embassy reinforcements,
humanitarian assistance, and noncom-
batant evacuation operations. Marine
expeditionary units, consisting of about
2,200 personnel, form the smallest of
the Marine Corps’ MAGTFs. The Ma-
rine Corps is in the midst of deploy-
ing its first MEU with the Amphibious
Combat Vehicle, and we will continue
to experiment and transform these units
for other future combat scenarios.

MEFs are the largest of the MAGTFs.
The MEF exceeds 40,000 personnel
with its command, ground, aviation,
and logistics combat elements. The
MEF will remain ready to respond to
crisis, and in the future, they will in-
corporate MLRs into their concept of
operations. Often with less fanfare than
the MLR, our MEFs are transforming in
subtle yet consequential ways to support
the naval and Joint Force.

This includes well known shifts such
as the divestment of tanks, prioritiza-
tion of longer-range precision-guided
fires over cannon artillery, and greater
investment into the skills of our in-
fantry Marines. We do not yet have
it right. Our current infantry battal-
ion experimentation, called IBX30, is
showing us that we may need to make
further adjustments to the infantry bat-
talion; including novel combined arms
formations that equip Marines with
beyond-line-of-sight precision strike ca-
pabilities and requisite sensors.?? Our
traditional understanding of combined
arms employs organic mortars, support-
ing artillery fires, rotary and fixed-wing
aviation assets, all in support of infantry
Marines maneuvering onto the objec-
tive—to locate, close with, and destroy
the enemy. The 202X battlefield de-
mands a refinement of the traditional
employment of combined arms. Marine
learning and experimentation are itera-
tive and there is a long way to go before
we are done.

Conclusion
As recently demonstrated during the
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difficult and tense withdrawal from Af-
ghanistan, the Marine Corps remains
America’s premier crisis response force.
The Service’s warfighting ethos is con-
stant, and it is an essential source of
strength. Accordingly, the Marine
Corps grounds its force design efforts
in its naval heritage and focuses on sup-
porting the “broader naval campaign”
just as it did a hundred years ago. Force
Design 2030 recognizes that the char-
acter of war is drastically changing
and is driving us to re-conceptualize
the future maritime battle. As our
former commandant, Gen Alfred M.
Gray eloquently wrote, “our approach to
warfighting must evolve. If we cease to
refine, expand, and improve our profes-
sion, we risk becoming outdated, stag-
nant, and defeated.”! We must change
to remain the most ready when the Na-
tion is the least ready.
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Machine Learning

n 2017, the United States dropped

the GBU-43/B MOAB on an

ISIS-held cave system in Syria.

The “Mother of All Bombs,” as
it is known, is the largest non-nuclear
bomb in the U.S. arsenal, weighing in at
21,600 pounds. Perhaps it is because the
People’s Liberation Army (PLA) DE-21
“Carrier Killer” missile is over 10,000
pounds heavier than the MOAB that its
unveiling has been termed a “Sputnik
Moment” for the PLA Navy.! Whatever
the case, the Carrier Killer is a culmi-
nation of decades of investment by the
PLA in anti-access and area-denial ca-
pabilities.

It is this anti-access and area de-
nial capability that the Marine Corps’
Expeditionary Advanced Base Op-
erations (EABQO) seeks to contravene.
The EABO concept pushes the Marine
Corps to operate within and disrupt
the pacing threat’s weapon engage-
ment zone, which will set conditions
for the Navy to safely project power. It
is an eerie repeat of the Island-Hopping
Campaign against the Japanese Imperial
Army.

As the Marine Corps prepares to
operate stealthily in our adversaries’
backyards, signature management is
now in vogue. The June 2020 Signa-
ture Management Camouflage SOP
elaborates that “to be detected is to be
targeted is to be killed [and therefore]
units must ruthlessly reduce their sig-
nature.”” The urgency to reduce opera-
tional signatures has permeated training
atall levels, but a better appreciation for
the sophistication of observation and
signature collection techniques avail-
able to a modernized adversary is still
needed. Indeed, such an understanding
may prompt novel ways of improving
signature management. In this article, I
argue that the proliferation of low-orbit
satellites and geospatial imaging systems
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A death knell for EABO?
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in conjunction with advancements in
machine learning pose a unique chal-
lenge to the EABO concept.
Regarding satellites, it is clear that
after a several-decade break in the ac-
tion, the space race is back on. In 2019
the United States established the Space
Force—the first new branch of the mili-
tary since the Air Force’s introduction
in 1947. In the years since, the need for
a Space Force has been evinced time
and time again. In 2021, a Chinese
spacecraft reached the moon.? Some

solved thanks to Google Earth.® Satel-
lites are only one GIS asset class; UAS
also increase their owner’s situational
awareness and are also proliferating in
their number and power.
Significantly, denial of these GIS
assets to an adversary in the present op-
erating environment is a steep ask. The
technology driving GIS follows Moore’s
Law. The equipment keeps halving in
size, halving in price, and doubling in
power. Furthermore, satellites occupy
the vastness of space, making them du-
bious targets. Shooting down satellites
in the name of signature management
may strike policymakers as asymmetric.
As GIS assets proliferate, so too does
the data they generate. Gone are the
days when Google’s lone GIS satellite
gradually stitched together granular
images of the Earth’s surface. Partic-
ularly in contentious areas of Earth

(think: the Spratly Islands), the 21st

... the proliferation of low orbit satellites and geospa-
tial imaging systems in conjunction with ... machine
learning pose a unique challenge to the EABO con-

cept.

estimates suggest that between 2019
and 2021 the number of active satellites
more than doubled to 4,877.4 Domesti-
cally, the private sector has thrown its
hat in the ring. Jeff Bezos and Elon
Musk have tussled for NASA’s contracts,
and each has their eyes set on Mars.
While many satellites exist purely to
enable communications, others have
geographic information system (GIS)
imaging capabilities. The earthly con-
sequences of advanced GIS are already
being felt. A litany of crimes has been

century has heralded near-continuous
geospatial surveillance of the planet’s
surface.

Paired with the data created by GIS
assets, advances in machine learning
(ML) may be ruinous for EABO’s sig-
nature management ambitions. The
black box of advanced ML can detect
signatures that transcend human com-
prehension. Already, we have examples
of predictive algorithms, which can ef-
ficiently key in on relatively tradition-
al signatures. Algorithms trained on
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Google trends’ geographic search data
were able to better predict the spread
of COVID-19 than models trained on
epidemiological data. In medicine, ML
promises to bring the precision of big
data to diagnostic and prognostic pro-
cesses.” In advertising, ML has rapidly
become ubiquitous, being the impe-
tus for the targeted ads we all receive
nowadays. The human experience with
ML over the past decade suggests that
it ought to be able to, with devastating
efficiency, complete the relatively simple
task of identifying concealed troops and
military installations via satellite imag-
ery. Marines executing EABO may be
imperceptible to human detection but
avoiding detection by ML is an entirely
different matter.

There are two prerequisites to devel-
oping effective anti-EABO diagnostic
tools with GIS and ML. First, our ad-
versaries require robust, ongoing inputs.
That s, to take advantage of the hypo-
thetical detective capabilities of ML,
current GIS images are needed. To meet
this requirement, our adversaries will
need to maintain surveillance of the area
of operations, with satellites or drones
always on site. Second, our adversaries
require training data. Before ML can di-
agnose cancer, it needs human input on
thousands and thousands of PET scans,
tagging each as showing a cancer or not
showing a cancer. So long as the human
inputs are generally correct, ML can
build arcane strategies to detect cancer,
keying off signatures incomprehensible
to the human mind and yielding much
greater accuracy. ML used to diagnose
the presence of an expeditionary ad-
vanced base from an image taken by
a low orbit satellite requires a training
data set of past images of such bases,
with the disposition of EABs identified
by humans. In peacetime, there is little
we can do to prevent our adversaries
from collecting satellite imagery on our
equipment and training exercises. It is
likely that our adversaries have rooms
upon rooms of analysts parsing images
of training exercises identifying what
U.S. military equipment looks like from
low orbit. These images will be used to
train ML that can be employed in the
decisive moment to locate expeditionary
advanced bases.
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Taken as a given that the enemy will
have access to these tools, there are a
few ways to limit this advantage and
enable EABO. First, there is the notion
of attacking the dataset. The United
States could build similar algorithms
and then through experimentation iden-
tify markers that fool the ML—telling
the Al that the piece of equipment is
not, in fact, itself. A HIMAR covered
in ferns and painted green may still be
identified as a HIMAR, but perhaps if
the HIMAR is painted orange and has
a forklift attached to the front, it will
no longer be identified by the Al as a
HIMAR. Such a strategy may increase
the HIMAR'’s signature to the human
eye, but dispersed on islands thousands
of miles apart, the ability of a human to
identify the HIMAR from the deck is
much less significant than that of detec-
tion from above.

Being able to beat the ML has the
added benefit of creating absolute sur-
prise. If the enemy puts faith in ML to
detect our presence and said ML in-
forms the enemy that there is no U.S.
presence on a given island, despite the
existence of a FARP or an EAB, then
the ultimate condition will be more
favorable to the United States than if
the enemy never evaluated the island.
Rather than identifying the island as
potentially containing U.S. forces,
the island will be deemed to be free of
U.S. forces, granting an added layer of
stealth.

Second, denying the enemy continu-
ous data for the ML to evaluate (i.e.
knocking GIS satellites and assets out of
the sky) will cripple ML assets trained
on GIS data. In a hot war, this will be
the last on a laundry list of reasons to
target enemy satellites. It is in the build
up to conflict and in cold wars where
the enemies’ GIS satellites will continu-
ously prod and observe, evaluating our
positions and inhibiting the ability of
the Corps to begin emplacing concealed
EAB:s.

The word of the day is signature
management, but without an adequate
understanding of the ability of the en-
emy to observe signatures, efforts to
reduce our signature will be misguided.
In the modern Pacific theatre, signatures
will be collected by low orbit satellites

and evaluated by ML as often as they are
collected by the human eye and evalu-
ated by the human mind. If EABO is
to succeed, Marines across the board
should need to accept, understand, and
address the GIS plus ML reality, else it
spells a death knell for EABO.
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There’'s No L
in MIAGTF

Organic support for distributed forces

n the Commandant’s annual up-
date regarding Force Design 2030,
one of the Campaign of Learning’s
three highlights regarding the LCE
stated the design team “examined op-
tions for LCE capability/capacity rede-
sign” without delving into proposed so-
lutions or deeper guidance. I propose to
examine not just capability and capacity
for logistics but also how the Marine
Corps might more effectively employ
its combat service support and logis-
tics throughout the force. Currently,
the majority of reshaping the Marine
Corps for expeditionary amphibious
operations consists of eliminating un-
necessary units, manpower, and mate-
riel that do not support the vision of the
Commandant’s Planning Guidance. For
example, tanks required vast personnel
and material support and were difficult
to operate in a decentralized manner or
get on and off ships. The decision to
remove tanks from the Marine Corps’
table of equipment allowed for fund-
ing to be allocated to platforms that
will benefit from a lighter and leaner
manpower and equipment set.

To execute the Commandant’s new
vision, the Marine Corps needs to be
able to support decentralized small units
capable of organic support, decision
making with minimal guidance from
higher, and communicating to higher
and adjacent units with the smallest
signature possible. The MLG facilitates
none of these requirements. The sepa-
rate LCE under the current MAGTF
construct sustains an enormous man-
power and digital footprint, requires
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large quantities of heavy equipment and
classes of supply on hand to provide
support, and relies on the supported
entities such as the GCE for security
and ACE to move manpower and equip-
ment from ship to shore. Additionally,
thanks to the MAGTF game plan in
use since the 1960s, the GCE has be-

S el

come too reliant on the MLG to plan its
logistics needs. These factors combine
to create unnecessary barriers toward
accomplishing the Commandant’s vi-
sion of a more agile force ready to face a
peer threat untethered from large quan-
tities of logistical support. With this
requirement in mind, I propose that the
Marine Corps should move to dissolve
the MLG construct entirely.

When independent commands exist,
they require their own staff. Having a
flag command that exists to provide
logistics to the MEF means that mul-
tiple redundant commands exist within
that structure. These staffs then tend
to develop their own processes and
products that end up inhibiting the

—
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To best support distributed Stand-in Forces, the author proposes dissolving the MLG. (Photo by

LCpl Alexander Quiles.)
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rapid and effective request for gear,
maintenance, and life support that
units should be practicing organically.
With independent staffs such as the
MLG, logisticians end up working for
their own commanders instead of the
units who rely on them for support. A
good logistician will develop a strong
working relationship with their combat
arms counterparts and ensure the Ma-
rines in their charge serve the needs of
the supported unit before the needs of
their own. Under the current MAGTF
construct, however, this relies almost
entirely on the happenstance of sepa-
rate command personalities (most often
between LCE and GCE). Although not
always, often the needs of the support-
ing unit work against promoting bet-
ter relationships. While many Marine
logisticians care greatly for supporting
their combat arms counterparts, these
individuals also must respond to the
wills and needs of the people who write
their fitness reports. The chain of com-
mand within the MLG is outside of
the chain of support, which means ef-
fort will continue to be expended on
work that does not help anyone close
with and destroy the enemy. If a pla-
toon commander has to decide between
providing support to tracks in the field
or meeting a deadline for her battalion
commander, what incentive does she
have to prioritize the people who will
never see her fitness report? If a logis-
tics regimental commander’s metric for
success for his battalion commanders
is measured by meeting annual train-
ing requirements and avoiding vehicle
or heavy equipment accidents, where
does the success of a supported unit
factor in recognizing the real benefit
that battalion commander gave to the
Marine Corps? We should never work
for a FitRep, but as the system stands
right now, there is not an institutional
incentive for logistics units to provide
the best support possible to the ground
portion of the MAGTF. Under the cur-
rent MAGTF construct and routing
requirements, logistics requests must go
from the GCE company to battalion,
regiment, division, over to the MLG,
down to the regiment, logistics battal-
ion, and finally to the appropriate com-
pany or platoon level requested to sup-
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port. This system inherently facilitates
communication delays and needlessly
stretches response time. The desert units
in Twentynine Palms have developed
strong bonds of support that develop
informal request methods while wait-
ing for the required formal channels
to catch up. Requests for support lan-
guish in the routing requirements of the
transportation capacity planning tool
between a Combat Logistics Battalion
(CLB) and Combat Logistics Regiment.
Meanwhile, the motor transportation
company has already established direct
communication with the infantry bat-
talion asking to move 180 Marines to
the range. During larger exercises, such
as STEEL KNIGHT, the desert units watch
rapid request response times stretch and
information gets distorted as more and
more layers insert themselves between
the Marines that need help and the
people with the means to provide it.
To accomplish the Commandant’s goal
of responsive and independent actions
againsta peer threat, the Marine Corps
must shed this excess bureaucracy and
redistribute the talented individuals to
where they can provide the most re-
sponsive and capable support to combat
arms units.

The Combat Littoral Regiment al-
ready addresses this problem by placing
the CLB directly under the supported
O-6 commander. By adopting this pro-
cess on a much wider scale, the Marine
Corps will get better use of the person-
nel and equipment it already has. The
many hard-working and dedicated Ma-
rines who currently serve in the MLG
should be moved to the division, as well
as the equipment. These units and ma-
terials will be best utilized if they spread
out throughout the entire division,
down to the company level. More lo-
gisticians, supply, communications, and
other combat support Marines would
provide a greater understanding and em-
ployment of new capabilities in combat
arms units. The best example of how
this already works, albeit unofficially,
is the Twentynine Palms construct.
Isolated from 1st MLG, CLB-7 has
an enviable working relationship with
7th Marine Regiment. Placing the CLB
directly under 7th Mar would increase
efficiency and remove layers between

the units requesting and units provid-
ing support. Replicate this with every
infantry regiment, and they would have
the capabilities that reside ata CLB. The
division would hold some of the larger
capabilities such as maintenance and
low-density high demand capabilities
like explosive ordnance disposal.

This change in structure will also
force combat arms planning staffs to
integrate organic logistics into their
exercise and deployment planning.
Too often, logistics support is deemed
non-essential and treated with the same
administrative mindset as range clear-
ance or evaluators; however, as many
Marines have found at the wrong time,
logistics is not and cannot be notional.
Marines who require constant water re-
supply in the heat of the Mojave Desert
during INTEGRATED TRAINING EXERCISE
will undoubtedly require water in the
humid tropical islands surrounded by
non-potable sea water that Marines of
the future will occupy. Whether it is
scheduling to drop-off of a water trailer
or developing a plan to have a light-
weight water purification system within
a company’s position, the self-sufficient
combat arms unit of the future needs
to understand how to engage that re-
source. This is especially true when
the implicit tasks of engagement mean
keeping said resources undetected.
When executing orders in distributed
operations in an amphibious environ-
ment, if the company commander un-
der or overestimates the requirements
for systems used to keep his Marines
alive, there will not be a rapid resupply
coming to the rescue.

Ignorance of how logistics can be
integrated will not suffice for the war-
fighters trying to make themselves hard
to find. The lightweight water purifica-
tion system makes potable water but
is also very loud, has many large and
non-mobile parts, and requires fuel to
operate. If small unit leaders are unfa-
miliar with this equipment, they could
fail to plan for the requirements and put
their Marines at risk. Attaching Marines
from another unit, especially a unit in
an entirely different chain of command,
degrades the tight cohesion and trust
that distributed operations will require.
The sooner combat arms professionals

Marine Corps Gazette ® September 2022



have more direct control over the equip-
mentand personnel they need to sustain
distributed amphibious operations, the
sooner they can master the employment
of these capabilities and engage them
in the realistic force-on-force training
upon which the Marine Corps is ex-
panding. Commanders can no longer
think of logistics as an administrative
function. This is a critical vulnerability
that an enemy commander will not hesi-
tate to exploit. If a group of Marines in
a force-on-force engagement run out of
water, they should be marked as combat
losses, forcing commanders to resupply
them or figure out how to fight with
fewer Marines. Logistics should never
be someone else’s problem. On the other
side of this coin, logisticians must be
deeply versed in the tactical situation
of those whom they support. Planners
will have to tailor and adjust combat
support services of every function to fit
fluid and dynamic environments. Indi-
viduals providing this support to their

own battalion will have an inherently
better understanding than those coming
from a different unit with an entirely
different command structure reaching
up to a separate general.

The force of the future will push
smaller units farther away from their
higher headquarters for longer periods
of time and with less communication.
While many commanders will rightly
focus on developing a more coherent
commander’s intent, they also need to
ensure their Marines can survive long
enough to carry out a mission. The
Marine Corps is already encouraging
innovative small unit leadership, espe-
cially through force-on-force exercises.
The Marine Corps must also convince
these leaders that they must leave and
breathe logistics as much as they do tac-
tics. The best way to accomplish this is
to take the capabilities currently held
throughout the MLG and spread them
throughout the division and the wing,
allowing units at smaller levels to in-

corporate them into their training and
exercises.

Force Design 2030 challenges Ma-
rines to “think, write, debate, innovate,
and adapt” in order to survive these un-
certain and changing times. If we want
the warfighter to be able to operate as
independently as possible, we need to
relegate logistics support to the lowest
level we can. If the Marine Corps wants
to take a serious look at creating a lithe

and lethal fighting force, cut the MLG.
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Preparing to Deceive

Harnessing the art and science of deception for action in the littorals

n today’s battlefield, it is

hard to imagine anyone

arguing that the Marine

Corps should not be using
all resources available in a fight against
a peer adversary. However, current plan-
ning practices routinely overlook mili-
tary deception as a mainstay to help set
conditions for success. So, why does
this happen? Blaming the country’s
nineteen-year asymmetric war effort
or a heavy focus on the primacy of com-
bined arms is a possibility. While the
reason for the current underutilization
of deception is debatable, what matters
most is changing the Marine Corps’
practice of planning without incorpo-
rating deception into our efforts. This
article calls for the return to the use of
doctrinal deception. Whether using de-
ception at the large- or small-unit level,
with deliberate or hasty executions, the
goal is to use deception to make it more
challenging for adversaries to operate
effectively against our forces. Simply
put, to help meet the 21st-century mili-
tary challenges posed by peer militaries,
there is a need for doctrinal deception at
the forefront of Marine Corps planning,

Leveraging Our Heritage to Inform
the Future

Deception was skillfully interwo-
ven throughout all aspects of Marine
Corps operations in World War II.
Success within these operations was
not a given. The Marine Corps faced
an exceptionally determined enemy, a
highly resourceful nation, and some
of the most challenging circumstances
imaginable. Deception proved to be es-
sential in mitigating risks and generat-
ing options. Certainly, no capability can
mitigate all risks. However, deception
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proved to be a critical enabler within
high-stakes battles. Deception’s value
was strikingly evident within the his-
toric Battles of Saipan and Tinian as
the capability shifted the fate of Marine
Corps landing forces that initially tee-
tered between setting the conditions for
ultimate success and disastrous failure.

Saipan was a violent 25-day battle
that resulted in 3,225 killed or miss-
ing and 13,061 wounded amongst the
Marine Corps and Army divisions that
faced heavily entrenched Japanese de-
fenders.! As bloody as the battle was, it
would have likely been far worse without
the effective integration of deception.
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Marine Corps forces conducted an effec-
tive demonstration near Tanapag Har-
bor that generated ambiguity amongst
Japanese Army decision makers.? This
caused enemy commanders to slow the
commitment of the garrison’s regimen-
tal reserve toward the actual American
landing sites on the southern end of
the island. Although the enemy was
not entirely fooled by the American
demonstration, the deception proved
effective enough that the false story it
conveyed could not be entirely dismissed
by Japanese forces. The delayed Japa-
nese response almost certainly reduced
American casualties while ensuring the
establishment of the beachhead.

Deception served an even more prom-
inent role in the Battle of Tinian. Enemy
planners believed the Americans would
land on the southern portion of the is-
land. The 2d MarDiv reinforced this
misbelief by conducting an amphibious
demonstration directed toward Tinian
Town in the south. The enemy deci-
sion maker was entirely persuaded by the
American deception. Col Kiyochi Ogata,
commander of the Japanese defenders,
sent a message to his headquarters in
Tokyo declaring that his defenders had
thwarted an invasion force of more than
100 landing barges.? Col Ogata then or-
dered his critical reserve forces to remain
in place in the south, preventing their
employment against the actual landing
force in the north. Deception enabled
bold decision making that resulted in a
decisive American victory. The Ameri-
cans landed two Marine divisions on
each of two northern beaches that were
only 160 and 60 yards wide. Japanese
planners believed that landing on these
beaches was implausible. Indeed, without
the effective deception operation, Japa-
nese forces may have repulsed the Ameri-
can landing force from these beaches. In
reality, the misdirected Japanese forces
left the northern beaches largely unde-
fended. The surprised Japanese garrison
was then rapidly eliminated in what Ma-
rine Corps LtGen Holland M. Smith
later called “the perfect amphibious op-
eration.” The contribution of deception
to the Battle of Tinian speaks for itself.
The Japanese suffered more than 5,000
killed while the Marine Corps sustained
317 killed and 1,755 wounded.*
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Challenges

No matter how large or small a force,
operating in the littoral environment is
challenging, especially against a peer
adversary. Moreover, modern combat
exposes forces to threats from the point
of embarkation all the way to an objec-
tive, and the idea of having to fight to
get to the fight, no matter where the
force is located, may require deception
to be successful.> Additionally, adversary
capabilities are not the only challenge
that must be overcome. Shortfalls in
deception experience mean that fewer
personnel are available to teach, plan,
and execute doctrinal deception. Any
leader who is not familiar with decep-
tion is either less likely to utilize it or
more likely to use it incorrectly. This is
not different than any other capability,
but most Marines do not realize that
deception requires a doctrinal under-
standing to execute effectively. Finally,
leaders should ask themselves: how
knowledgeable do I think my Marines
are in deception, and when was the last
time deception was part of our planning
process? Understandably, most decep-
tion efforts are not revealed to those
not directly involved. However, at best,
deception has become an afterthought,
and it is often forgotten or ignored al-
together.

Comprehensively Reinvigorating De-
ception

Deception must be reemphasized
to ensure the success of Marine Corps
forces in the littorals within the pros-
ecution of an enduring maritime cam-
paign. Adversaries are capable of strik-
ing American forces at any point from
tactical outposts to strategic throughput
nodes, or force low between. Casual-
ties sustained from such strikes could
eliminate critical capabilities that can-
not be easily regenerated. The American
military can no longer rely upon mas-
sive technical overmatch to mask its
intentions and overwhelm enemy forces.
Deception must once again become an
essential element of risk reduction and
ensuring the Marine Corps successfully
uses deception only requires three ad-
justments.

First, leaders must stop the practice
of creating plans and #hen look for ways

to use deception. Accordingly, plan-
ners need to think about deception ef-
forts early to set successful conditions
in combat. When a commander gives
initial guidance for planning, it is as
essential for the deception planner to
be a part of this process as it is for the
operations officer. Units can only re-
alize the strength of deception when
it is integrated into planning from the
beginning, which requires planners
to develop deception as the planning
process begins, not midway through or
after the planning process is complete.

Second, leaders must start learning
how to employ deception techniques,
specifically feints and demonstrations,
to prevent an adversary from quickly
and correctly determining their true
intentions in combat.® This can be as
simple as drawing the adversary’s focus
into an area where a demonstration is
conducted, then attacking in another
area that is less well defended. Any ef-
fort that helps successfully misrepresent
the true intentions of the friendly force
and causes an adversary decision-mak-
er to misuse assets will help save lives
and preserve combat power. A further
takeaway is that although the examples
of deception from Saipan and Tinian
showcase large efforts, Marines should
not limit themselves to thinking decep-
tion can only be utilized at the highest
level of command. Deception can be
implemented by a division to prevent a
regimental reserve from being properly
committed to battle as well as a pla-
toon to cross a lightly defended danger
area. Regardless of the size of the unit,
deception can be used doctrinally by
all to help set conditions for successful
mission accomplishment.

Third, Marines outside the intel-
ligence field should attend deception
courses. Understanding doctrinal de-
ception s critical to success and should
not be understood solely by those in the
intelligence field. One Marine, ideally
a field grade officer, from a regiment
can be selected to attend two weeks
of deception training. Although this
Marine will not return as a subject-
matter expert, he will be able to teach
other Marines about what opportunities
doctrinal deception has to offer. Addi-
tionally, the more comfortable Marines

www.mca-marines.org/gazette 67



become with employing deception, the
better they will be at detecting an adver-
sary’s deception efforts. Since deception
plays a part in the way peer adversar-
ies operate, the Marine Corps needs
personnel less susceptible to its effects.
The good news is that these solutions do

IDEAS & Issues (CHASE WINNERS)

deception at the initial planning stages,
the sooner its effects can be leveraged.

The Imperative of Deception

The successful use of deception has
historically proven its worth. It is an
often-overlooked tool that command-

.. the more comfortable Marines become with em-
ploying deception, the better they will be at detecting
an adversary’s deception efforts.

not require the Marine Corps to make
organizational changes, create a new
modern deception method, or commit
major amounts of money to employ.
Schools have quotas and increasing the
discussion about how to incorporate
deception into planning can occur to
help stimulate interest. As soon as lead-
ers commit to implementing doctrinal

ers possess to preserve combat power
and save lives. As discussed in Force
Design 2030 and A Concept for Stand-
In Forces, CMC Berger has directed
follow-on planning efforts to further
develop the service’s deception abili-
ties.” Commanders and planners need
to be comfortable developing deception
efforts into operations against adversary
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forces, and this change cannot wait. If
Marines fail to recognize the impor-
tance of deception, they will fight an
adversary on equal footing. The Marine
Corps has never sought a fair fight and
cannot start now. By utilizing deception
early in the planning process, training
personnel in deception, and renewing
the understanding of our leaders on
how it is employed, the Marine Corps
can more successfully protect the force
against threats. Deception has proved
successful since the dawn of time, and
the Marine Corps cannot proceed in an
increasingly complex world without it.
Simply put, an operation without de-
ception is like movement without fire.
It is an unacceptable risk.
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The Philippines 1942

A failure to orient on the adversary

s the Marine Corps moves

forward with the concept

of Expeditionary Advanced

Base Operations (EABO),
the 1942 fall of the Philippines provides
an excellent case study of how forces
cut off from re-supply and reinforce-
ment can be defeated in detail. Though
EABQO’s objective is to place distributed
forces within the adversary’s weapon’s
engagement zone, the fundamentals
of warfighting must continue to apply.
Coherent operational and tactical plans
that integrate all warfighting functions
must be developed and instituted to
ensure Marine Corps forces are properly
employed and adequately supported to
achieve ultimate success.

To begin, it is important I acknowl-
edge that the delay achieved by the
United States and Filipino forces against
the Japanese in the Philippines was valu-
able to Allied efforts in the Pacific. The
U.S. defense stalled Japanese momen-
tum and allowed the United States time
to develop an effective campaign plan.
In fact, LtGen Homma, commander of
the Japanese 14th Army, was relieved
for the slow, substandard performance
of his force in the Philippines and was
subsequently recalled to Japan to com-
mand reserve units for the duration of
the war.! The bottom line is the tena-
cious actions by the defenders of Bataan
and Corregidor led to a strategic victory
for the Allied cause.

Yet, U.S. and Filipino forces were
tactically defeated in the Philippines.
The reasons for this defeat are numer-
ous. Many authors focus on the lack
of resourcing for the U.S. Army forces
in the Philippines and the ill-trained,
ill-equipped Filipino forces under U.S.
command. Others point to the strategic
environment: the Japanese had secured
their sea lines of communication to Ja-

pan and handicapped the U.S. Pacific
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Fleet with the surprise attack on Pearl
Harbor while U.S. civilian and military
leaders discussed the futility of trying
to defend the Philippines—especially in
light of the Allied Germany-first policy.
John Gordon, author of Fighting for Mac-
Arthur, concludes that nothing could
have been done to save the forces on
Bataan and Corregidor from certain
defeat.? I argue that decisions by GEN
Douglas MacArthur contributed to a
speedy military defeat. Therefore, the
focus of this article is on the planning
and preparation shortcomings of the
CG of U.S. Army Forces in the Far East
(USAFFE). The purpose is to demon-
strate how U.S. and Filipino forces may
have been able to gain a tactical advan-
tage in 1942 had GEN MacArthur’s
focus been on his opponent and with
proper planning for the integration of
all warfighting functions.

War Plan Orange-3 and MacArthur’s
Plan

GEN MacArthur did not adequately
plan and prepare for a fight against a
peer threat. He became the military
advisor to the President of the Com-
monwealth of the Philippines in 1935,
following his tour as U.S. Army Chief
of Staff. By the time the Japanese first
attacked his aviation capabilities on 8
December 1941, MacArthur had been
in the Philippines for six years. In his
Reminiscences, MacArthur states that
he envisioned a ten-year defense plan,
one he expected to be fully instituted
at the time of the 1946 Philippine in-
dependence. Having officially retired
from the army in 1937, he was recalled
to active duty on 26 July 1941.3 He

notes that in 1939, “I had been back in
Manila nearly four years, but Washing-
ton had not, during this time, offered
any meaningful assistance to Filipino
defense plans.™
Planning for the defense of an ar-

chipelago nation is clearly a substantial
undertaking. According to current Ma-
rine Corps doctrine,

two of the most difficult things to do

in war are to develop a realistic under-

standing of the enemy’s true charac-

ter and capabilities, and to take into

account the way that our forces and

actions appear from his viewpoint.>
This perspective of a focused orienta-
tion on the adversary is critical to the
successful development of a coherent
plan to achieve operational and stra-
tegic end states. Though Japan dem-
onstrated a significant threat during
MacArthur’s tenure as military advisor
for the Philippines, he lacked a clear
understanding of how Japan could cata-
strophically derail his defensive plans.
Furthermore, GEN Wainwright, who
as a major general arrived in the Philip-
pines in 1940 to command the Philip-
pine division, states that he and Mac-
Arthur rarely discussed the question of
war with Japan.©

The U.S. contingency plan for hos-

tilities with Japan, War Plan Orange-3
(WPO-3), last updated in April 1941,
envisioned a main Japanese attack on
the island of Luzon. This expected en-
emy course of action led Army plan-
ners to recommend all U.S. forces be
stationed on Luzon Island to counter
the enemy offensive. The concept of
operations called for a six-month de-
laying action with the main objective
being to hold the entrance to Manila
Bay by defending the Bataan Peninsula.
This delaying action was meant to allow
time for U.S. reinforcements to reach
the Philippines.”
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However, GEN MacArthur did not
like the defeatist tone of WPO-3 and
successfully advocated GEN George C.
Marshall, U.S. Army Chief of Staff, for
an updated plan for the Philippines, one
which would enable him to employ an
“active defense” across the entire Philip-
pine archipelago.® However, this con-
cept spread his already understrength
forces across the archipelago and did
not allow for quick massing of forces
or for a reserve to support operations.

To enable an active defense, GEN
MacArthur foresaw extensive use of
aviation, supporting ground forces to
deny enemy landings at the beachhead.
He was able to secure significant support
from Gen H.H. “Hap” Arnold, Chief
of the Army Air Forces, who approved
air reinforcement for the Philippines.?
Likewise, the November 1941 revised
Rainbow 5 plan added the following
tasks to MacArthur:

1. Support the Navy in raiding Japa-
nese sea communications and destroy-
ing Axis forces.
2. Conduct air raids against Japanese
forces and installations within tacti-
cal operating radius of available bases.
3. Co-operate with the Associated
Powers in the defense of the territories
of these Powers in accordance with
approved policies and agreements.!?
These tasks were a nod to the air re-
sources supplied to MacArthur. Unfor-
tunately, these resources were primar-
ily parked wingtip to wingtip on their
airfields on 8 December 1941, making
excellent targets for the Japanese heavy
bombers, dive bombers, and fighters.

The 4th Marines: From China to the
Philippines

The unfortunate series of events for
the 4th Marine Regiment highlight the
impact operational decisions, as well as
indecisions, have on tactical formations.
Their story is used to demonstrate how
quickly circumstances on the ground
can change for battalions and regiments
and to emphasize the importance of a
unit’s preparation for combat—a solid
training philosophy with nested train-
ing strategy and plan. They went to
war with the personnel, equipment, and
level of training possessed at the outset
of hostilities.
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In Shanghai, China, the 4th Ma-
rine Regiment guarded U.S. interests
within the International Sector of the
city. Growing tensions between Japan
and the United States led to tense situa-
tions between the two country’s security
forces within the sector. With an un-
derstrength regiment of two battalions,
with two companies each, Col Samuel
L. Howard, the regiment’s commanding
officer, knew he lacked the necessary
combat power to withstand a Japanese
assault in Shanghai. Ironically, in Sep-
tember of 1941, Col Howard requested
the evacuation of the 4th Marines. In
November 1941, his regiment was evac-
uated to the Philippines.!!

The Japanese and USAFFE Intelli-
gence

GEN MacArthur did not adequately
integrate the function of intelligence
into his operations. The three objec-
tives for the Japanese invasion of the
Philippines were strategic in nature.
First, they sought to deny American
military forces’ “use of the Philippines
as an advanced base of operations.” Sec-
ond, they desired to “secure the line
of communications” to their occupied
areas in the south. Third, they needed
to “acquire intermediate staging areas
and supply bases needed to facilitate op-
erations in the southern area.”!? These
objectives were a natural progression of
the expansionist policies being pursued
by the Japanese government.

LtGen Masaharu Homma, the “Poet
General,” commanded the Japanese 14th
Army and would be the commander re-
sponsible for seizing the Philippines. He
was known as the poet general because
of his affinity for writing poetry during
the heat of combat.!? LtGen Homma’s
career was diverse, with several postings
overseas that led to a fluency in English.
He had served as a military attaché on
several occasions with the British mili-
tary, once with British Expeditionary
Forces at the Western Front in World
War I and then with a regular British
unit following that war. He also spent
time in New Delhi, India, as the Japa-
nese resident officer.!4

First, there is no clear evidence that
MacArthur studied his potential Japa-

nese enemies. Therefore, it is unlikely

he knew who was in command of the
14th Army tasked with invading the
Philippines. In addition, at no point
during the months of battle when Mac-
Arthur commanded forces at Bataan
did he seek to learn about his enemy’s
vulnerabilities and attempt to exploit
them. If MacArthur had studied his op-
ponent to understand his background,
military thinking, and motivations,
he may have been able to ascertain a
method for gaining an advantage over
his English-speaking, cultured foe.

The Japanese first shaped the bat-
tlespace with air raids on key airfields
in the Philippines on 8 December. The
results of this shaping operation were
disastrous for the Army Air Corps.
Beginning the month of December
with 277 aircraft stationed in the Phil-
ippines, by December 15th, “the air
strength in the Philippines had been
reduced to a handful of fighters.”
Next, a series of amphibious landings
began on 12 December, culminating
with LtGen Homma landing the main
ground combat elements of his force
at Lingayen Gulf and Lamon Bay on
the Philippine island of Luzon on 22
December 1941. The forces under his
command, two divisions, numbered
approximately 43,000. The primary
tactical objective of his force was to
capture the capital city of Manila, with
the purpose of “eliminating American
bases threatening Japan’s advance” and
exerting psychological influence on Fili-
pinos, thereby demoralizing attempts
at resistance.!©

The North Luzon Force was unable
to achieve its mission to deny enemy
landings at the beachhead. On 22 De-
cember, landings of the Japanese divi-
sions forced a precipitous withdrawal
to temporary defensive positions. At
no point during this withdrawal by the
North Luzon Force is there any evidence
of updated assessments of the enemy
force composition or disposition. In ad-
dition, there are no known updates on
the enemy’s most likely course of action.
Ironically, the Japanese were executing
the course of action envisioned in the
writing of WPO-3.

Second, GEN MacArthur did not
have any intelligence requirements tied

to his plan for the defense of the Philip-
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pines, nor did he properly account for,
or have collections associated with any
expected enemy actions. The withdraw-
al of the North Luzon Force influenced
MacArthur’s decision to enact WPO-
3, re-tasking the North Luzon Force
to delay the Japanese to allow time for
the South Luzon Force to make it to
the Bataan Peninsula.l” The absence
of intelligence assessments and overall
lack of an intelligence collection plan
rests clearly on the shoulders of the com-
mander: “creating effective intelligence
is an inherent and essential responsibil-
ity of command.”!8

Conversely, the Japanese intelligence
collection apparatus was fully developed
and provided beneficial assessments to
assist LtGen Homma’s decision mak-
ing. The Japanese had correctly assessed
the disposition of forces across the ar-
chipelago, highlighting a weakness in
the U.S. ability to counter a landing on
Luzon. On 17 December, Homma had
an accurate estimate of the situation,
noting the disposition and strength of
American/Filipino ground and air forc-
es.!? The Japanese were also providing
up-to-date assessments on the status of
the city of Manila—the primary objec-
tive of the operation—with the assessed
disposition of defending forces.2°

The 4th Marines: Naval Installation
Security

Upon arrival to the Philippines,
ADM Hart of the Asiatic Fleet direct-
ed Col Howard to get his Marines to
the field for training. Needless to say,
the preparations were frantic.?l ADM
Hart recalled, “We all knew, [...] that
they had been cooped up in Shanghai
through all those years where conditions
for any sort of field training were very
poor—and we thought that not much
time remained.”??

This desire for quick training dem-
onstrates two points. First, as noted by
ADM Hart, the information environ-
ment indicated imminent hostilities
with Japan. By the end of November,
MajGen Wainwright had taken com-
mand of the North Luzon Force and
preparations were underway for a Japa-
nese attack.23 Therefore, the evacuation
of the regiment from Shanghai was less
a decision to simply remove the Marines
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from a potential kinetic situation but
more a decision to buy time and space
in preparation for impending Japanese
actions. Second, the Marines were un-
prepared for combat operations. The
occupation duty in Shanghai was not
conducive to training under field condi-
tions. However, officers and staff non-
commissioned officers should have, and
very well may have, ensured their Ma-
rines were in the right mindset through
table-top exercises and gun drills.

Beginning on 3 December (approxi-
mately two days after arrival in the Phil-
ippines), the Marines were placed under
the operational control of RADM Fran-
cis Rockwell, commanding the 16th
Naval District. The regiment was tasked
to enhance the security posture at na-
val installations, specifically Olongapo
naval station. On 8 December, 2nd bat-
talion was tasked to secure the station
at Mariveles.24

Already in the Philippines was the
1st Separate Marine Battalion, formed
on 1 May 1941, and located at Cavite
Navy Yard. The command’s primary
mission was anti-aircraft defense and
was reinforced with 4th Marine Regi-
ment replacements intentionally with-
held from going to China.?> On 10
December 1941, the Japanese attacked
Cavite Navy Yard, effectively destroy-
ing the installation. A foreshadowing of
more struggles to come, the anti-aircraft
weapons employed by the Marines were
inadequate, unable to reach the alticude
of Japanese aircraft due to World War
[ vintage fuses.2¢

Conclusion

This initial article segment high-
lighted USAFFE’s failures to orient on
the adversary, plan, conduct force prepa-
rations, and integrate intelligence and
operations. The 4th Marine Regiment,
evacuated from occupation duties, was
hastily employed to reinforce the protec-
tion of naval stations. A follow-on seg-
ment will demonstrate the culminating
impacts of failing to integrate warfight-
ing functions and failing to make any
attempts to gain an advantage.
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Operating Under
the Umbrella

n April 2022, two of the wealthi-

est nations from the oil-producing

Persian Gulf countries agreed to a

U.N.-brokered two-month cease-
fire with what used to be a rag-tag
guerrilla movement in Yemen.! With
military forces built from all the money
that oil could buy, Saudi Arabia and the
United Arab Emirates were forced into
an embarrassing and humbling action
that provided legitimacy to their foe on
the international stage. With virtually
no way to combat the Saudi-led coali-
tion’s control of the skies, the enemy
persevered through uncanny discipline
and grit. Outnumbered against the Ye-
men government backed by the com-
bined strength of nine other countries,
the rebels continued to persist through
stand-off tactics and a willingness to
survive.? The Houthis’ rebellion has
racked up impressive achievements to
include a successful three-year running
border war with Saudi Arabia, medi-
um-range ballistic missile strikes on
Riyadh and Yanbu, the destruction of
the United Arab Emirates-leased HVS
Swift, and the damaging of Saudi oil
infrastructure through the use of bomb-
laden UAVs.? Interestingly enough, the
Houthis™ string of accomplishments
were attained through methods similar
to those written about in the Zentative
Manual for Expeditionary Advanced Base
Operations.

While the Marine Corps has been
wargaming and experimenting to ar-
rive at the Expeditionary Advanced
Base Operations (EABO) operating
concept, the Houthis in Yemen have
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Learning from the Houthis

by Maj Sean Ford

>Maj Ford is the Company Commander for Company A, BLT 1/4, 15th MEU. His
previous deployments include Operation ENDURING FREEDOM 13.1 and Black Sea
Rotational Force 15. He also previously served as the Headquarters and Services
Company Commander for 1/4 Mar during MWX 1-20.

been practicing EABO-type tactics
from 2015 to the present.4 Although far
from the “original gangsters” of EABO
(the Coast Watchers of Guadalcanal
lay claim to the title), the Houthis’
prowess throughout their struggle in
Yemen provides valuable lessons for
the Corps in the current era of Force
Design. Readers should not confuse the
Houthis” prowess on the battlefield for a
worthy cause. The Houthis are an evil
organization with a warped ideology.
Regardless, students of war must learn
from them but not adopt their beliefs.

On paper, the Houthis are over-
matched in all categories by a coali-
tion mainly composed of the Yemeni
government forces, Saudi Arabia, and
the United Arab Emirates. Yet, through
persistence and healthy support from
Iran, the Houthis have been able to
thwart the combined efforts of their
regional rivals. By studying the Yemen
Civil War and looking at the Houthi’s
tactics, techniques, and procedures, ca-
pabilities, and limitations, Marines can
derive valuable lessons with implications
for EABO publications, Force Design,
and the EABO operating concept at
large.

To understand why they shifted to
tactics similar to those espoused by
EABO believers, one must know the

Houthis” history. After rising to promi-
nence in the 1980s through promoting
a fringe form of Islam called Zaydism
and voicing their discontent with the
Yemeni government over the admin-
istration of Yemen’s northern regions,
the Houthis expanded their opera-
tion through intermarriage with tribal
families and a robust social campaign.
Their discontent erupted into the first
Houthi War, which they fought from
June to September 2004, resulting in a
loss.> Through improvement of Houthi
soldierly skills and consistent Yemen
government incompetence, the Houthis
steadily waged five more guerilla cam-
paigns against the Yemeni government
from 2005 to 2010—culminating in
seizing portions of the city Sa’ada from
government forces.®

Yemen’s President Ali Abdullah Saleh
then became a victim of the Arab Spring
in 2011. With his ouster, the Houthis
took advantage of the situation by
establishing control of Northern Ye-
men, capturing the city of Sa’ada, and
suppressing dissent throughout areas
under their control. Additionally, they
adopted a formal name, Ansar Allah
(which means “Partisans of God”) and
created a television station with the help
of Hezbollah. From 2012 to 2014, An-
sar Allah continued their territorial ex-
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pansion, courted Iran and Hezbollah
to help their cause, and leveraged the
support of the ousted former president
Saleh and his loyal forces to pull off a
coup in the country’s capital of Sana’a.
Ansar Allah’s takeover of the Yemen
capital led to a windfall of military
equipment and armament. ’

After the fall of Sana’a, the Yemeni
government fell back to Aden. Hot on
the Yemeni government’s heels in March
2015, Ansar Allah conducted a 180-mile
attack to capture Aden, forcing the head
of the Yemen government, President
Abdrahbbuh Mansur Hadi, to flee to
Saudi Arabia.® Hadi pled for support
from the international community to
assist in the destruction of Ansar Allah.
Subsequently, Saudi Arabia formed a co-
alition to intervene in Yemen, restore the
Hadi regime, and dislodge Ansar Allah
from Yemen.? Backed by the Saudi-led
coalition, pro-Hadi forces conducted
a counter-attack to evict Ansar Allah
forces from Aden in July 2015.19 Since
then, a war of grinding attrition has
continued, replete with humanitarian
crises and the rise of Al-Qaeda in the
region.!!

After Aden switched hands back to
pro-Hadi forces, Ansar Allah changed
its warfighting approach. They consoli-
dated their gains and defended their
newly acquired territory through a sea
denial campaign, effective signature
management, winning the reconnais-
sance/counter-reconnaissance fight, le-
veraging the civilian populace to their
advantage, and innovative use of mod-
ern technology.!'? The new approach
adopted by the Houthis should sound
familiar to Marines studying EABO.
In fact, the Marine Corps’ publication,
A Concept for Stand-In Forces, uses a
vignette detailing Houthis’ tactics as
a case study for the employment of
EABO. The Houthis ability to bring
a regional military juggernaut to heel
speaks to the effectiveness of their ap-
proach to war. Their accomplishments
also warrant further examination to find
valuable lessons.

In his article “The Houthi War
Machine: From Guerilla War to State
Capture,” Michael Knights points out
that “another factor that supports the
sustainment of so many battlefields si-
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multaneously is the very low force-to-
space ratio that Ansar Allah employs,
in part to mitigate the effects of total
enemy air superiority.” Knights further
describes how, as of 2015, the Houthis
have shifted from traditional military
formations such as platoons and compa-
nies to units of action as small as three
to five fighters. On the frontline, Ansar
Allah employs these smaller units as
pickets to defend frontages as exten-
sive as one to three kilometers using
minefields, trip wires, booby traps, and
complicated trench systems with mul-
tiple fallback positions. Houthis also
use small operations centers to manage
frontline troops and dispatch reinforce-
ments to troubled areas. The Houthis
split their reinforcements into “tiny,
largely autonomous cells, which are
never bigger than the passenger capac-
ity of a normal civilian car or frequently
a two-man trail bike.” While traveling
to reinforce a sector, reinforcements are
usually indistinguishable from the civil-
ian populace. When in desperate need,
national-level Houthi leaders can launch
a more significant reserve quick-reaction
force to assist troubled sectors.!3
Knights suggests that since chang-
ing its approach to waging war in 2015,
Houthis are “less capable of advanc-
ing against enemy defensive positions
that are covered by airpower” and that
Houthis had “a poor record of dislodg-
ing alerted enemy defenses.”*4 Knights
also notes that since 2015, Ansar Allah
has been more successful in raid and
ambush-type tactics focusing on Saudi
Arabian border forces. EABO advocates
can take away multiple lessons from
Knights’ article. First, commanders
should get comfortable with units of
action being the size of fire teams. Right
now, the Zentative Manual for EABO,
states that units of action are typically
going to be reinforced platoons. A re-
inforced platoon as a unit of action as-
signed to a sector should not be an issue,
but platoon commanders need enough
freedom from their higher headquarters
to distribute fire team-sized elements
to dispersed areas. Second, command-
ers need to understand that raids and
ambushes will be the preferred type of
offensive operations for EABO. Third,
if EABO forces wish to conduct a major

offensive campaign, units will need to
find a way to aggregate back into a larger
unit before going on the offensive. This
third implication means that EABO
forces will require lift (whether from
the populace or organic) to rendezvous.
Also, this reconstituted force needs to
be comfortable operating under a for-
eign country’s command and control
structure until U.S. Forces can come
to the region and assume operations.

Moreover, the Marine Corps can take
the Houthi’s reinforcement method a
step further. Instead of reinforcing en-
dangered sectors, commanders need to
think through reinforcing sectors with
firepower when a target of opportunity
presents itself. If a target of opportunity
exists in a fire team’s sector, the opera-
tions center needs to be able to vector
firepower and resources to that sector.
In the meantime, reserve firepower and
resources should remain mobile behind
the frontline, within communication
range of the operations center, but not
co-located with the operations center.
For example, before a target of opportu-
nity presents itself, the frontline troops
are hard to detect because they operate
in small teams and practice good signa-
ture management. Meanwhile, wheeled
and mobile anti-access/area denial
missiles travel in a holding pattern in
the area around the operations center.
When an enemy target ship presents
itself, frontline troops report back to the
operations center, which routes the mo-
bile anti-access/area denial missile to the
frontline troop’s sector. The anti-access/
area denial missile then travels to the
appropriate sector, launches its missile,
and departs the area. In summary, the
Marine Corps needs to begin addressing
different methods of firepower concen-
tration in EABO publications or risk an
incomplete operating concept.

In addition to the ever-increasing
dispersion of its forces, Knights further
notes the Houthis” uncanny ability to
hide their signatures. Out of necessity,
Houthis are good practitioners of emis-
sions control through low-powered cell
phones. Furthermore, because of their
lack of air superiority, Houthis mini-
mize their exposure to Saudi pilots by
limiting their movements, remaining
stationary for long periods, and over-

www.mca-marines.org/gazette 75



IDEas & Issues (MICU "“10 YEars OuTSIDE"

loading their frontline troops with am-
munition and supplies to reduce logis-
tics movements. Remarkably, Houthis
have developed the ability to “use special
rocket-assisted canisters to deliver food
to outposts.”1® Although the Marine
Corps has placed a renewed emphasis
on the signature management aspect
of warfighting, there are still steps that
the Corps could put in place to ensure
good execution.

The Marine Corps should consider
making Electromagnetic Spectrum
(EMS) or signals assessment Opera-
tional Support Teams (OSTs) avail-
able to fleet units for field training. In
a field exercise, EMS OSTs would be
co-located with a combat operations
center, identify units that break signa-
ture management discipline, and report
violating units to the combat operations
center for remediation during a field
exercise. This measure will significantly
increase the lethality of all FMFs and
ensure that friendly critical vulnerabili-
ties can conceal themselves from the
enemy. EMS OSTs could potentially be
located with each base’s training support
division/center when not in the field.
When a unit goes to the field, an EMS
OST could be requested via a base’s
Training support division/center and
will accompany the unit to the field
based on availability. Additionally, the
Marine Corps should work with the
artillery community and the Navy to
consider developing a rocket-assisted
canister that delivers logistics to iso-
lated units via artillery tube or naval
gunnery. This innovation would be an
excellent alternative to logistics deliv-
ered by drone should the enemy have
the ability to track a drone’s flight and
point of origin.

Knights also explains how the
Houthis recruiting efforts have been
successful. Although they punish tribes
who do not provide enough children
fighters for their cause, the Houthis have
a robust recruiting program that lever-
ages various means to attract followers.”
Since the 1990s, the Houthis have “built
a powerful, cross-cutting social network
around the Zaydi revivalist movement
that included inter-marriage with tribal
families ... summer camps and social
programs, and a political party.”!8 Spe-
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cifically, since 2015, the Houthis have
retained their recruiting edge through
“group solidarity reinforced by chanting
and sermons at a proliferating series of
festivals, workplace gatherings, summer
camps, and classroom indoctrination
sessions.”!? Their grassroots campaign
to maintain control of the populace in
which they live is impressive and will
become difficult to defeat should the
Houthis successfully brainwash an en-
tire generation of Yemenis.

Arguably, the Marine Corps has im-
proved at operations in the information
environment. There is a renewed em-
phasis on messaging to a broader audi-
ence with every action. Unfortunately,
in the nations that host Marine forces
as they execute EABO, messaging alone
will not be enough. Comprehensive
plans where action in conjunction with
messaging will need to be employed at
the lowest levels of command to com-
bat nefarious actors in the populations
which host Marine Forces. This implies
that the Marine Corps should ensure
each unit of action has an information
operations and civil affairs capability
to ensure that units execute the proper
measures when considering the local
population. Actions and messaging
need to reflect pure intentions regard-
ing friends and allies. Additionally,
commanders need to get comfortable
with Marines living among the popu-
lace and embracing their culture. Too
often are U.S. forces labeled with terms
like “imperialist” because a unit decided
to isolate itself and become standoff-
ish from the very population they were
seeking to protect. A civil affairs expert
(civilian or military) would provide a
much-needed backstop to unfriendly
behavior. Similarly, an information
operations expert would combat any
counter-narrative the enemy provides
to the local populace.

Finally, as the Yemen government
was collapsing from 2011 to 2014, the
Houthis extended “a network of forces
across Northern Yemen to neuralgic
locations that one Houthi field com-
mander termed ‘hegemony points.”20
As their tactics and campaigns changed
in 2015, the Houthis would slowly seize
these already identified “hegemony
points” from the Yemen government.?!

By identifying, early on, key locations
they wished to control in the future,
Houthis were able to conduct concen-
trated long-term shaping actions on the
areas they wanted to control.

The Marine Corps should learn from
this same concept but not in a fashion
where U.S. Forces wish to control or
“rule as sovereign” over a foreign land.
A simple rule to abide by would be that
“if one is not welcome, show yourself the
door.” Messaging, and genuine inten-
tions, should reflect the United States’
desire to preserve foreign cultures that
wish to practice their way of life freely.
In friendly areas that would be ideal for
EABs, the Marine Corps should begin
establishing a presence. Something as
simple as a person (site lead) interacting
with the populace in that area. In line
with ideas mentioned in A Concept for
Stand-In Forces, site leads would be able
to locate potential indigenous sources of
supply, infrastructure, and logistics for
future EAB sites. This way, when the
time comes to stand up a site, the local
sourcing of logistics is already figured
out. The reality is that for EABO to be
effective, operating under the enemy’s
umbrella now will pay dividends should
a conflict were to erupt in the future.

When the operating environment
surpasses the threshold of armed con-
flict, Marines executing EABO, no
matter how well established, will be
outnumbered by a competent foe in
an unfamiliar land. They will be the
underdog. They will be the proverbial
David to an INDOPACOM Goliath,
or, a more contemporary example,
Nick Foles up against a Tom Brady.
The Houthis provide a practical histori-
cal and modern example of a similar
scenario. Their use of dispersion, trust
at the lowest levels, signature manage-
ment, community coercion and engage-
ment, and early shaping actions have
led to a successful campaign thus far.
For the Marine Corps, as the Houthis
keep experimenting in terms of EABO
tactics, the Corps should continue to
watch the struggle with pen and paper
in hand.
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North Africa

Lessons from Operation SERVAL, Mali 2013

he conduct of warfare is an

ever-evolving phenomenon.

Recent conflicts around the

world have indicated that
the character of modern warfare has
moved past a precipice, behind which
most modern armies are organized and
equipped to fight. Beyond this precipice
lies a daunting new age in warfare, an
age that many modern military forces
are ill-prepared to confront. The Marine
Corps is one of these fighting forces.
Recently, the Corps has identified that
it is not currently systematized for this
new character of modern warfare and
has embarked on an ambitious, and
controversial, plan to modernize itself
to effectively meet this new operating
environment. In anticipation of this
deadly future, new weapons systems
such as loitering munitions, long-range
missiles, and new organizations such
as the Infantry Battalion Experimental
manning construct are being heralded
as the way to stay relevant in the future
operating environment. As the charac-
ter of war continues its everchanging
march, the Marine Corps is absolutely
correct to evaluate its prospects and
make the appropriate changes in its
tables of organization and equipment
to remain able to fight and win in this
new environment.

However, the Marine Corps must
also be prepared to fight future cam-
paigns against old enemies that were
never truly defeated and remain a
threat that can force an American re-
sponse at any time. Radical militant
jihadists, emboldened by their victory
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>Capt Hanson is the Weapons Com-
pany Commander at 3/4 Mar, Twen-
tynine Palms, CA.

in a twenty-year struggle against the
combined forces of the United States
and its NATO allies, are still a threat
to regional security in many countries
across several continents. Weak local
governments with immense ungoverned
spaces have been the traditional tinder-
boxes awaiting the destructive spark of
these movements. These fertile breed-

The United States and
... the Marine Corps—
need to be prepared to
respond to ... fanatical
militant jihadism ...

ing grounds will remain an undeniable
aspect of the future operating environ-
ment. Though the People’s Republic
of China is the pacing threat and the
greatest risk to regional stability in the
Western Pacific and the current rules-
based world order, that is not the only
enemy America is likely to fight. The
United States and its crisis response
force—the Marine Corps—need to be
prepared to respond to the threat of fa-

natical militant jihadism as well. Before
divesting of much versatile equipment
and radically altering its structure, the
Marines should examine a recent exam-
ple of when a modern and sophisticated
Western military was called to halt a
rout and liberate the vastness of a large,
rugged, and austere country from the
hordes of 21st-century savagery. Opera-
tion SERVAL in Mali offers many valu-
able lessons for the Marine Corps to
remain a credible crisis response force
in any clime and place, even in ones
that the country’s gaze seems to have
moved on from.

In January of 2013, the world
watched in shock as extremist Islamist
forces stood poised to topple Bamako,
the capital of Mali, and create a caliph-
ate in North Africa. The previous year
had seen a small, backwater insurgency
achieve catastrophic success and seize
much of the country. What began as
a rebellion by a marginalized ethnic
group in Northern Mali, the Tuaregs,
was exploited by jihadist groups, such as
Ansar Dine, the Movement for Oneness
and Jihad in Africa, and al-Qaeda in the
Islamic Maghreb. A fortuitous military
coup in March 2012 left a vacuum that
the jihadists quickly filled as the weak
and fractured Malian army fled south-
ward. By 10 January 2013, Mali’s larg-
est Northern cities, Kidal, Timbuktu,
Gao, and Konna, along with roughly
two-thirds of the country had fallen. As
the black flags of jihadism went up over
Northern Mali, strict Sharia law came
down on its inhabitants. Sensing an op-
portunity to capitalize on the chaos and
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usurp the reeling Malian government in
Bamako, the jihadists dispatched two
columns of technical vehicles and fight-
ers towards the city of Mopti. As the
column moved Southward, the belea-
guered President of Mali, Dioncounda
Traore, submitted a formal request for
military assistance to Mali’s former co-
lonial master: France.!

On 11 January 2013, French Presi-
dent Francois Hollande issued the or-
der to commence Operation SERVAL.
Within six hours, French rotary wing
assets from neighboring Burkina Faso
were on the attack. At the cost of one
French pilot killed and an attack heli-
copter shot down, the jihadist column
was halted and its scattered remnants
in flight.? This was to be the highwater
mark of the insurgency, but a daunt-
ing task still lay ahead: the expulsion
of the jihadists and liberation of the
territory they had conquered. With the
initiative firmly seized, French forces
wasted no time exploiting it. As French
forces arrived in Mali and aggregated
into combat groups, the operation’s
military commander urged patience,
possibly for as long as a month, for the
build-up to be complete with adequate
supplies and logistical means. However,
President Hollande overruled this and
ordered a swift reconquest of the main
population centers in the North.3

The liberation began shortly after
French, Malian, and forces of a coali-
tion of African partner states known
as AFISMA (African-led International
Support Mission to Mali) crossed North
of the Mali River bend. On 21 Janu-
ary, French and Malian ground forces
recaptured Diabaly and Douentza.
By now, the French-led offensive had
branched out in a two-prong advance
with one axis directed at Timbuktu
and the other at Gao. By 27 January,
a combined effort by French special
forces, paratroopers, and motorized task
forces had seized Gao and reinforced
it with Malian and AFISMA forces.
The leapfrog technique saw the special
forces seize a bridge at Wabaria, quickly
followed by another special forces heli-
copter insert at the airport at Gao, and
be immediately reinforced by a para-
trooper air landing in four airplanes on
the airstrip to secure it. With the bridge
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at Wabaria and the airport at Gao in
friendly hands, the French and African
motorized force then arrived to secure
the city. Simultaneously, French special
forces and airborne troops parachuted
around Timbuktu to cut off enemy es-
cape routes. Later that day French and
African motorized forces arrived to se-
cure the city. By 28 January, the cities
of Gao and Timbuktu, comprising 95
percent of the population of Northern
Mali, were liberated.*

Sustaining the tempo thus gained,
the French once again employed airmo-
bile special forces to seize the airport at
Kidal on 31 January. Shortly thereafter,
Malian Tuareg militia and 1,800 Chad-
ian troops entered and secured Kidal.>
The leapfrogging one-two combina-
tion of special forces and airborne was
repeated to out cycle the jihadists one
more time. This time, the special forces
and paratroopers parachuted onto the
airport at Tessalit in the far North of
Mali and were soon reinforced by an-
other air mobile element landing on
the runway to debark troops. With
these airborne maneuvers completed
and reinforcements arrived in Kidal
and Tessalit, jihadist forces were iso-
lated in the remote Adrar des Ifoghas
mountains.®

Up to this point, most of the jihad-
ist forces retreated to the North as the
French swiftly collapsed their urban
sanctuaries around them or melted
into the population. The fighting was
sporadic as most militants chose to
fight another day rather than resist a
rapidly disintegrating situation with
which they could not cope. However,
this changed in the Adrar des Ifoghas,
the heartland of Mali’s insurgency near
the border of Algeria. Here, the jihad-
ists had nowhere else to go and had
no civilians to blend in with. In this
mountainous region, operations slowed
significantly as French troops had to get
out of their vehicles and trek into the
rugged terrain to hunt down jihadist
holdouts in caves, crevices, boulders,
and other natural bunkers. This would
be a task reserved primarily for France’s
paratroopers who would have to fight
the jihadists in close quarters in the op-
pressive heat. Though French infan-
trymen shouldered the main burden

of this fight, they were supported by a
small complement of supporting arms
assets, namely two Caesar self-propelled
howitzers, two Gazelle, two Tiger, and
three Puma helicopters.” These signifi-
cantly increased French combat power
and were used to good effect. In the
Ammetettai Valley, the jihadists put
up a fanatical fight that cost the lives
of 26 Chadian troops. But the French,
Malians, and Chadians persisted. After
a month-long operation, the area had
been systematically cleared of jihadist
redoubts and nearly 400 militants had
been killed.8

By May, the situation in Mali changed
from a mobile campaign of liberating
the Northern Malian cities and coun-
tryside from the grip of militant jihad-
ists to a stability operation to hold what
was seized and prevent it from falling to
the wayside again. Soon, it would evolve
even further into a counterinsurgency
campaign as French troops attempted
to simultaneously suppress guerrillas
and build up local security forces. This
phase of Operation SERVAL is beyond
the scope of this paper and does not
reflect the lessons this piece highlights.
It is debatable whether France’s Op-
eration BARKHANE, which succeeded
Operation SERVAL, to control jihadist
militants in the region was a success.
What is not debatable is whether Op-
eration SERVAL was a success. Opera-
tion SERVAL was a smashing success
of maneuver warfare to halt an insur-
gent advance that threatened to topple
a government and found a caliphate,
and furthermore, to liberate oppressed
Malian citizens from the harsh grip of
jihadist-imposed sharia law.

President Hollande had set forth the
following objectives before committing
his troops to this operation: “Stop the
Jihadi advance, assist the government
of Mali in retaking the country, de-
stroy the terrorists, seek and secure
the [French and other international]
hostages.” The scope and pace of the
French effort to achieve these objec-
tives are nothing short of remarkable.
What the French military achieved in
barely three months, with only 4,000
French troops and 3,000 African troops
stands as feats worth emulating by the
Marine Corps. Indeed, there are many
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useful lessons Marines can take from
this lightning campaign in the desert.

The first, and greatest lesson of
Operation SERVAL is the speed with
which the French were able to respond
effectively and deploy forces into the
theater of operations. As previously
stated, within six hours of President
Hollande issuing the order to com-
mence the operation, French helicopters
were conducting attacks. On the very

need arise, France has trained troops,
ready to act.! A French Marine compa-
ny garrisoned in France was in Bamako
within eight hours of being activated.!®
Guepard also embarked a France-based
battalion-sized force aboard the am-
phibious ship Dixmunde in Toulon on
21 January and began disembarkation
on 28 January in Dakar, Senegal before
driving on to Bamako.!¢ Additionally,
the French flew Guepard-aligned air-

The next great lesson of Operation SERVAL is the task
organization of the French units involved.

same day, French troops began to ar-
rive in Bamako via airlift. These were a
company-sized element of infantry from
neighboring Chad that departed with
less than 24 hours’ notice.! The next
day, French fixed-wing aircraft began
strikes against jihadist troop concen-
trations and logistic sites in Northern
Mali. These French fighter aircraft
were also based in Chad.!! Another
company-sized ground combat element
departed Abidjan, Ivory Coast twelve
hours after it received orders and ar-
rived in Bamako to reinforce the first
company within 48 hours.!? Each of
these actions were performed by forces
forward deployed to African countries
in the region. Additional French forces
came from Senegal, Gabon, Djibouti,
and the Central African Republic.!3
Like Mali, much of the rest of North
Africa was under the control of France
during its colonial era. This history
continues to the present, as France
still harbors interests in the region
and maintains agreements with some
of its former colonies to garrison troops.
France was undoubtedly able to strike
militants and reinforce Bamako within
hours because it had troops forward
deployed to the region. However, the
French also rapidly deployed troops
based in France to Operation SERVAL.

“Guepard,” or Cheetah, is the French
military’s crisis response mobilization
system. This is a contingency operation
alert system that earmarks units at the
peak of their training cycle. Should the
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borne units into the theater to build
up its forces, as well as a squadron of
armored vehicles to Niamey, Niger,
where it began a road march into Mali’s
interior.!”

The next great lesson of Operation
SERVAL is the task organization of the
French units involved. As disparate units
arrived in theater, they were quickly
organized into combined-arms orga-
nizations structured to leverage their
unique capabilities. Platoon-sized ele-
ments were joined into what the French
call, Sous-Groupement Tactique Inter-
Armes (SGTIA), or “Combined Arms
Tactical Sub Group.” The SGTIA is a
company-sized task force consisting of
“three infantry or armor platoons and
one platoon from the other arm (i.e.
three infantry and one armor, or vice
versa,) with some associated support
elements and a company level command
capability.”!® The French combined
these units in battalion-sized configu-
rations as well, known as the Groupe-
ment Tactique Interarmes (GTIA), or
“Combined Arms Tactical Group.”"?
The GTIA “has the same structure as
the SGTIA, only its component parts
are companies, not platoons. Thus, the
basic GTIA has three infantry compa-
nies and one armor company (or three
armor and one infantry), a variety of
support elements, and a battalion level
headquarters capability.”? Henceforth,
the company team construct will be
referred to as “Subgroups” and battalion
task forces as “Groups.”

In the French military, brigades exist
essentially to provide units for employ-
ment. As the company-sized Subgroups
are “the basic building block of expe-
ditionary forces. ... By no means are
all the participating units drawn from
the same brigade.”! This structure of
modular units, able to be pieced to-
gether to build rapidly deployable ad
hoc combined arms task forces, proved
essential to quickly introducing units
ready to fight into the theater. In such
a configuration can exist Marines, para-
troopers, and Legionnaires all in the
same formation. As an example, the
Subgroup that deployed from Chad
“primarily consisted of two companies
of the 21st Marine Infantry Regiment

. a squadron from the Ist Foreign
Legion Cavalry Regiment. ... And a
battery of howitzers and mortars from
the 3rd Marine Artillery Regiment.”>?
Thus, interoperability between Services
was key to success.

One especially poignant lesson of
Operation SERVAL for a self-described
“middleweight force” as the Marine
Corps is in the types of vehicles em-
ployed. Northern Mali lies in the Sahel,
a large expanse of North Africa known
for its generally flat and wide-open des-
ert spaces. This is an ideal country for
motorized operations, and the French
specifically task-organized their Groups
and Subgroups into mainly motorized
forces that were exceptionally suited
to this type of terrain. Making up the
armored units of the Groups and Sub-
groups was the 8.9-ton ERC 90 Segais,
a six-wheeled light tank mounting a
90mm main gun and the 17-ton AMX-
10RC, another six-wheeled light tank
that mounted a 105mm main gun. The
infantry rode in the venerable VAB, a
four-wheeled 13-ton Armored Person-
nel Carrier with a crew of 2 and room
for 10 infantrymen, and the VBCI, an
8-wheeled, 28-ton Infantry Fighting
Vehicle mounting a 25mm main gun
and carrying a crew of 3 and 8 addi-
tional infantrymen akin in size and ap-
pearance to the Amphibious Combat
Vehicle. Other vehicles that supported
the Groups and Subgroups were the
4.2-ton VBL and 5.3-ton PVP, both
wheeled 4x4s similar to the HMMWV
or Joint Light Tactical Vehicle. The larg-
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est indirect fire asset employed was the
Caesar, a self-propelled 155mm howitzer
mounted on a six-wheeled truck weigh-
ing 17.7 tons.?3 Though some vehicles
are clearly larger and heavier than oth-
ers, they are significantly light by com-
parison to vehicles serving similar roles
in other Western militaries. Among the
advantages of this are that the vehicles
fielded in Operation SERVAL were much
easier to deploy, as all were capable of
air transportation by C-130 and C-160,
and their lighter weight and wheeled
simplicity made them much easier to
maintain in the field, especially in the
austere environments of SERVAL.24
The performance of this wheeled
vehicle fleet offers much for the Ma-
rine Corps to consider as it fields new
vehicles like the Joint Light Tactical Ve-
hicle and Amphibious Combat Vehicle,
and considers purchasing the Advanced
Reconnaissance Vehicle, the most per-
tinent lessons being in the performance
of these platforms on poor roads, in the
countryside, the maintenance required
to keep them running, and how far
these vehicles operated in such austere
conditions. First, the various motorized
formations had to drive far to get to
the combat zone. The vehicles that had
been forward deployed to Abidjan, Cote
d’Ivoire drove 1,300 km over 3 days just
to get to Bamako.?> Likewise, the for-
mations that debarked the Dixmunde in
Dakar, Senegal drove over 1,000 km to
Bamako as well.26 From Bamako, it was
another 700 km to Timbuktu and 950
km to Gao.?” An officer in the formation
that started in Abidjan, Cote d’Ivoire,
summed up the feats of mobility his unit
achieved in “six weeks of operations ‘in
the zone of operations, near or in con-
tact with the enemy, without returning
to base, without technical pauses, and
without conducting repairs. ... Each ve-
hicle traveled 2,500 to 5,000 kilometers
off-road and in difficult terrain.”?8
The salient lessons for Marine Corps
vehicular mobility are in the depth of
logistical mobility. The French motor-
ized forces operated beyond expectation
and broached the limits of sustainabil-
ity, but they accomplished the mission.
Most of the vehicle variants the French
used in Mali date back to the 1970s and
80s and were due to be replaced soon.
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However, some French sources “say
that their outdated equipment proved
less delicate than newer equipment and
easier to fix in the field.”??

The sheer size and austere nature of
the environment imposed serious chal-
lenges on the French effort. “Troops
were often out of communications for
up to 10 hours a day. They carried
only one day’s supply of fuel, water,
and food. This put significant strain
on logistics. ... The size of the force
(over 5,000 by February), the distance
between the theater command post and
the advanced units (up to 1,800 kilo-
meters), the extreme climate, the poor
conditions of the roads, and the lack
of local resources made it particularly
challenging to provide 4,500 daily ra-
tions, 45,000 liters of water, 10 tons
of ammunition, 30,000 liters of gas,
and 200,000 liters of kerosene. In Mali,
logistics constrained maneuver. Several
operations had to be cancelled, resched-
uled, or modified to accommodate the
logistical requirements.”? Despite these
shortcomings, the French continued to
operate and kept up the pressure on the
jihadists.

The French military’s logistical
achievements in Operation SERVAL
are nothing short of impressive. How-
ever, the operation revealed the limits
of France’s strategic mobility. During
the rapid transport and build-up of
forces into Mali, France simply did
not have enough aircraft to move its
troops and equipment into the theater
in accordance with the speed and tempo
President Hollande sought:

Between January 10 and February 11,
2013, 362 flights carried 10,000 tons of
freight in theater. Some 75% of these
flights were contracted out to civilian
transporters. British, Canadian, Swed-
ish, Hungarian, and American allies
flew most of the remaining 25%. The
situation was similarly dire in terms of
in-flight refueling capacity. France had
an aging fleet of refuelers that could
not meet mission requirements, so al-
lies again filled the gaps. By January
27, after some procedural delays, the
U.S. military provided three air tank-
ers. In the end, Americans, Spaniards,
Germans, and British provided 30%
of the refueling missions.3!

The fact that France alone could not lo-
gistically support the operation and the
figures regarding the difference made
up by outside entities demonstrates the
necessity of utilizing allies and partners.
That France assumed the logistical bur-
den to transport and supply the forces
of multiple African partner nations
compounded their logistical dilemma,
though their African partners were ab-
solutely worth the effort to move and
sustain. Without a doubt, these 6,040
AFISMA troops acted as a force multi-
plier to French operations by relieving
French forces in recently captured areas
and enabling these freed-up forces to
move on to another objective.3?
Another crucial area where the
French received outside support was in
the realm of intelligence. At the outset
of the operation, American MQ-1 and
MQ-9 unmanned reconnaissance air-
craft operating out of Niamey, Niger,
were sent to support French efforts in
Mali. Members of American intelligence
agencies were also tasked to work with
the French, to the point that French
and American intelligence efforts were
consolidated in a joint center where they
could both leverage and streamline their
assets and energies. Much of this work
resulted in assessments of enemy unit
locations for immediate targeting.?3
Though American intelligence sup-
port directly contributed to the defeat
of the militants, France’s own intelli-
gence estimates, gathered from decades
of presence in the region, contributed
vitally to success as well. Basically, the
French were already familiar with the
human terrain. They understood the
dynamics of the diverse tribal, ethnic,
and religious stratifications and knew
how to navigate it.34 This understand-
ing is evident in how the French em-
ployed partner nation forces without
upsetting the sensitivities of diverse
identity groups. The fact the French
worked with their African partner forces
so effectively in Mali was the product of
decades of operational deployments in
the region and continued training with
the militaries of their former colonies.??
It is, perhaps, no coincidence that
the formations deployed to Opera-
tion SERVAL, predominantly Marines,
paratroopers, and Foreign Legionnaires
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among others, are the units with a histo-
ry of service in low-intensity conflicts in
austere environments including the Sa-
hel. These units share an expeditionary
culture where they are ready to deploy
at a moment’s notice and operate with
few amenities beyond the basic needs
of survival, which, due to the stretched
nature of SERVAL logistical support,
was all that France could provide them
as they pressed deeper into the Malian
hinterlands.3¢ They performed expertly,
constantly on the move, enduring ex-
treme heat, surviving on field rations,
and living without toilets, showers, or
air conditioning.3” These troops did
not expect much and likewise did not
receive much either, but this dynamic is
actually a source of pride among these

units.4! Furthermore, the French sim-
ply could not maintain the so-called
“Golden Hour” of medical care, where
wounded troops need to be transported
to an adequate level of medical capa-
bility to receive lifesaving care.4? The
French could not meet this standard,
yet they accepted it. The French lead-
ership from President Hollande put
enormous faith and confidence in the
abilities of junior leaders at the extent of
operating lines with limited assets and
few resources. Though again, this was
not unique to Operation SERVAL, as
the French military has an established
culture and history of this.

One could ask if the contemporary
Marine Corps would accept these lev-
els of risk and most would agree the

In many ways, the French victory can be attributed to
their “maneuverist spirit” Perhaps then, the French
have a Iot to teach the Marine Corps about its own

warfighting doctrine.

troops who are accustomed to doing
more with less and demonstrated this
once again with impressive results.8
Furthermore, this French expedition-
ary culture that is comfortable in auster-
ity is also comfortable with risk. To say
that French leadership in Mali accepted
great risk at multiple levels is simple
in the least because they had no other
choice but to. For example, in contrast
to many other Western militaries, the
French chose mobility over protection.
The vehicles France built much of its
combined-arms task forces around were
wheeled and relatively light, though
they provided adequate firepower they
lacked the protection that most Western
militaries crave.>? Additionally, French
communication equipment was insuf-
ficient to cover the enormous distances
between units, nor could their limited
satellite communications equipment
operate on the move.40 The ad hoc
task organization of varied units from
disparate parent units and diverse loca-
tions revealed gaps in networkability
and inability to communicate between
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Marines would not. The French have
a theory about this, in their view, the
“American way” of war is going to
combat under ideal conditions. They
note that U.S. forces have lots of re-
sources and sophisticated assets, from
intelligence, to logistics, to firepower,
and typically will try to leverage all of
these things to locate and destroy the
enemy at long range. Thus the U.S.
military fights luxuriously, which it can
do because it can afford to, while the
French military must often make do
with scarcity. Likewise, French planning
for Operation SERVAL entailed blunt
prioritization of efforts, allocation of
resources, and acceptance of risk in
situations that could not be effectively
mitigated with material solutions.43 So
it seems the French military more so
than other Western forces is prepared to
assume more risk when committing its
forces.44 However, it must be acknowl-
edged that the French did not face a very
organized nor a well-equipped enemy
and acceptance of risk against several
disconnected groups of jihadist mili-

tants is not the same as that against a
trained and structured military with
sophisticated weapons systems. The rea-
son the French were able to accept as
much risk as they did is largely because
of the low-quality enemy they faced.>
Now that being said, hypothetically,
would the Marines accept similar risks
as the French in a similar environment
against a similar enemy? Many would
say no.

The fusion of France’s expedition-
ary culture and willingness to accept
risk lent perfectly to the practice of ma-
neuver warfare, and without a doubt
Operation SERVAL makes for a bril-
liant case study in maneuver warfare,
as surely, Operation SERVAL provides
a clear example of a “rapidly deterio-
rating situation with which the enemy
could not cope.”¢ The French insisted
on a plan that used speed and tempo as
weapons to break the enemy’s cohesion,
and prevent them from regrouping and
establishing hardened positions.#” The
French deployed quickly and responded
faster than anyone could have expect-
ed. When President Hollande com-
mitted his nation to war, his enemies
had the initiative. However, French
forces quickly seized the initiative and
did not relinquish it. Their blitzkrieg
across the Malian countryside dem-
onstrates their advantage was pressed
“relentlessly and unhesitatingly.”8 The
French were certainly “ruthlessly op-
portunistic.” When the “decisive op-
portunity arrived, [they] exploit[ed]
it fully and aggressively, committing
every ounce of combat power [they]
could muster and push[ed themselves]
to the limits of exhaustion,” of both
man and machine.? Boldness, or au-
dacity (“audace,” in French parlance)
is a common virtue in French military
culture and was a common feature of
Operation SERVAL.S? In many ways,
the French victory can be attributed
to their “maneuverist spirit.”! Perhaps
then, the French have a lot to teach the
Marine Corps about its own warfighting
doctrine.

The Marine Corps can take a lot
away from the French and their bril-
liant execution of the crisis response
and offensive phases of Operation
SERVAL. From tangible things such as
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the logistics of rapid deployment into
the theater of operations, the genera-
tion and task organization of forces,
the tables of equipment of vehicles and
the characteristics of their sustainment
and operational capabilities, the benefits
accrued by leveraging years of invest-
ment in security force assistance to
partner nation forces, the unique and
vital contributions of allies and part-
ners, to the less tangible elements such
as the expeditionary culture, audacity,
and the spirit of maneuver warfare in
the French military. Operation SERVAL
should pique the interest of the Ma-
rine Corps most especially among the
branches of the U.S. military. This is
because if a contingency like this were to
occur again and the United States com-
mitted to respond, the Marine Corps
is the Service best aligned to respond
quickly and efficiently, like the French
did. As a result of the Marine Corps’
own boldness, expeditionary culture,
forward deployed posture, and similar
equipment density lists, many of the
aforementioned lesson points are areas
of specific interest to the Marine Corps,
as America’s self-proclaimed “middle-
weight” crisis response force. The only
questions that remain are not if but
when will a crisis like this erupt again
and what shape will the Marine Corps

be in to respond, as it inevitably will.
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The 2020 Nagorno-
Karabakh War

Implications for the Marine Corps

he 2020 Nagorno-Karabakh

War has many implications

for the implementation of the

Marine Corps Force Design
2030. In this article, I will explain my
reasoning for choosing this conflict, the
implications of drone use, the implica-
tions for Reconnaissance and Counter
Reconnaissance (RXR), and an analysis
of a potential future conflict. Through
the lens of these topics, the Nagorno-
Karabakh War validated many concerns
of the CMC regarding the ability to
utilize small, desegregated units with
drones and indirect fires to achieve
battlefield success against an entrenched
enemy with conventional capabilities.

Why Nagorno-Karabakh War

This conflict is particularly useful
because of the incredible complexity of
the problem that is faced in this region.
Considering the risks associated with
direct great power conflict, it is likely
that before engaging directly, great
powers will first use proxy forces in
smaller conflicts to gain an advantage.
In the Nagorno-Karabakh War, we have
such a regional conflict; it is a nexus of
religion, politics, ethnicity, geopolitical
spheres of influence, and remnants of
empire playing into an intricate web
of entangling priorities that at first
glance might be overlooked. Armenia
and Azerbaijan are both countries in
the South Caucasus, both are former
Soviet satellite states, and before that,
both were part of the Russian Empire.
Yet, these two countries are opposites
in many respects. Armenia is an old
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country that some say is descendant
of the people of Colchis mentioned in
the Greek epic: Jason and the Argo-
nauts. Additionally, the Roman Em-
peror Leo the V, also called Leo the
Armenian, reigned in Constantinople
from 813—-820 AD and highlighted
the prominence of ancient Armenian
aristocracy. Armenia adopted Ortho-
dox Christianity as its primary religion
in 301 AD—one of the first to do so.
Armenia continued to be influential in
the region through the medieval period,
with ethnic enclaves in Lebanon and
an Armenian Quarter in the old city
of Jerusalem. After the decline of the
Armenian state with the rise of the Ot
toman and Persian Empires, Western
Armenia suffered through the Arme-
nian Genocide as a part of World War
I while Eastern Amenia was acquired
by Russia in 1828 and they ruled over
the area until the collapse of the Soviet
Union in the early 1990s. Azerbaijan,
on the other hand, can trace its origin
to the military might of nomadic Tur-
kic peoples that burst into the region
post Battle of Manzikirt in 1071 when
the waning Eastern Roman Empire
lost control of the Anatolian plateau.
What we now know as Azerbaijan
was occupied by Turkic peoples and

fell under the sway of various empires
that rose and fell in the region until
the Treaty of Gulistan of 1813 when
Russia assumed control of the area from
Persia. Azerbaijan is a predominantly
Shia Islam country with deep ties to the
wider Muslim world, including Turkey,
which is predominantly Sunni. Russia
occupied the area up until the collapse
of the Soviet Union in the early 1990s.
Adding the complex mountainous geog-
raphy of the area, we see how traditional
borders delineated by prominent terrain
features become impossible to enforce
in the broken landscape of the southern
caucuses resulting in a messy patchwork
of populations with various identities.
Although this brief history does not
due the peoples of these two countries
justice, it brings us close enough to the
present,

In autumn 2020, a six-week war in
the South Caucasus reshaped the
dynamics of a decades-old conflict
between Azerbaijan and Armenia.
The dispute centers on the predomi-
nantly Armenian populated region of
Nagorno-Karabakh (or Mountainous
Karabakh, also known in Armenian as
Artsakh) and surrounding territories
internationally recognized as part of
Azerbaijan.!
The CMC wants the Marine Corps to
be ready to engage in near-peer com-
petition and see two equally matched
modern militaries in a complex region
with both sides having complicated ties
to Russia and Turkey, a NATO mem-
ber, fighting in difficult and contested
terrain is a great laboratory for future
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conflicts. “The autumn 2020 war was a
short but brutal conflict that ultimately
did not resolve the disputed political
status of Nagorno-Karabakh.”> We see
that the platforms and technology both
sides deployed were complex and new
in many ways, but ultimately the con-
flict was a bloody and up-front fight:
“Armenians in Nagorno-Karabakh have
gained a new sense of insecurity, tem-
pered by the presence of Russian forces,
and many remain displaced. A new bal-
ance of power exists between Azerbai-
jan and Armenia, and regional powers
Russia and Turkey have increased their
influence.” This synopsis of the post-
war realities is the reason why this war
is so relevant to Force Design 2030. Two
near-peer competitors utilizing proxy
countries to fight an incredibly complex
small war fighting in broken terrain in a
patchwork land of ethnic, religious, and
linguistic layered identities will be the
most likely battle space of the future.

The Implications for Drones

The implication for drone warfare
from this conflict is a mixed bag. Ul-
timately, a relatively low-cost Turkish-
made drone, the Byraktar TB2, was
able to provide an incredible amount
of lethality to the Azerbaijani armed
forces and give them the maneuver space
to succeed on the barttlefield. Yet, the
Byraktar did not win the war, it was able
to attrite enemy forces, knock out com-
mand and control (C2), and enabled
infantry units to close with and destroy
the enemy. The specifics of this drone
are important, “The Bayraktar TB2 can
operate at an altitude of 8,000 meters
(about 26,250 feet) which makes it dif-
ficult to detect, and can fly for up to 27
hours, with a payload of four missiles.”™
The relative safety at its operational alti-
tude, combined with its time on station
and payload make it a general-purpose
tool that doesn’t compare to the more
advanced U.S. UAVs, but its cost makes
it highly accessible to countries operat-
ing under a budget. One of the more
surprising findings in studying this
conflict was how ineffective Russian-
made air defense systems used by the
Armenian armed forces were in detect-
ing and destroying enemy drones. This
ineffectiveness has led some countries
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to experiment with older ideas of air
defense, particularly some members of
the Singapore armed forces going so
far as to say, “Singapore should con-
sider reintroducing the old-fashioned
AAA (Anti-Aircraft Artillery)”> This
argument presumes precision air de-
fense is not worth the investment in
anti-drone warfare and that accuracy
by volume gives the defending force a
higher chance of survival. The problem
this creates for the defenders is that by
massing forces to defend them with con-
centrated AAA assets, they then become
an easier target to attrite with other fires,
thus allowing drones to achieve their
goals through other means. Although
in this conflict the drone gave a distinct
advantage to the offense, it is logical to
infer that aggressive drone use in the
defense could be equally disruptive and

must now apply an offensive mindset to
our future role as stand-in forces spread
out across INDOPACOM to increase
our lethality in the defense.

The Implications for RXR

The implications for RXR are
closely tied to the evolving nature of
combined arms maneuver warfare. The
Nagorno-Karabakh War showed the
world, “Images of armoured vehicles
being destroyed, regardless of attempts
at camouflage, flooded Western media
outlets as Armenian tanks were swiftly
targeted by armed drones. Azerbaijan
has been steadily building up its force
of UAVs.”” These vivid images became
a feeding frenzy for futurists of every
nation to begin hypothesizing how fu-
ture combined arms maneuver warfare
would be conducted. One of the more

The hider-versus finder competition is real. Losing
this competition has enormous and potentially cata-

strophic consequences.

be utilized to harass troop movements,
attack assembly areas, destroy supply
points, and disrupt formations. In Force
Design 2030, we as a Corps are inclined
to keep this mentality, “As a “stand-in”
force of the future, the Marine Corps
requires a family of UAS capabilities.
We need to transition from our current
UAS platforms to capabilities that can
operate from ship, from shore, and able
to employ both collection and lethal
payloads.” As a stand-in force for fu-
ture operations, the Marines will learn
from this conflict that drones are a
cost-effective means to deny freedom
of movement in the near and deep battle
space, but with this adaptation of drone
warfare, we cannot neglect the defense.
Low Altitude Air Defense will need to
develop tactics techniques and proce-
dures to unravel the gordian knot of
defeating enemy drones without becom-
ing an easier target for other types of
fires. From the Nagorno-Karabakh War,
we know that versatile easily accessible
drones can be a key strength in empow-
ering the offense; the Marine Corps

colorful depictions of how an infor-
mation age army would be structured
and fight includes using UAVs to prep
the battlespace and ground “robots” to
screen ahead of main battle tanks sup-
ported by infantry to clear enemy-held
areas. Force Design 2030 addresses near-
peer competitors and operating in a con-
tested environment, which would imply
that the Marine Corps would have to
deny this futurist army in a contested
battle space. In light of manueverist
warfare getting an overhaul thanks to
ever more advanced drones becoming
more available to every country, the
way Force Design 2030 addresses this
in a unique way: we are abandonin

our tanks and traditional artillery. Al-
though this seems counterintuitive, the
CMC has made it clear RXR is a part
of this shift: “The hider-versus finder
competition is real. Losing this com-
petition has enormous and potentially
catastrophic consequences. This makes
success in the reconnaissance/counter-
reconnaissance mission an imperative
for success.”® Within the Marine Corps,
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we routinely task our air assets with
reconnaissance missions, including our
growing drone assets in both air and
ground components. When it comes to
the reconnaissance mission, the assess-
ment from this conflict is clear: “During
the war, Azerbaijan relied heavily on
the use of drones, including equipment
purchased from Turkey and Israel, to
identify, target, and attack Armenian
defensive positions and armored units.”
The air defense systems of the Armenian
Armed Forces were older Soviet models
that proved ineffective in modern war.
Force Design 2030 asks us to prepare for
the near-peer fight; therefore, we must
assume that we will be operating in
contested airspace, even with our most
advanced drones. Thus, the assumption
is that we cannot rely on drones alone.
In a contested air space, the Marine
Corps must rely on its other forms of
reconnaissance. Internal to the Corps’
ground component we have multiple
units that can provide RXR to the bat-
tlespace, they include but are not limited
to Force Reconnaissance, Amphibious
Reconnaissance, Light Armored Recon-
naissance (LAR), Air Naval Gunfire
Liaison Company, and scout snipers.
These units each have unique histories,
traditions, and capabilities the Marine
Corps should maintain and nurture, but
for the purposes of this article, we will
talk about three groups. The first group
is the Wing and LAAD; for group two,
I will combine Force and Amphibious
Reconnaissance and refer to both as
Recon, and group three is LAR. These
three groups are most relevant to the
hider vs finder problem set. The Nago-
rno-Karabakh- War showed that tanks
and other slow-moving, high-value as-
sets are easily targeted in the modern
battlespace using affordable unmanned
assets. Recon needs to innovate to find
and neutralize assets that can disrupt
larger formations while not being found
themselves. The average Recon team is
six Marines, which makes it relatively
harder to find compared to almost any
other Marine Corps asset that can op-
erate independently. Recon teams also
have the internal capacity to call for pre-
cision long-range fires. Therefore, our
RXR approach should be a combined
arms effor, first using Air and LAAD
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assets we can create a contested airspace
that denies enemies the advantage the
Azeri forces had. Second, we combine
Recon’s survivability and fires assets to
find and destroy enemy C2 nodes and
heavy assets with precision long-range
fires achieving similar effects to the
Azeri forces. Third, we leverage LAR’s
speed and firepower to conduct recon-
naissance in force, finding and fixing
enemy forces with fires long enough to
allow the infantry time to close with
and destroy the enemy. A caveat to LAR
is that without tanks it would be ben-
eficial to consider potentially bringing
back a light armored mobile artillery
vehicle like the Marine Corps M50A1
Onto. This Vietnam-era platform had
6x 106mm M40A1C recoilless rifles on

a mix of Han, Cantonese, and Hakka.
Within the cities, there is also a small
but economically influential Muslim
population. The central valley is less
populated with aboriginal peoples who
mainly practice agriculture. During a
particularly contentious election, the
Pro-Beijing Party lost the election but
claimed the election was invalid and
took control of the northwest quadrant
of the island and asked China to in-
tervene on their behalf to protect the
rights of ethnic Han Chinese citizens.
China has supplied war material and
volunteer units are being fed into the
conflict to give the Pro-Beijing govern-
ment an advantage. The Ryu demo-
cratic government has begun withdraw-
ing forces to the south where they have

Movement would be much slower in this type of war-
fare to ensure that in the hider versus finder game we

remain the finder.

asmall, tracked vehicle. LAR supported
by such a platform would fill a critical
gap with our divestment of tubed ar-
tillery and tanks by creating a “horse
artillery” concept for highly maneu-
verable forces that could quickly apply
artillery support to maneuver elements,
then withdrawal to positions that would
be more advantageous to survivability.

A Hypothetical Future War

For our scenario, a fictional island
nation in the South China Sea known
as Ryu has existed for the past several
hundred years as either a client state or
close allied territory of Imperial China.
Post-World War II it gained indepen-
dence and went through several decades
of low-intensity conflict with various
ethnic/religious/political conflicts but
emerged in the early 90s as a demo-
cratically governed regional economic
power. Ryu is an oval-shaped island that
has two mountain ranges that run along
its eastern and western shores creating
gently sloping shorelines that meet in
a large central valley in the center. The
island is ethnically diverse with coastal
cities being majority Chinese but with

greater support from the population;
at this point, the United States and its
allies agree to send in military forces to
help re-take control of the island. The
Marines utilize LAAD and air power
embedded with Ryu military forces to
contest airspace and create gaps in the
enemy collection. This would allow
us to identify named areas of interest
to be passed to ground units that can
exploit windows of opportunity in the
contested airspace to maneuver. This
would facilitate Recon teams to insert
and infiltrate positions on good cover
and concealment to observe enemy forc-
es in their rear areas. Movement would
be much slower in this type of warfare
to ensure that in the hider versus finder
game we remain the finder. Recon must
be aware of ground sensors, small tacti-
cal drones employed by enemy small
units, and enemy security patrols, but
ultimately, they identify a gap in the en-
emy lines that can be exploited by LAR
to penetrate and fix an enemy company
defending key terrain. Utilizing a night
movement, LAR conducts route recon
and assumes an attack by fire position
that allows them to suppress the en-
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emy company with direct fire weapon
systems long enough for a battalion of
Ryu military forces to follow in trace
and close with and destroy the enemy.
While we consolidate our gains, our
recon elements will immediately turn
to counter reconnaissance and utilize
LARSs’ advanced optics to penetrate the
terrain in search of enemy recon units
seeking to disrupt friendly units as we
transition to the defense. U.S. Recon
elements will move to new positions
that would provide them advantages
views of enemy avenues of approach,
and LAAD assets would move forward
with the main units to provide protec-
tion from enemy air assets.

The Nagorno-Karabakh has many
lessons for the Marine Corps as we seek
to implement Force Design 2030. We
need to embrace drone warfare capabili-
ties without becoming obsessed with a
particular platform. LAAD and drone
assets must work in concert with each
other to contest air space and facilitate

the maneuver of friendly units. Recon
must become adept at avoiding ground
sensors, sUAS systems, and advanced
optics—and LAR must be prepared
to assume a more aggressive role in
conducting reconnaissance in force by
leveraging its direct fire assets. These
concepts if applied correctly through-
out the chain of command can produce
great results in the RXR space and can
lead to greater lethality in the Marine
Corps. Azerbaijan leveraged technology
and training to close with a destroy the
enemy to great effect, the Armenians
relied on legacy systems and training
to their detriment. The Marine Corps
must embrace new methods to produce
the benefits of maneuver warfare in the
future.
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cyberspace operations are changing the character of
war in the 21st century. How does this change drive
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MAGTF retain a competitive advantage in the future

operating environment?
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The Paradigm Shift

Comparing the Force Design 2030 initiatives to the war in Yemen

he Marine Corps, throughout

its history, has always been

fighting for existence. This

constant struggle for survival
gave rise to a force-in-readiness culture
that morphs, adapts to, prevails over the
Nation’s enemies—whatever the form
may be. That innovative spirit divulged
from a constant perpetual state of re-
invention and adaption that is rooted
in a strong cultural heritage. Charles
Darwin captures the importance of
adaptability in the following quote,
“It is not the strongest of the species
that survives, nor the most intelligent.
It is the one that is most adaptable to
change.” The Marine Corps exempli-
fies the notion of adaptability and is
always rising to the occasion to defeat
new enemies.

The Transition from Small Wars to
Attrition Warfare

Leading up to World War I, the Ma-
rine Corps was small-scale and focused
on guard duty aboard ships, protecting
Navy yards, and keeping order in nearby
cities (if called upon). The expeditious
mindset was ingrained early on, and the
Marine Corps evolved into a military
arm of the State Department with a
heavy focus on small wars. Small wars
are operations tasked under executive
authority, which combines military and
diplomatic pressure to stabilize the state
to preserve life and the interest of the
United States.? This focus on small wars
shaped the Marine Corps’ reputation
as a force-in-readiness and highlighted
their versatility. The Marine Corps capi-
talized on its naval roots and maneu-
ver warfare acumen to set conditions
to be an expeditionary quick reaction
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force. Their reputation as fierce warriors
would be shaped by triumphant battles
during the Barbary Wars, War of 1812,
Mexican War, Spanish-American War,
and the Boxer Rebellion (just to name a
few). However, the United States’ entry
into World War I would require the
Marine Corps to quickly transform into
a large-scale land-locked warfighting
organization. Leading up to World War
[, the Marine Corps had to significantly
shift its structure, training, and mindset
to prepare for a land-locked war that
emphasized trench and attrition war-
fare.

The Marine Corps ex-
emplifies the notion of
adaptability ...

The style of warfare in France (trench
warfare) was contrary to the Marine
Corps’ previous experiences. They had
to urgently create a suitable strategy, or
they would be relegated to irrelevancy.
Gen John A. Lejeune noted, “We had
no organized regiments in the United
States. All our organized forces, except
a few small companies, were in Haiti,
Santa Domingo, and eastern China.”
In short, this was a no-fail opportunity
for the Marine Corps; if they missed

this chance, it may have led to their
demise.

The Marine Corps was not struc-
tured in a way that would support such a
large commitment. They had four small
regiments, and only one of them was
stationed in the United States. These
regiments went through no structural
changes since the Civil War and were
not at their full strength.* Consider-
ing this, the Marines had to quickly
re-organize, train in a unique style of
warfare, and compete with the Army
for resources.

After intense political maneuvering
and wrangling, the Commandant of
the Marine Corps, George Barnett,
was directed by the Secretary of the
Navy to “organize a force of Marines
to be known as the Fifth Regiment of
Marines for service with the Army as
part of the first expedition to proceed to
France.” This basic order would change
the Marine Corps forever.

As of April 1917, the Marine Corps’
total strength was 13,725 and they
would have to grow the force quickly
without losing their unique culture, dis-
cipline, and warrior spirit.® Despite the
odds, they were able to keep their high
standard and create a training regimen
that was oriented toward the war in Eu-
rope. This adaptability was remarkable
and made a significant difference dur-
ing the war. Their legacy would forever
be cemented and the individuals that
earned their stripes on the battlefields
of World War I would go on to lead
the Marine Corps through World War
I, which was another example of the
Marine Corps’ exceptional malleability.
This historical context is one of many
examples of how the Marine Corps’
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unique culture of adaprability is an es-
sential element in fighting the Nation’s
battles.

Yemen, a Flash Point (Recent Conflict
that Occurred Within the Past Ten
Years)

In 2014, a civil war broke out be-
tween the Houthi Shiite rebels and the
Sunni-led government. The Houthi reb-
els successfully occupied the capital and
demanded that a new government be
instituted. After a series of negotiations,
the rebels took control of the presiden-
tial palace and forced the resignation of

markets and generated a humanitarian
crisis, which has a considerable effect
on the United States’ interests.

The Evolution of Houthi’s Tactics
The Houthi Rebels started by em-
ploying crude tactics, but nonetheless,
they were able to fight the Yemeni gov-
ernment to a stalemate in four key prov-
inces, seize strategic towns, and estab-
lished tactical positions near the Saudi
Arabia border.!0 Their tactics evolved
from rudimentary acts to sophisticated
tactics such as ballistic missiles and
drone attacks.!! Their tactical advantage

The Houthi Rebels are an example of a non-state actor
that achieved power militarily, politically, and even or-
chestrated alliances with international nation-states.

the President and his government.” This
set-in motion a proxy war between a
coalition of Gulf States (primarily Saudi
Arabia) and Iran, which was a power
struggle between the two different Mus-
lim sects, the Sunni and Shia.

The Yemen War has regional im-
plications because Iran was supplying
the Houthis with weapons and support,
while Saudi Arabia was attempting to
restore and strengthen the Sunni leader-
ship. According to the UN, it is esti-
mated that 377,000 people died because
of the conflict.® Iran’s strategy was to
increase its influence and the method
chosen was irregular warfare. Their in-
direct approach is effective because it
allows them to attack key infrastructure
like the oil and gas industry through a
third party, which gives them deniabil-
ity. In the case of Saudi Arabia, gas and
oil account for 50 percent of their gross
domestic product, and cyberattacks
and sabotage have a dramatic impact
on their national interests.” Moreover,
Iran is a direct competitor to them in
this market, which gives them further
motivation to weaken Saudi Arabia’s oil
production capacity. The United States,
China, Europe, and the rest of the world
are impacted by international affairs
that affect the global oil market. This

conflict increased instability in the oil

Marine Corps Gazette ® September 2022

stemmed from their strategic alliances,
intelligence from the local tribes, and
their established network of checkpoints
and patrols of the areas.!? The Houthi
Rebels developed into a highly capable
fighting force. They concentrated on
obtaining capabilities that gave them
a competitive advantage; at the same
time, they attacked their enemy’s criti-
cal vulnerabilities. Their ability to align
themselves with powerful international
allies and successful battlefield exploits
fueled their recruiting efforts and in-
creased their will to fight. Moreover,
their military training program and
military structure became much more
organized and sophisticated.!? Overall,
the Houthi Rebel’s rise to prominence
demonstrates how a non-state faction
can quickly gain power and destabilize
a government/region.

The Houthi Rebel military capability
makes them a difficult adversary. Their
forces blend in well with the local popu-
lation because they do not wear formal
uniforms and carrying weapons is com-
mon in Yemenis culture. They main-
tain an extensive human intelligence
network that gives them the advantage
of surprise and seizing the initiative.l4
This network of informants provides
information to Houthi commanders
on movements or potential targets and

the Houthi commanders then launch
drones to track their enemy’s move-
ments. Then, their combat forces flock
to the target in an ambush-style attack,
using combined arms and speed, which
tends to overwhelm the target. This net-
work of units is loosely affiliated and
operates semi-autonomous, which gives
them a significant advantage because it
is difficult to intercept communication
and gather intelligence on them.! It
also reduces their reliance on electronic
communication and allows them to op-
erate linearly. Flat organizations have
the advantage of decentralization, which
makes them extremely unpredictable.
They can achieve this level of synergy
because they do not have contracts or
force rotations, and they operate on
their own land. Another factor is that
the Saudis bankroll the Yemen govern-
ment’s war machine, which sets condi-
tions for corruption because they tend
to focus on money and do not have
the same level of fervor to defeat the
enemy.'® The Houthi Rebels are an ex-
ample of a non-state actor that achieved
power militarily, politically, and even
orchestrated alliances with international
nation-states. They threaten to destabi-
lize the region and the oil market and
potentially could obtain weapons of
mass destruction, which would inten-
sify their threat posture.

The United States fought two pro-
tracted insurgency-driven wars, which
can be compared to the war in Yemen.
The United States has the most power-
ful and capable military in the world
but facing this type of adversary goes
well beyond tactical and technological
advantages. The 2018 National Defense
Strategy directed the Marine Corps to
focus on peer-level competition in the
Indo-Pacific region. To succeed, the
Marine Corps must make significant
changes to shift focus from inland to
littoral and from non-state actors to peer
competitors.!” Once the Marine Corps
makes this change, can they succeed in
a situation like the war in Yemen?

Implications-the Marine Corps and
Force Design

The first area to analyze is the re-
duction in the Marine Corps’ size and
capacity. A protracted war with the
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Houthi Rebels would result in a heavy
toll on manpower. The Houthis’ lack
of reliance on technology and their
vast network of human intelligence
place them at a significant advantage
on their turf. The assumption that
the Marine Corps will not receive ad-
ditional resources, forced the Marine
Corps to divest infantry battalions and
the proportional reduction in related
supporting organizations.'® In addi-
tion, the Marine Corps is shifting its
primary focus to the Indo-Pacific re-
gion, which will require expertise in
naval operations. This shift requires the
Marine Corps to restructure in a way
that maximizes its efficiency in joint,
naval, and in littoral operations in a
contested environment. This type of
approach will require the Marine Corps
to be lighter, more decentralized, and
more capable to leverage technology.
The Houthi Rebel’s military structure
is reliant on archaic tactics, minimal
technology, and human intelligence.
They use their human intelligence to
eliminate the enemy’s center of gravity
and destroy their morale. Their type of
maneuver warfare can pose a particu-
larly complicated problem for militaries
that rely on conventional and techno-
logical methods of warfare. To maintain
relevancy in an irregular-style war, the
Marine Corps would have to maintain
its Regional and Culture Studies Pro-
gram and possibly establish reserve units
that focus solely on irregular warfare.
This would give the Marine Corps a
baseline if they were directed to engage
an enemy like the Houthi Rebels.
From a tactical standpoint, the ex-
peditionary advanced base operations
(EABO) style of warfare may be inef-
fective in destroying the Houthi Rebel’s
formal military structure. The EABO
concept does create a culture of inde-
pendent, dispersed, and decentralized
operations; however, this would not
place the Marine Corps at a strategic
advantage over the Houthis. For one,
it is centered on naval expeditionary
operations, and two, it does not provide
the logistical or manpower footprint
required to wage a protracted land-
locked fight against a dug-in and mo-
tivated insurgent force. Moreover, the

EABO concept appears to be heavily
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contingent on small teams that have
years of training in emerging technolo-
gies, vast in-depth training in critical
thinking, and years of team-oriented
training. The Marine Corps™ current
turnover rate and deployment ratio
do not increase the chances of EABO
success. To counter this, the Marine
Corps must follow its guidance in the
Talent Management 2030 Plan, man-
power managers must view continuity
as, “a vehicle for improving training,
increasing unit stability, and reducing
the stresses we place on our families.!
This has a direct correlation with aging
the force, retaining talent, and improv-
ing unit proficiency.

capability. The goal is to increase im-
plicit communication, which would
have many benefits. The current Marine
Corps culture tends to be a hierarchi-
cal organization that relies on effec-
tive command and control. The Ma-
rine Corps does capitalize on enlisted
leaders and junior officers to have the
confidence to act in extreme conditions
with certainty; however, the proposed
change discussed in the Force Design
would take a radical departure from the
current approach to warfighting. For
instance, to achieve the level of implicit
communication, it would require that
the force be aged appropriately, and
units stay together for a much longer pe-

The ability to build human networks, intelligence net-
works, and sustain combat that demoralizes the en-
emy takes a considerable amount of time, treasure,

and blood.

The Force Design places the Marine
Corps at a competitive advantage as it
pertains to naval-oriented operations.
For instance, the force design calls for
increased capability in asymmetrical
advantage in maritime gray zone op-
erations. The Houthi Rebels fuel their
insurgency by receiving weapons and
support from Iran. One method that
Iran employs is to ship weapon caches
via the Arabia Sea through deceptive
fishing vessels.?? The Marine Corps im-
proved tactical capability in maritime
gray zone operations could significantly
impair Iran’s ability to get weaponry to
the Houthi Rebels. This would allow
the land portion to focus on other ar-
eas of approach to effectively interrupt
their re-supply. This would also take a
heavy footprint of human intelligence
coupled with improved maritime gray
zone operations. Enhancement in the
area would give a significant capabil-
ity to the Marine Corps and improve
maneuver warfare when the sea/ocean
is a factor.

The Force Design campaign calls
for minimization of attachments and
increased unit cohesion with organic

riod. The current manpower structure,
policy, and processes result in a critical
flaw in accomplishing this level of syner-
gy. This, however, is exactly what would
be required to battle the Houthi Rebels.
To achieve success in the Houthi Rebel
scenario, the Marine Corps would have
to be prepared to maintain the same
personnel in the region for an extended
period. This would take a psychologi-
cal commitment that would only be
successful if the Marines felt they were
truly defending their family, homeland,
or way of life. The ability to build hu-
man networks, intelligence networks,
and sustain combat that demoralizes
the enemy takes a considerable amount
of time, treasure, and blood. The six-
month rotation method hinged on suc-
cessful turnovers; however, the high
rate of turnover diminishes trust and
gives the local populace the sense that
Marines are there temporarily. On the
other side, the Marines may focus on
returning home and getting through
the deployment vice establishing key
relationships. There is no staying power
established, which would make the en-
tire effort to defeat the Rebels futile.
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Furthermore, the American people
would quickly lose patience, which
translates to Congressional pressure to
return home. Immersing units into the
local population comes with heavy risk
but can only be achieved through trust.
This level of trust would require the
Marine Corps to demonstrate to the
population that they will be there for
the long haul, but once the impression
of occupation is established, it will all
come crumbling down.

The main question is if the Marine
Corps transitions from a typical conven-
tional capability to a capability focused
on technology, will they be able to pivot
to a land-locked, counterinsurgency-
style war. The Marine Corps is mak-
ing considerable changes to manpower,
training, and equipment, which will
undoubtedly affect the organizational
culture. The Marine Corps is moving
away from artillery such as howitzers
and mortars to a more sophisticated
long-range precision weaponry. The
HIMARS and the Ground/Air Task-
Oriented Radar System supply a sizeable
capability in Indo-Pacific operations.
HIMARS is an improved capability
that can be effective in both types of
contested environments. There is an
ability to load it on a transport plane
and quickly set it up to conduct a fire
mission. To exemplify this point, HI-
MARS was used in Afghanistan in 2018
to destroy a strategic compound used by
the Taliban.?! In addition, the Ground/
Air Task-Oriented Radar System is de-
signed to be expeditiously employed.
This upgraded capability in artillery
and radar systems can be effective in
both styles of warfare. This capability
would possess the speed and efficiency
to destroy targets in a near-peer conven-
tional scenario and a counterinsurgency
environment.

The next area of contention is the
Marine Corps’ decision to divest tanks.
Tanks have many benefits; however,
the Marine Corps is moving towards a
more nimble and quicker force. Tanks
require heavy maintenance and a logisti-
cal footprint. The logistics requirements
become vulnerable in an insurgent envi-
ronment. The Houthi Rebel’s ability to
swarm vulnerable convoys would pose
a significant risk to tank operations.
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In addition, this capability would be
even less effective in the Indo-Pacific
Theater. To maintain the potential to
effectively use tanks, the Marine Corps
will have to increase training with the
Army. The Marine Corps must main-
tain tactical training scenarios that in-
clude joint forces, specifically with the
tank capability of the Army. Overall,
the benefits of having tanks are out-
weighed by the need to be quick and
nimble. The Marine Corps’ new Am-
phibious Combat Vehicle does provide
fire support, necessary speed (ship to
shore), and armored protection, which
will give some tank-related capability.

The Force Design 2030 plan does re-
quire that the Marine Corps improve
their UAS package to have the capa-
bility to have a collection and lethal
payloads.?? The Houthi Rebels dem-
onstrated the effectiveness of UAS
operations in their environment. The
Marine Corps improved UAS could also
be highly effective in a ship-to-shore
scenario and a land-locked style war-
zone. The Marine Corps’ UAS upgrade
also includes capabilities for a small unit
(down to the squad level), which will be
highly effective in the Littoral Opera-
tions in a Contested Environment and
a situation like the war in Yemen. In
addition, cyberwarfare capabilities will
be essential in both types of environ-
ments. The Marine Corps must invest
heavily in this capability because all fu-

People are inherently
resistant to change ...

ture wars will involve cyber and space.
Developing and retaining personnel
with the specialty will be key in estab-
lishing the versatility needed, but the
Marine Corps must always remember
the lessons learned from World War I
and maintain its high level of discipline
and warrior culture and stay true to its
legacy.

Managing Change
The Marine Corps Force Design 2030
plan will drastically improve the Marine

Corps’ posture to defeat enemies in a
complex digital environment grounded
in technology and will also preserve the
Marine Corps foundation of adaptabil-
ity and the first to fight mantra. The
capabilities gained far outweigh the ca-
pabilities lost and will modernize the
force to fight wars of the future. The
core principles laid out in the Force De-
sign 2030 plan will also provide versatil-
ity in counterinsurgent environments
similar to the war in Yemen. The key to
success is to continue to remind Marines
of the Corps’ rich history and tradition.
This tradition is riddled with examples
of being bold, looking ahead vice fight-
ing wars of the past, and having the
mindset that sets conditions for quick
adaptation to new threats. The change
management process is what will make
or break the successful employment of
the new initiatives. This is a change that
can take a generation of Marines and
the change requires a complete belief
and trust in the policies and the lead-
ership. People are inherently resistant
to change, so consistent and frequent
communication will mitigate potential
change management shortfalls.

To close out, Niccoldo Machiavelli’s
quote on change accurately captures the
challenges facing the Marine Corps.
Despite these challenges, the Marine
Corps must stay the course and con-
stantly look for ways to adapt and in-
novate to face new threats:

It ought to be remembered that there
is nothing more difficult to take in
hand, more perilous to conduct, or
more uncertain in its success than to
take the lead in the introduction of a
new order of things. Because the in-
novator has for enemies all those who
have done well under the old condi-
tions and lukewarm defenders in those
who may do well under the new. This
coolness arises partly from fear of the
opponents, who have the laws on their
side, and partly from the incredulity of
men, who do not readily believe in new
things until have had a long experience
of them.23

Ultimately, the success of the Marine
Corps is rooted in the individual Ma-
rine, the culture of excellence, and the
remembrance of their proud legacy. The
Marine Corps is duly suited to take
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on this momentous change and keep
a culture of adaptability. Whether it is
going from sea-based maneuver war-
fare to trench warfare, to the island-
hopping campaign of the Pacific, to the
cold weather mountain environment of
Korea, to the jungles of Vietnam, to
the land-locked insurgent war in Iraq
and Afghanistan, the Marine Corps has
always adapted and used its culture of
fierce warfighting to win the Nation’s
battles.
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Dissent Done Right

Military leaders, doctrine encourage criticism

hen a Marine Corps

lieutenant colonel was

relieved of his com-

mand in August 2021
for publicly criticizing military leader-
ship on social media, Maj Brian Kerg
received a message from one of his best
Marines.

Kerg, a communications officer and
operational planner, had written more
than a dozen articles for a military jour-
nal. Some of the articles were critical of
military practices.

The first lieutenant who messaged
Kerg wanted to know why LtCol Stu-
art Scheller was facing negative conse-
quences for his public criticism of senior
leaders, while Kerg had never been in
trouble for his writings.

“He messaged me and he had that
question,” Kerg told Leatherneck. “Hey

sir, what’s going on here? You write ar-

by 2ndLt Kyle Daly

>2ndLt Daly is a former journalist
who enlisted in the Marine Corps
in 2016. He commissioned in 2021
and is currently stationed in San
Antonio, TX, undergoing training as
a UAS officer.

ticles that are critical of things, and
sometimes, pretty assertively so. Mean-
while, this guy comes along, and he’s
being critical as well, but he’s getting
canned. His career is over.”

Kerg initially wrote the Marine a
lengthy response, trying to answer all
his questions and concerns. But then
he realized, that if one person had this
concern, others did as well.

That lengthy response morphed
into an article that was published in
the September issue of the U.S. Naval

A non-commissioned officer leadership discussion aboard Camp Lejeune, NC. During the
class, the non-commisioned officers were given various situations involving moral/ethical
dilemmas and asked how they would handle them, such as if they caught a fellow Marine
drinking underage. (Photo by Sgt Melissa Latty.)
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Institute’s monthly journal Proceedings.
The article, “How Active-Duty Officers
Should Ciriticize Policy and Practice,”
explained that criticism is not only al-
lowed in the sea services but encour-
aged. However, Kerg writes, it must be
done appropriately and in a professional
manner.

“There is a fine line between honest
critique and undermining faith in the
chain of command,” Kerg writes in his
article. “On one side, servicemembers
are given wide latitude to vigorously
debate policy and practice. On the
other, members risk conflating private
opinion for official policy, can abuse
the privilege of their office, and set bad
examples to those they are charged to
lead. This issue is simultaneously simple
and complex.”

The “fine line” that Kerg writes about
in his article seemed to fuel confusion
and debate among veterans and civil-
ians who commented on LtCol Stuart
Scheller’s first video post, which was
uploaded on Facebook and LinkedIn.

Scheller, a seventeen-year infantry-
man and the commanding officer of
Advanced Infantry Training Battalion-
East, posted the video just hours after
news broke that thirteen servicemem-
bers—eleven of them Marines—had
died in a bombing at the Hamid Karzai
International Airport in Kabul, where
the U.S. military was engaged in efforts
to evacuate personnel from the coun-
try. Scheller filmed himself talking into
the camera, wearing his uniform that
showed his rank insignia, name, and
branch of Service. Scheller criticized
the way in which top military leaders
handled the Afghanistan withdrawal
and were not admitting to possible mis-
takes.

“People are upset because their senior
leaders let them down, and none of them
are raising their hands and accepting
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accountability or saying, “We messed
this up,” Scheller said in the video.

Scheller would go on to make other
video posts despite instruction from his
command not to do so. He was eventu-
ally court-martialed and at a hearing
in October, pleaded guilty to various
charges, including conduct unbecoming
an officer and a gentleman. In social
media posts in August, he said he re-
signed his commission. By December,
he was out of the Marine Corps. Scheller
wrote a book called Crisis of Command.:
How We Lost Trust and Confidence in
America’s Generals and Politicians. It was
published by Knox Press and will be
distributed by Simon and Schuster in
September 2022.

On Simon and Schuster’s website, a
description of the book states: “Scheller
spoke out, and the generals lashed out.
In fact, they jailed him to keep him
quiet ... Now Scheller is free from the
shackles of the Marine Corps and can
speak his mind.”

According to Stars and Stripes, the
first video Scheller made received more
than 300,000 views, 22,000 shares on
Facebook and LinkedIn, and more
than 4,000 comments within the first
24 hours.

One commenter, who identified him-
self as a medically retired gunnery ser-
geant, wrote “you do not help troops by
showing you have no confidence in the
leadership. He’s harming the Marines
who will have to deploy to this combat
zone to unscrew this disaster, because
if you don’t follow orders, you can have
no discipline ... I do not disagree with
what he said at all. But he needs to hang
up the uniform and then say it.”

Another commenter, who also identi-
fied as a veteran, had a different take:
“This LtCol put his neck out on the
line for the Marines. He should not be
punished or chastised for doing so. We
should see leaders who are willing to sac-
rifice everything for their Marines, and
far too often we see leaders who would
sacrifice their Marines for everything.”

Kerg read the comments on Scheller’s
video post and received questions from
people he knew. In his article, he wrote
that an analysis of the viewpoints re-
vealed confusion about “the essential
issue.” Kerg summed up that issue in
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one question: “Is honest, frank critique
of policy and practice truly permitted?”

His answer: “Yes, it is!”

Members of the military, including
junior enlisted and young officers, are
allowed to openly disagree with their
superiors and express criticism of policies
and practices. In the decision-making
process at the tactical level, young offi-
cers are taught to listen to their subordi-
nates’ concerns. And with major policies
and practices drawn up by commanders
who operate at the strategic and opera-
tional levels, forums, such as military
journals, exist for individuals of all ranks
to voice their ideas and concerns in a
public setting.

security publication War on the Rocks
in December 2021. Macander said the
inspiration for the article, “How to
dissent without losing your career, or
your Republic,” came from the Scheller
episode and a media narrative that the
military was stopping servicemembers
from being allowed to dissent.

“That’s not the case at all,” Macander
told Leatherneck. “You just have to do it
within a certain manner. And you have
to be professional while you're doing it.
I think the more people that say that,
the better. And the more venues that
are publishing it, the better.”

As a commander, Macander, a com-
bat engineer officer, said she encour-

Members of the military, including junior enlisted and
young officers, are allowed to openly disagree with
their superiors and express criticism of policies and

practices.

Dissent—specifically, loyal dissent,
or being critical while remaining loyal
to the institution—is encouraged.

This encouragement has come in the
form of doctrinal publications as well as
public writings and speeches by senior
military leaders. Numerous articles and
essays—including Kerg’s—have been
written about how to engage in that
dialogue in a professional manner.

During a lecture at West Point in
2008, then-Secretary of Defense Rob-
ert Gates told future Army officers that
he was impressed with how the Army’s
professional journals allow officers to
critique their leadership.

“I believe this is a sign of institutional
strength and vitality,” Gates said. “I en-
courage you to take on the mantle of
fearless, thoughtful, but loyal dissent
when the situation calls for it. And,
agree with the articles or not, senior
officers should embrace such dissent
as a healthy dialogue and protect and
advance those considerably more junior
who are taking on that mantle.”

LtCol Michelle Macander cited
Gates’ comment on loyal dissent in her
essay published in the online national

aged honest opinion and feedback up
to the point when a decision was made.
“And then once a decision is made, you
step out smartly,” she said. Macander,
who was assigned as a military fellow
at the Center for Strategic and Interna-
tional Studies, said this form of dissent
is taught at the tactical level, but she
believes it transcends up.

Marine Corps doctrinal publications
describe this type of loyal dissent.

MCDP 1, Warfighting, states that un-
til a commander has reached a decision,
“subordinates should consider it their
duty to provide honest, professional
opinions even though these may be in
disagreement with the senior’s opin-
ions.” But once that decision is reached,
“juniors then must support it as if it
were their own.”

Warfighting also states that senior
leaders must encourage candor among
subordinates and that compliance for
the purpose of personal advancement
will not be tolerated. MCDP 7, Learn-
ing, goes a step further, saying that “all
Marines prepare themselves to become
leaders by exercising humility and being
open to constructive feedback.”
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Marines officers are given the opportunity to interact with senior leaders starting at The Ba-
sic School. Here the former Secretary of the Navy, Ray Mabus, speaks to new lieutenants
about the future of the Marine Corps. (Photo by Sgt Cuong Le.)

A “Precious Mechanism”

MCWP 6-10, Leading Marines, ref-
erences an article written in 1986 by
then-retired LtGen Victor H. Krulak.
Krulak’s essay, “A Soldier’s Dilemma,”
published in the Marine Corps Gazette,
lays out a set of rules for subordinates
on how to dissent and rules for com-
manders on how to accept criticism.

In the essay, Krulak emphasizes mul-
tiple times the importance of using the
chain of command. Krulak describes
the chain of command as “the precious
mechanism by which all military activ-
ity is driven.”

“The dissenter should use it,” he
writes.

The dissenter should put their idea
on paper and take to it to their im-
mediate superior. However, Krulak
acknowledges, a superior might not be
interested in adopting the idea that a
dissenter sets forth. In that case, the
dissenter should seek the highest au-
thority involved in the issue but with
his immediate supervisor in the know.

“But the key point is this: The idea
is now in the open, well-developed and
well-expressed,” he writes. “And some-
where in the chain of command there
may just be someone with the interest
and perception to take up the cause—if
it’s a good one.”
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Deciding to make a public social
media post instead of using the chain
of command to air a grievance was
one point brought up several times by
commenters on Scheller’s video post.
One subject of contention among com-
menters was whether to trust the chain
of command since senior leadership was
the target of Scheller’s grievances.

“The chain is fractured,” one com-
menter said. “I have never seen such
loss of confidence in my adult life.”

Having faith in the chain of com-
mand is a piece of advice offered in a
1998 article written by Marine Corps
LtCol Mark E. Cantrell. The article,
published in Marine Corps Gazette, was
titled “The Doctrine of Dissent.” In the
essay, Cantrell suggested that the mili-
tary “develop a doctrine for dealing with
dissent and the mistakes that inspire it.”

Like Krulak, Cantrell was writing
about the loyal dissenter, or a person
who has a disagreement with an idea but
remains loyal to the institution and his
command. Also like Krulak, Cantrell
writes that if the dissenter is unable to
the change their superior’s mind, and
if the issue is important enough, then
they should go to the next person in
the chain of command while having
the courage to inform their immediate
superior that they are taking this route.

“Stick to your chain of command,”
Cantrell writes. “Right or wrong, you'll
make few friends by going to the press
or Congress to resolve a problem that
could have been corrected by Marines.
If you are right, there is a Marine some-
where in that chain who will see it.”

Cantrell’s article is mentioned in
another article written by George E.
Reed, a former Army officer and cur-
rently the dean of the School of Public
Affairs at the University of Colorado
Colorado Springs. The essay, “The Eth-
ics of Followership and the Expression
of Loyal Dissent” was presented at the
International Leadership Association’s
annual conference in 2012. Reed holds
a doctorate in public policy analysis and
administration and is an expert on the
subject of leadership.

He writes that Cantrell’s essay
seemed to be aimed at junior Marines
since a person of a higher rank has fewer
people to appeal their concerns to. “His
faith that a Marine somewhere in the
chain will recognize a position as right
might strike some of us as hopeful at
best and quite possibly naive, yet the
respect for the better nature of the or-
ganization that his approach connotes
seems commendable,” Reed writes.

Reed’s essay, which did not exclusive-
ly focus on dissent in the military, states
that the military might be unique in
that it puts great emphasis on expressing
dissent within the organization before
one decides to take an idea or concern
public. “Few other organizations em-
phasize the chain of command to such
an extent, but most would agree that
one should give the existing authorities
a full opportunity to address a problem
before taking it over their heads,” he
writes.

In speaking with Leatherneck, Reed, a
retired Army colonel, said if a person is
dissenting in the military because they
think they have a better idea than a su-
perior or they are critical of a superior’s
decision, one of the problems they might
face is “rank perspective.”

“The world I saw as a second lieuten-
ant and my concerns and what I cared
about were in many respects limited
by my role and my experience,” Reed
explained. “My perspectives as a colonel
were very different. And I'm sure the

www.mca-marines.org/gazette 95



perspective of the Secretary of Defense
were very different from the one I had.”

While researching the topic of loyal
dissent, Reed recalls coming across lit-
erature written by a service member who
advised the dissenter to begin with the
assumption that their senior leadership
is privy to information that they are not.
“You need to start with that assump-
tion,” Reed said. “That they may know
something that you don’t because of the
limitations of your perspective.”

That does not necessarily mean that
is the end of the story, Reed explained.
But it should be the starting point for
the dissenter.

In a written statement Scheller gave
at his court martial, Scheller said he
believed that addressing his concerns
“within the chain of command would
be ineffective.”

“I knew my complaints would nev-
er be heard by the Commandant, the
SECDEF, the Chairman of the Joint
Chiefs, or the American people if I went
through the proper channels,” he stated.

In early June, Leatherneck reached
out to Scheller via a private message
on LinkedIn to gain his perspective on
how he delivered his initial message and
whether there was another way to make
an impact and have his concerns ad-
dressed. Scheller responded by criticiz-
ing the focus of this article, and then
posted a screenshot of his response on
his public LinkedIn and Facebook
pages, which, as of the publication of
this article, can still be viewed.

Scheller, however, did expand on his
views in a February video interview with
Marine Corps Times, stating his belief
that the proper channels are “broken.”

“I thought about this beforehand,”
Scheller said. “Does going through the
system, via IG complaint, request mast,
all of these processes, would that be ef-
fective? And I came to the conclusion
that it wouldn’t be, based on my ex-
periences of watching these processes
before. And so everyone wants to talk
about these processes, but they don’t
address why they’re broken.”

”Emotions in the Background”
LtCol Macander’s War on the Rocks

article offers several criteria servicemem-

bers must follow to achieve what she
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calls “allowable dissent.” Two of those
criteria are to remain professional and
to avoid personal attacks.

To remain professional, Macander
writes the person should “avoid disre-
spectful language, focus on the insti-
tution or policy being criticized, and
use objective analyses to bolster the
argument.” In her article, Macander
said that Scheller used “emotional and
unprofessional language,” and that such
language should not be used in a public
forum when the goal is to change or
improve the institution.

Cantrell’s “The Doctrine of Dis-
sent” states that “even rational argu-
ments sound suspect if delivered with
too much feeling.”

Ethical behavior, tact, and military courtesy
are just as important when using social
media and the internet for professional dis-
course. (Photo by Cpl James W. Clark.)

“Although important issues will often
be emotional, you'll want to keep those
emotions in the background if you wish
to be persuasive,” Cantrell writes.

When Scheller posted his first vid-
eo, the lieutenant colonel said he had a
“growing discontent and contempt for
my perceived ineptitude at the foreign
policy level.” In Macander’s opinion,
these words from Scheller were both
“emotional” and “unprofessional.”
Those who cross the line of profes-
sionalism in the military—especially

commissioned officers—could face le-
gal consequences. Some of the charges
that were brought against Scheller were
related directly to the lack of profes-
sionalism he showed in his first and
subsequent video posts.

Among the charges that Scheller
pleaded guilty to at a court martial last
fall were contempt toward officials and
disrespect toward superior commis-
sioned officers. In his first video, Scheller
called out several high-ranking officials,
including Secretary of Defense Lloyd
Austin and CMC Gen David Berger.
In her essay, Macander asserts that “had
Scheller not focused on personal attacks,
he may have avoided those charges.”

A Case for Professional Writing

Maj Kerg has encouraged both peers
and junior Marines to write for pro-
fessional journals. In his essay about
dissent, Kerg wrote that professional
journals present a good place for a ser-
vicemember to express criticism since
the publishers “know the profession and
serve as guard rails that can protect au-
thors and speakers from themselves.”

LtCol Macander said the original ver-
sion of her essay—a more opinion-based
version— was rejected by War on the
Rocks. She rewrote the essay and pitched
a version that was more “fact-based.”
They accepted it. But that was not the
end. “I think we went through three
rounds of editing,” she said. The editor
had questions for her that she did not
think of, and she was forced to answer
arguments that readers might have had
if one of the drafts were published.

The medium in which one delivers
their dissent is as important as the mes-
sage, Macander writes. Social media—
where Scheller decided to deliver his
message—could be that medium, but
it presents some challenges. “While [so-
cial media] is appealing in its power to
quickly disseminate an idea to a broad
audience, the ability for a dissenter to
post on impulse could more easily result
in an unacceptable message,” Macander
states in her essay. A professional jour-
nal, on other hand, requires one to go
through an editing process and a peer
review.

Military journals also present dis-
claimers that are required by the DOD.
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When publishing a written work on a
topic related to the department and its
activities, DOD employees must have
a disclaimer that states that the views
expressed are those of the writer and
do not necessarily represent the views
of the DOD or its components. Kerg
writes that professional military journals
generally have disclaimers printed in
every issue and on their websites.

In the same month that Kergs article
on dissent was published, Proceedings
also published a piece by Kerg titled
“Dare to Write.” In this article, Kerg
writes that every leader in uniform has
ideas that should be shared, and that
professional writing is one of the most
effective ways to do this.

His article quotes former Chief of
Naval Operations ADM John Richard-
son, who, in 2016, coauthored an essay
that encouraged naval service members
to develop habits of reading and writing,
Richardson encouraged service mem-
bers to not only write their ideas but to
expose those ideas to public scrutiny.

“An argument properly conceived
and defended can be of great value to
our profession,” Richardson writes.

Kerg told Leatherneck that junior
leaders in the Marine Corps are well-
positioned to identify problems with
ideas that have been conceived by se-
nior leaders since those junior mem-
bers—enlisted and officer—are the ones
implementing the concepts from higher
up. And if that junior member identi-
fies a way to fix that problem, that idea
will be wasted if it’s not shared with the
people that can implement the solution.

Kerg acknowledges that there are
several channels a junior Marine and
a young officer can take to have their
ideas heard, from simply utilizing their
chain of command to writing infor-
mation papers or after-action reports.
“That’s all great and those have their
place, but professional writing ... it will
get your ideas in front of other lead-
ers, in other positions who probably
have a greater ability to put the idea
into greater application,” Kerg said. “If
you develop an idea and get it into one
of those (professional journals), it will
be seen by people with the power to
execute.”
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“If You Try, You Will Fail”

LtCol Macander’s essay in War on
the Rocks compared Scheller’s first vid-
eo post with a 2007 essay written by
then-Army LtCol Paul Yingling. Paul
Yingling’s article “A Failure in Gener-
alship,” published in the Armed Forces
Journal, accused senior military leaders
of failing to prepare U.S. armed forces
for the Iraq war. The essay was not only
critical of an institution—the general
corps—but it also proposed solutions on
how Congress could change the officer
promotion system.

One line from Yingling’s article is
still often cited in academic journals
and by columnists today: “A private who
loses a rifle suffers far greater conse-
quences than a general who loses a war.”

In their essays on dissent, both Ma-
cander and Kerg point to Yingling as
an example of someone who was critical
of senior leadership but did not face
any serious reprisals because of that
criticism. Although he received much
media attention because he was an ac-
tive-duty officer who was critical of his
senior leadership, Yingling eventually
was promoted to colonel, and he was
never charged with any crime under
the Uniform Code of Military Justice.

Macander puts Yingling’s essay in
the category of acceptable dissent.

“The military establishment may not
like hearing that it is not holding its
general officer ranks accountable, but
its treatment of Yingling shows that an
assertion’s unpopularity alone does not
make the dissent unacceptable,” Ma-
cander writes.

When Leatherneck contacted Yin-
gling, who retired from the military in
2012 to pursue teaching, he stated in
an email that some have recently used
his experience to claim that an active-
duty officer could “criticize the military
without serious consequences.”

“Based on both my personal experi-
ence and the broader historical record,
I can state with confidence that such a
claim is false,” Yingling said. Yingling
did not wish to state the specifics of
those consequences other than the irony
that by 2009, the Army was teaching his
work at the Army War College, but he
was not selected to attend the institu-
tion.

“I've never before discussed the
personal consequences of my writing,”
Yingling said. “I'm reluctant to do so
now, as there are tens of thousands of
Americans, and hundreds of thousands
of Iragis, who have suffered incalcu-
lably more from our misguided war
efforts than I ever have or will from
calling out those blunders.” While Yin-
gling’s essay did not mark the end of his
career—something he fully expected to
happen—it did not achieve the outcome
he intended.

“I'm not sure 'm the right person to
ask for advice about expressing dissent,
as I neither changed the system nor ad-
vanced within it,” Yingling said. “Nev-
ertheless, it’s a fair question, and here’s
my answer to aspiring dissenters: Don’t
do it. You can’t change the system, and
you shouldn’t try. If you try, you will
fail, and you and your family will suffer,
emotionally, socially, financially. ... I
failed, and you’ll fail too. You are not
different. You are not special. You are
not ‘the one.”

Yingling warned that dissenting, or
speaking truth to power, is not like “Mr.
Smith goes to Washington,” “where the
plucky idealist speaks truth to power,
gets the job, gets the girl, and lives hap-
pily ever after.”

“After hearing all that, most of you
aspiring dissenters will decide to get
along and go along within the system,
as you should,” he said. “However, a
couple of you will persist nevertheless,
speaking truth to power without con-
sidering cost or consequence. Maybe
you believe the issue is too important
to remain silent. Maybe you just can’t
live with yourself if you do something
less than the full measure of your duty.
Maybe you are the one.

“As Henry Ford said, “Whether you
think you can or think you can’t—you’re
right.”

>Editor’s Note: This article was was originally
written for Leatherneck magazine.
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Before You Write,
Know Your Rights

by 2ndLt Kyle Daly

ervice members have a lot of leeway when it comes

to the publishing world. However, if this is your

first time driving through this territory, there are

several rules of the road you should be aware of.
The following is a summary of the various rules for active-
duty members of the military and DOD employees when
it comes to publishing in print or online. Leatherneck
encourages service members to seek their own resources
and speak to their command before engaging in personal
or professional publishing.

Disclaimer for Speeches and Writings Devoted to Agency

Matters (DOD 5500.7-R: 2-207)
A DOD employee who uses or permits the use of his mili-
tary grade or who includes or permits the inclusion of his
title or position as one of several biographical details given
to identify himself in connection with teaching, speaking
or writing ... shall make a disclaimer if the subject of the
teaching, speaking or writing deals in significant part with
any ongoing or announced policy, program or operation of
the DOD employee’s Agency ... and the DOD employee
has not been authorized by appropriate Agency authority
to present that material as the Agency’s position.

The disclaimer shall be made as follows:
a. The required disclaimer shall expressly state that the
views presented are those of the speaker or author and
do not necessarily represent the views of DOD or its
components;
b. Where a disclaimer is required for an article, book or
other writing, the disclaimer shall be printed in a reason-
ably prominent position in the writing itself;
c. Where a disclaimer is required for a speech or other oral
presentation, the disclaimer may be given orally provided
it is given at the beginning of the oral presentation.

Acceptable Political Activities by Members of the Armed
Forces (DOD Directive 1344.10)
A member of the Armed Forces on active duty may:
* Register, vote, and express a personal opinion on
political candidates and issues but not as a repre-
sentative of the Armed Forces.
* Write a letter to the editor of a newspaper express-
ing the member’s personal views on public issues or
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political candidates, if such action is not part of an
organized letter-writing campaign or a solicitation
of votes for or against a political party or partisan
political cause or candidate. If the letter identifies
the member as on active duty (or if the member is
otherwise reasonably identifiable as a member of
the Armed Forces), the letter should clearly state
that the views expressed are those of the individual
only and not those of the Department of Defense
(or Department of Homeland Security for members

of the Coast Guard).

Social Media Guidelines (U.S. Marine Corps 2021 Social

Media Handbook)
* Do not post classified or sensitive information.
* Be the first to respond to your own mistakes.
* Do not post defamatory, libelous, vulgar, obscene,
profane, threatening, racially and ethnically divi-
sive, or otherwise offensive or illegal information
or material.
* Identify to readers or personal social media ac-
counts that the views expressed are yours alone and
that they do not necessarily reflect the views of the
Marine Corps.
* Discussing issues related to your personal experi-
ences is acceptable, but do not discuss areas of exper-
tise for which you have no background or knowledge.
* Marines may generally express their personal views
about public issues and political candidates on in-
ternet sites, including liking or following accounts
of a political party or partisan candidate, campaign,
group, or cause. If the site explicitly or indirectly
identifies Marines as on active duty (e.g., a title on
LinkedIn or a Facebook profile photo), then the
content needs to clearly and prominently state that
the views expressed are the Marine’s own and not
those of the U.S. Marine Corps or Department of
Defense.

>2ndLt Daly is a former journalist who enlisted in the Marine
Corps in 2016. He commissioned in 2021 and is currently
stationed in San Antonio,TX, undergoing training as a UAS
officer.
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Where should I submit my work?

Marines and other servicemembers have many options when it comes to getting their

ideas and opinions published. Here’s a list of some online and print publications they can

consider.

Marine Corps Gazette

Founded in 1916, Gazette is known as the “Professional
Journal of U.S. Marines” and its purpose, as stated in
each issue, is to “provide a forum for the exchange of
ideas that will advance knowledge, interest, and esprit in
the Marine Corps.” Have an opinion about Expedition-
ary Advanced Base Operations? How about Force De-
sign 2030? These Marine Corps-specific topics probably
fit best in a Marine Corps-specific journal. The Marine
Corps Association publishes the monthly journal, which
also includes a blog and social media presence. More in-
formation can be found at mca-marines.org

Leatherneck

While the Gazette is considered a professional journal,
Leatherneck is the “Magazine of Marines.” Think of the
Gazette as checking into a new unit in your Alphas, and
Leatherneck as checking out of the barracks in your civil-
ian attire. Have a funny sea story to share? This is the
place to do it. New to writing? The “Sound Off” sec-
tion features short letters that provide the perfect op-
portunity to work on your craft. Leatherneck is also an
outstanding forum for articles on all aspects of Marine
Corps history from Marines in the Civil War to today’s
veterans of Iraq and Afghanistan and welcomes submis-
sions from Marines whether active, reserve, veteran, or
retired. And don't forget about the annual Leatherneck
writing contest, which provides Marines the opportuni-
ty to have a feature article published. More information
can be found at mca-marines.org

Proceedings

Founded in 1876, the United States Naval Institute
publishes this magazine for readers interested in topics
about the sea Services, which includes the Navy, Marine
Corps and Coast Guard. Writers include veterans, civil-
ians, and active-duty personnel. More information can
be found at usni.org

War on the Rocks

Arguably the national security website for the current
generation, War on the Rocks began in 2013 as a podcast
and is described as a “community focused on strategy,
defense and foreign affairs.” Writers include civilians
and active-duty service members. Be prepared to break
out some credentials though. They seek to publish the
work from “the most authoritative, experienced, and au-
thentic voices on defense, foreign policy and national
security.”

Armed Forces Journal

Described as the “leading joint-service journal of com-
mentary and ideas for U.S. military officers and leaders,”
the aim for the publishers is to “provoke thoughtful de-
bate,” according to its website. Armed Forces Journal de-
scribes most of its readers as field-grade and flag officers.
The journal is published by Sightline Media Group. Go

to armedforcesjournal.com for more information.
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Midway

Solitaire

The Principle of Mass in Naval-Air Operations
by Mr. Joseph Miranda & Dr. Christopher R. Cummins

oint Publication 3-0, Joint Operations, comments

about the military principle of mass: “(1) The purpose

of 'mass is to concentrate the effects of combar power

at the most advantageous place and time to produce
decisive results.”

The principle of Mass is demonstrated in wargame
design largely by the assignment of combat strength to indi-
vidual units. The stronger units are then amplified by stacking
rules that provide for the concentration of the strongest units
into the strongest stacks. In some games, combat support ele-
ments or doctrinal advantages provide further enhancements
via shifts in the combat ratio (e.g. a 2-1 combat strength
attack receives two shifts and becomes a 4-1).

As a player of wargames, review your forces to determine
the strongest units, note any enhancements that can be added,
and keep these units together as a potent force for attack or
counterattack. Be wary of dissipating strong units across the
front as they are likely to picked off or be unable to bring
their strength to bear.

The principle of mass is demonstrated in Decision Games’
Midway Solitaire wargame. The game covers the campaign
in the Pacific Theater of Operations running from April to
June 1942. The campaign began with the Japanese taking
the offensive in the Coral Sea and then with the Midway
operation. In the first operation, the Imperial Japanese Navy
(IJN) moved into the South Seas. The objective was to sup-
port landings on the Solomon Islands and New Guinea.
The result was the first great aircraft carrier battle of World
War II. While the IJN came out ahead tactically in terms of
sinking U.S. Navy (USN) tonnage, Coral Sea turned into
an Allied victory because Japanese amphibious forces were
forced to turn back.

At Midway, ADM Yamamoto launched a multi-pronged
offensive into the central and north Pacific. Yamamoto’s
primary objective was to draw in the U.S. fleet and fight a
decisive battle he believed would turn the tide in the Pacific
War. But near the U.S. island base of Midway, ADM Nimitz
pulled off an ambush, sinking four IJN carriers for the loss of
one of his own. Yamamoto was forced to turn back, and the
initiative began to shift to the United States in the Central
Pacific.

For the Midway Solitaire game, the player takes com-
mand of USN and Allied naval, air, and land forces. The
game system controls IJN forces. The reason for designing
the game as solitaire goes back to the intelligence situation.
The Allies, through the use of their ULTRA signals intercept
program, were reading coded Japanese communications. The
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>Mr. Miranda is a prolific board wargame designer. He is
a former Army Officer and has been a featured speaker at
numerous modeling and simulations conferences.

>>Dr. Cummins, PhD, MBA, is the publisher of Strategy
& Tactics Press and CEO of Decision Games. He has led
a team in publishing over 400 board wargames and 600
magazine issues over the past 32 years. He is a former Army
psychologist and continues to practice part-time special-
izing in assessing, testing, and treating individuals with
stress disorders.

result is the USN had a fairly good picture of both IJN fleet
movements and intentions. The Japanese were operating with
limited intelligence.

Another factor was the IJN operational doctrine called
for dispersal of effort. In both their Coral Sea and Midway
operations, the Japanese divided their fleet into several task
forces, each with divergent objectives. The idea was to move
dispersed and then strike from multiple directions, but this
assumed their foe was not aware of their intended target.

Thus, at Coral Sea, they attempted to land forces in both
New Guinea and the Solomons, with the former south of their
main bases at Rabaul and Truk, and the latter to

the southeast with the axes increasingly moving [ -2 (3)
out of mutual support range. They also main- | /Lexington
tained separate carrier and support task forces. | L _ g
The result was the USN could concentrate its —

own carrier task forces. While the ensuing car- |11 V& (2)
rier battle of the Coral Sea saw the sinking of the ~ Shoho
USN Lexington (a fleet carrier or CVA) and the |

IJN Shoho (a light carrier, CVL), the IJN CVA

Shokaku was damaged and taken out of action [ gy (3)
until repairs could be effected and air squadrons | Shokaku
rebuilt. The result was the IJN withdrew its Port | !

Moresby invasion force.

Similarly for Midway, Yamamoto divided his fleet into
several task forces, outside of mutual support. One task force
headed for Midway, a second for the Aleutians, while others
were sailing on detached support missions. While the IJN had
more carriers as well as considerable battleship power, naval-air
power was not concentrated to provide overwhelming force
ata single point. Nimitz, on the other hand, concentrated his
three aircraft carriers and, further operated within radius of
Midway, the latter providing bases for landbased airpower.

Marine Corps Gazette ® September 2022



Therefore, the USN was able to mass its forces by attacking
along a selected axis. The result was a decisive American
victory with the sinking of four IJN carriers for the loss of
one USN carrier.

3-0 also states: “(2) To achieve mass, appropriate joint force
capabilities are integrated and synchronized where they will
have a decisive effect in a short period of time. Mass must often
be sustained to have the desired effect. Massing effects of combat
power, rather than concentrating forces, can enable even numeri-
cally inferior forces ro produce decisive results and minimize
human losses and waste of resources.”

Operations for the IJN in the Midway Solitaire game are
generated by the random pick of various Operations markers.
These markers activate Japanese naval and air forces for move-
ment and combat along one of the four map axes (representing
the New Guinea, Solomons, Midway, and Aleutians lines of
operations). This mechanism models the Japanese fragmenta-
tion of effort. Effectively, the IJN was not synchronizing its
efforts. Had they massed all their forces along any one of their
operational axes, they would (probably) have overwhelmed
Allied forces.

This went back to divisions in IJN naval command. The
Naval General Staff wanted the New Guinea operation while
ADM Yamamoto with the Combined Fleet was headed for
Midway. The result was a division of forces and defeat in detail.
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Another factor was the IJN fleet units were sailing at the
extreme limits of their landbased airpower for Coral Sea
and beyond it at Midway. In both operations, the USN was
operating within its own landbased airpower. This proved
especially critical at Midway where the United States could
synchronize its naval and air forces. Bear in mind that air-
power is not just about airstrikes on enemy ships or airfields
but also air cover for fleet units and aerial reconnaissance,
especially critical in finding enemy fleet units in the vast
expanses of the Pacific.

In the bigger picture, once the USN gained
an operational level victory at Coral Sea, it
maintained the overall initiative with the car-
rier ambush at Midway. One of the events in
the game is Victory Spirit. If the IJN has sunk
a certain minimum of USN capital ships, then its initiative
is enhanced and more operations are generated. If the USN
is ahead, then the IJN loses operations. Victory Spirit brings
in the human dimension of morale as well as the effects of
winning or losing the decisive battle. By clever play, one can
sustain the effort.

The USN player in Midway Solitaire is placed on the com-
mand deck with a force inferior in numbers to the opposing
IJN but superior in terms of ability to mass forces. It is up
to you to seize the victory in the Pacific.
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Midway Solitaire follows the campaign in the
Pacific Theater of Operations from April to June 1942.
This period saw the Japanese take the offensive in
two major campaigns including the battles of the
Coral Sea and Midway—both decided by aircraft
carrier actions.

You command the United States Navy and Allied
forces while the game system controls the Imperial
Japanese Navy. You take on the role of Adm. Nimitz
in terms of the options available and decisions

you can make to repel the Japanese Navy's drive
across the Pacific. You must defeat multiple naval
offensives, each possessing superior numbers.

The key to winning.is-to-balance your limited assets
to meet the threats presenting themselves over the
course of the game. The course of the war in the
Pacific is at stake.

Cactus Air Force

yver the Solomons

Air War (

Cactus Air Force is part of the Air Wars
mini-game series. Each player has a deck of
Campaign Cards. They generate a range of
events, including major naval battles such
, as Eastern Solomons, to which players can
Minutes tolearn. Quick to play. Historlcsy commit their air units. Certain cards can be
P s played in combir_lation to gain ope_rational_
s | advantage, leading to tense decision making.
1 There are special rules for Henderson Field,
fighter-bombers, and the Tokyo Express.
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M ANEUVERIST PAPERS

Maneuverist Paper No. 23

by Marinus

ost Marines will agree that Warfighting’s pre-

sentation of maneuver warfare theory is mature,

logical, and mostly coherent. It is tempting to

assume that such was always the case, that
maneuver warfare theory was developed logically and sys-
tematically according to some master design, starting with
John Boyd’s OODA Loop as its theoretical foundation and
progressing logically from there. The reality, however, is very
different and far more complex. Maneuver warfare theory
evolved organically from several different sources that emerged
contemporaneously.

We have established that the maneuver warfare move-
ment was a response to the dysfunction of U.S. military
performance in the Vietnam War. (See Maneuverist No. 1
“Marine Corps Maneuver Warfare: The Historical Context,”
MCG, Sep20.) That response was a grass roots movement
that emerged simultaneously and spontaneously among sev-
eral individuals and groups. It pursued several intellectual
threads that interconnected organically and only later were
woven together in a concerted way.

The best historical description of this evolution is Ian
T. Brown’s excellent A New Conception of War: John Boyd,
the U.S. Marines, and Maneuver Warfare.! Brown’s primary

>Marinus is a group of retired or former Marines interested
in the past, present, and future of Marine Corps doctrine.
The group includes John F. Schmitt, Bruce I. Gudmundsson,
LtGen P.K. Van Riper, Col Eric M. Walters, and Col James
K. Van Riper.

interest is Boyd’s contribution to the movement (more about
which later), but he treats the entire evolution in some
detail.

The Intellectual Threads

The first thread was an early, pragmatic line of reasoning
and exploration that did not follow any particular ideol-
ogy or historical precedent but sought to restore Marine
Corps tactics to a sound practical footing. It was put forth
by Vietnam War veterans like Col Michael D. Wyly as well
as by young officers, like Stephen Miller, William Woods,
and Gary I. Wilson, who may not have borne the brunt of
the Vietnam War dysfunction but certainly experienced the
aftermath of it. A prime example is Miller’s 1975 Gazerte
article “Camouflage and Deception,” which includes this

Forces from Australia, Canada, Malaysia and the U.S., fired upon and sunk the decommissioned ex-USS Rodney M. Davis (FFG 60), 12 July
2022 to gain proficiency in tactics, targeting and live firing against a surface target at sea as part of Rim or THe Paciric (RIMPAC) 2022. (Photo:

courtesy U.S. Navy.)
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passage that could have come straight from Sunzi (or Boyd):
“Time is the essence. Time to react, to gain surprise, to en-
hance our own survivability and increase the effectiveness
of the combat power presented to the enemy.”? These early
ideas proved to be very compatible with what would become
maneuver warfare theory—even prescient, as Brown points
out.?

This thread also involved practical experimentation, most
notably at 2d MarDiv under then-MajGen Alfred M. Gray
in the early 1980s. The pinnacle of that experimentation
occurred at several combined arms operations conducted an-
nually under Gray at Fort Pickett, VA. The combined arms
operations was a free-play, force-on-force exercise pitting
battalions against each other. The exercise typically would
halt late each afternoon, at which point all officers and staff
non-comissioned officers would return to the base theater for
a hotwash conducted personally by Gray, with Bill Lind, John
Boyd, and Marine Corps Gazette editor Col John Greenwood
sometimes in attendance.

In those days, Gray talked about “fighting smart” as often
as he used the term “maneuver warfare.” Other terms ex-
perimented with at various times were “infiltration tactics,”
“audacity warfare,” “common-sense tactics,” and “enemy-
oriented operations.™

The second thread was mechanized operations. In the
late 1970s, the Marine Corps engaged in a debate about
whether to mechanize. The argument focused on equipment
but ventured into operational conduct. In a letter to the
editor of the Marine Corps Gazette in October 1979 on the
topic of mechanized operations, William S. “Bill” Lind first
introduced the term “maneuver warfare,” which he defined as
attempting “to achieve operational success directly, shattering
the enemy command by maintaining an increasing tempo
of operations deep in his rear area.” Two months later, the
term “maneuver warfare” appeared again in the pages of the
Gazette in an article by Capt Ronald C. Brown titled “Win-
ning Through Maneuver.”

While maneuver warfare theory was never dependent on
mechanized operations, mechanized operations provided a
physical manifestation of maneuver warfare that Marines
could readily see and understand. The Fort Pickett exercises
were conducted by mechanized forces. In the deep penetra-
tions and sweeping envelopments Marines could see the 7a-
neuver of maneuver warfare. The image of Gray wearing his
desert goggles on his helmet Rommel-style became iconic.

The association of maneuver warfare with mechanized
operations eventually faded away as Marines sought to apply
maneuver warfare concepts to other operating environments.
The physical trappings of maneuver warfare thus disappeared
over time, and the Maneuverists came to understand maneuver
in terms more fundamental than merely relational move-
ment.” As the physical trappings of maneuver warfare faded,
maneuver warfare theory became more abstract and more
focused on mental and moral factors, which was convergent
with Boydian theory (to be discussed shortly). But even so,
the mechanized thread was integral to the early evolution of
maneuver warfare theory.
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The third thread was the German influence. The main
proponent of the German thread was Bill Lind, although
Wyly, Boyd, and others were well familiar with the German
military history. German tactical and operational methods
in the two World Wars were maneuver warfare for Lind,
who sometimes seemed to see little need to adapt German
methods to an American audience. In Lind’s generational
model, maneuver warfare belonged to the third generation
of modern warfare, which, he argued, began with German
infiltration tactics in the First World War and evolved through
the Blitzkrieg in the Second World War to maneuver warfare
by the late 20th century.

The German thread and the mechanized thread inter-
twined, as the best-understood example of German methods
for many Marines was the mechanized Blizzkrieg of the Second
World War. German terms found their way into the maneuver
warfare lexicon: Schwerpunkt (point of main effort or center
of gravity), Auftragstaktik (mission tactics), Flaechen und

German terms found their way into the
maneuver warfare lexicon: Schwer-
punkt ... Auftragstaktik ... Flaechen und
Luekentaktik .. and Fingerspitzenge-
fiihl ...

Luckentaktik (tactics of surfaces and gaps), and Fingerspitz-
engefiihl (fingertips feeling). (This last term came courtesy of
Boyd, who discussed it in his presentations.) German memoirs
filled the Maneuverist canon: Rommel’s A¢tacks, von Schell’s
Battle Leadership, Guderian’s Panzer Leader, von Mellenthin’s
Panzer Battles, and von Manstein’s Lost Victories. Timothy
Lupfer’s Leavenworth Paper, The Dynamics of Doctrine: The
Changes in German Tactical Doctrine during the First World
War, proved to be especially influential at the newly formed
Marine Corps University, not only for its description of the
German tactical innovations but also for its description of
how an institution might undertake fundamental reform
in the midst of upheaval.® Likewise, Bruce Gudmundsson’s
Stormtroop Tactics: Innovation in the German Army, 1914—1918
became one of the most significant works of scholarship to
come out of the formative maneuver warfare years.?

The German thread did not sit well with all Marines,
some of whom openly wondered what Americans had to learn
from the military they had defeated in two world wars. (See
Maneuverist Nos. 4 and 5, “Learning from the Germans,”
Pts. 1 & 2, MCG, Dec20 and Jan21). Part of the resistance
was probably also a reaction to Lind, who was a divisive figure
(a role he seemed to relish).

The fourth thread was a renewed interest in classical mili-
tary theory, especially in the works of Carl von Clausewitz
and Sunzi. This was largely a rejection of the operations
research methods adopted during the Vietnam War. Where
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the pragmatists sought to put Marine Corps tactics on a solid
practical footing, this thread sought to put Marine Corps
thinking on a solid theoretical footing. The classical military
theory thread did not entwine with the others so much as
sit below them as a foundation.

Gray was known to be a student of Sunzi. Then-Capt
John F. Schmitt, who would go on to author FMFM 1,
was also an avowed Sunzian, purchasing every translation
of The Art of War that he could find and reading them
repeatedly. Meanwhile, the Prussian Clausewitz replaced
Baron Antoine-Henri Jomini as the recognized foremost
theorist of war, reflecting an important conceptual shift
from a physical-Euclidian to a humanistic mindset. (See
Maneuverist No. 8, “Maneuver Warfare and the Principles
of War, MCG, May21.) Chapters 1 and 2 of Warfighting, on

the nature and theory of war, are essentially distillations of

Clausewitzian theory. All the leading voices of the maneuver
warfare movement were well acquainted with both Sunzi
and Clausewitz.

The final thread was the theoretical work of Col John R.
Boyd, Air Force (Ret). In the early years of the movement,
Boyd’s work consisted of the essay “Destruction and Cre-
ation” and the five-hour briefing “Patterns of Conflict,” a
sweeping, if highly interpretive, survey of military conflict.
By the time of Warfighting’s publication in 1989, Boyd’s
Discourse on Winning and Losing had expanded to contain
mature versions of “Destruction and Creation,” “Patterns
of Conflict,” “Organic Design for Command and Control,”
“The Strategic Game of ? and ?” and “Revelation.” (With
the exception of “Destruction and Creation,” a written
essay, one could never describe any of Boyd’s works as
“finished” because he was always modifying them. After
“Destruction and Creation,” he famously refused to com-
mit any of his works to writing but created them in brief-
ing form precisely so he could continue to develop them.)
Even by the time of Warfighting, most Marines still had
not experienced any of Boyd’s presentations, but if they
had it most likely would have been “Patterns of Conflict.”
Many, however, would have had at least passing familiarity
with the central idea of Boyd’s theory, the Observation-
Orientation-Decision-Action loop, also called the OODA
Loop or Boyd Cycle. It was the OODA Loop that found
its way most prominently into the developing maneuver
warfare theory, mainly within the context of generating
superior tempo. The broader idea of OODA as a model
of adaptation to maximize freedom of action in a hostile
environment would come only later.

With Sunzi’s The Art of War and Clausewitz’s On War,
Boyd’s Discourse on Winning and Losing (mostly “Patterns”
and “Organic Design”) became the third primary source
document that Schmitt referenced when writing FMFM 1.10
Warfighting was largely an attempt to synthesize those three
works.

Weaving the Threads Together
Those five intellectual threads cross-pollinated and began
to interweave into a coherent body of thought through a
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was instrumental in the development and adoption of maneuver
warfare as the Corps warfighting doctrine and philosophy. (Photo: Ma-
rine Corps History Division.)

self-organizing discourse that took place mainly on the pages
of the Marine Corps Gazette. At some point later, however,
Boydian theory was retroactively asserted as the theoretical
foundation of maneuver warfare. Bill Lind was making this
argument by at least 1985, when he wrote in his Maneuver
Warfare Handbook that “the Boyd Theory ... is the theory
of maneuver warfare.”!! By “the Boyd Theory” Lind was
referring specifically to the OODA Loop, and even more
specifically to out-cycling the enemy with a superior operating
tempo—an interpretation of the OODA Loop that fit very
nicely with the German implementation of the Blitzkrieg.!?

The idea of establishing Boydian theory as the foundation
of maneuver warfare theory made sense, both conceptually and
politically. It made sense conceptually because Boyd’s theory
cut across the other threads; in “Patterns,” Boyd touched
on Sunzi and Clausewitz, German methods in the World
Wars, and mechanized operations, and his theory provided
support to all the other threads. Boydian theory was in that
sense the natural thread to tie the others together. The idea
made sense politically because it strengthened the narrative
to depict maneuver warfare as developing logically and co-
herently from a single, solid point of departure rather than
evolving organically from several disparate sources.

By suggesting that Boydian theory was reverse engineered
as the theoretical foundation of maneuver warfare theory, we
do not mean to lessen the importance of Boyd’s contribu-
tion, which was significant, but rather to reiterate the point
that Boyd’s theory was not the singular genesis of maneuver
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warfare. As with most systems of thought representing col-
lective groups, the development of maneuver warfare was
much more complex than that.

The Key Players

The Marines and others who contributed intellectually to
the development of maneuver warfare theory are too many
to list. But a relatively few were responsible for pulling the
threads together into what became maneuver warfare doctrine.

As the senior active-duty Marine interested in what became
maneuver warfare theory, Gen Al Gray obviously played a
fundamental role. A dynamic leader and an intellect in his
own right, Gray attracted other like-minded Marines to his
orbit. Gray provided top cover and opportunity for other
maneuverists. Moreover, the period of intensive experimenta-
tion at 2d MarDiv under Gray’s watch was critical both to
the development of maneuver warfare theory and practice
and to spreading Maneuverists through the Marine Corps.

Much of the networking and pulling together of people
and ideas was done by Wyly and Lind. In addition to being
a tireless proselytizer of maneuver warfare during those years,
Lind was also a target for the many opponents of maneuver
warfare he irritated. In the late 1970s, Wyly
had been assigned as the head tactics instructor
at the Amphibious Warfare School in Quan-
tico, where Capt Bill Woods was one of his
students. Wyly and Lind met when MajGen
Bernard Trainor, then director of the educa-
tion command, invited Lind, who had been
writing things critical of the Marine Corps, to
observe one of Wyly’s exercises at Amphibious
Warfare School. (Trainor’s role in promot-
ing the post-Vietnam War reforms has never
received the recognition it deserves.) Lind’s
visit began a years-long working relationship
with Wyly, who collaborated with Lind on
the latter’s Maneuver Warfare Handbook in
1985. Lind, a Congressional staffer who was
a member of the military reform caucus in
Washington, DC, was already familiar with
Boyd’s work from briefings Boyd had given
there. Lind connected Wyly and Boyd. Wyly
brought Boyd to Quantico. Boyd subsequently
mentioned to Wyly that a brigadier general
named Al Gray had sat in on one of his pre-
sentations of “Patterns” at the Pentagon and
seemed keenly interested. Upon graduation
from Amphibious Warfare School, Woods was
assigned to 2d MarDiv, where Gray was as-
suming command. Wyly instructed Woods to contact Gray,
which connected Gray and Wyly. Thus, that key loop was
closed.!3

The Role of the Marine Corps Gazette

For the better part of a decade in the 1970s and 80s,
Marines argued over the merits of these various ideas on the
pages of the Marine Corps Gazette in a candid and sometimes
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bOYD

THE FIGHTER PILOT WHO CHANGED THE ART OF WAR

The theories of Col John Boyd
USAF provided one fundamental
“thread” in the development of
maneuver warfare in the Ma-
rine Corps. (Photo: Boyd: The
Fighter Pilot Who Changed the
Art of War by Robert Coram. Lit-
tle, Brown and Company, 2002,
ISBN-10: 0316881465.)

messy running debate. This argumentation served a critical
function by forcing the Maneuverists to strengthen their
argument and tighten their logic. The role of the Gazerte’s
editor at the time, retired Col John Greenwood, can hardly
be overstated. Greenwood took an early personal interest in
maneuver warfare, but by far his most important contribution
was to ensure a free and open platform for debate. Greenwood
had something of the natural agitator in him, and if Gazezte
editorial policy tilted in any direction at the time, it was in
favor of articles that questioned the stazus quo.

For the better part of a decade in the
1970s and 80s, Marines argued over
the merits of these various ideas on the
pages of the Marine Corps Gazette ...

Compared to the Army Process

The Army also undertook a vetting and
socialization process for the development of
its AirLand Battle doctrine in the 1970s and
80s. The Army process was commendably
top-down and methodical. Responsibility for
developing the new doctrine was assigned to
U.S. Army Training and Doctrine Command,
and working groups were established there and
at various professional schools to explore the
emerging ideas. These were then published
in official pre-doctrinal documents, such as
the Pamphlet 525 series, designed to vet those
ideas broadly within the Army.

In contrast, the Marine Corps process more
resembled the cafeteria food fight scene in Ani-
mal House, with Lind in the Bluto role. This
probably should have surprised nobody, given
the Corps’ fractious and contrarian culture.
But the result was the same: by the time the
keystone doctrinal manual was published,
whether Field Manual 100-5, Operations, in
1982 or Fleet Marine Force Manual 1, War-
fighting, there was widespread support within
the respective service. Not all Marines agreed
with FMFM 1, certainly, but none could argue
that they had not been given the chance to
say their piece.

Warfighting and the Continued Evolution of Maneuver
Warfare Theory

It fell to Capt John F. Schmitt, who had been a platoon
commander in 2d MarDiv under Gray, to codify the differ-
ent threads into a tightly cohesive document in 1989, but all
the pieces were in place by that time. Among other things,
Warfighting expanded the theory beyond purely operational
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concepts to address the institutions required to support the
execution of maneuver warfare on the battlefield.

Schmitt revised Warfighting in 1997 for Gen Charles C.
Krulak as Marine Corps Doctrinal Publication (MCDP) 1.
The manual did not change in any essentials. There were two
main areas of modest changes. The first was to incorporate
feedback from Boyd, who had phoned Schmitt shortly after
FMFM Is publication with a list of comments. The second
was to incorporate complexity theory, which Schmitt believed
helped to explain the unpredictable, nonlinear dynamics of
war. (See Maneuverist No. 3, “The Dynamic, Nonlinear

Science Behind Maneuver Warfare, MCG, Nov20.)

... we believe the Marine Corps is over-
due to have a conversation about its
views on the nature and conduct of
warfare going forward.

It should come as no surprise that maneuver warfare theory
has continued to evolve, even though official doctrine has not
been updated since 1997. The idea of Boyd as the oracle of
maneuver warfare theory has only become more prominent
over time, especially since his death in 1997 and the subse-
quent publication of several biographies and other works. But
maneuver warfare theory itself has become more Boydian as
well, as more Marines have become more familiar with his
theories, not only “Patterns” and “Organic Design” but also
his later, more abstract briefings, to include the final distil-
lation of his body of work shortly before his death into a
five-slide presentation called “The Essence of Winning and
Losing”—a process Boyd himself called “The Big Squeeze.”

Maneuver warfare theory has continued to become more
abstract over the years, partly due to Boyd’s increased influ-
ence and partly because Marines have continued to adapt it
to a broad range of operational situations, including over a
decade of counterinsurgency operations in Afghanistan and
Iraq.

Despite this evolution, maneuver warfare theory has to
this point remained true to the intellectual threads that were
its origin. The key question, the question with which we
began the Maneuverist series, is whether maneuver warfare
will continue to be appropriate for the future. We have ar-
gued (Maneuverist No. 12, “On Decentralization,” MCG,
Sep21) that by maintaining a commitment to mission tactics
the Marine Corps would be swimming against the current
of present trends toward centralized, directive command
and control through advanced technology. We have also
proposed (Maneuverist No. 19, MCG, Apr22) that there is
a disconnect between maneuver warfare and Expeditionary
Advanced Base Operations (EABO). Others disagree. Three
decades after maneuver warfare became doctrine, we believe
the Marine Corps is overdue to have a conversation about its
views on the nature and conduct of warfare going forward.
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Our hope is that the Maneuverist has helped to stimulate
that conversation. We shall see.
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n 2019, the Marine Corps initiated a major change in

course, seeking to evolve to meet the requirements of the

future operating environment as described in the 385

Commandant’s Planning Guidance and Force Design 2030.
The threat posed by the People’s Republic of China features
prominently in these efforts, as the Corps adapts its character and
structure to conduct Expeditionary Advanced Base Operations
and function as “Inside Forces” operating from the First Island
Chain. However, the proposed changes to the Marine Corps’
fires architecture have opened large gaps in its indirect fires
capabilities, and the Marine Corps must find something to fill
that gap in the event that Marines are called on to conduct
operations other than Expeditionary Advanced Base Operations.
If the Marine Corps is tasked with conventional warfare missions
similar to those it has executed over the past several decades, it
will need more conventional indirect fire support.

As part of its efforts to reorganize for the most perceived future
threat, the Marine Corps is divesting much of its current indirect
fire assets. Force Design 2030 calls for the elimination of sixteen
batteries of towed artillery, leaving the Marine Corps with just
five.! Though 155mm howitzers are not eliminated completely,
this opens a sizable gap in the number of indirect firing agencies
to support the infantry battalions.

The introduction of 120mm mortar platoons organized at the
infantry regiment level can fill this gap. This is not a call for the
return of the M327 Expeditionary Fire Support System (EFSS),
a towed mortar with wheels organic to the system and crewed
by artillerymen. Rather than bringing back that problematic
weapon, this article proposes the Marine Corps adopt the bipod
mounted M120, a reliable system proven after decades of service
with the Army and employment with Marines in Afghanistan
and Syria in recent years. This formation should also be manned
by infantrymen.

With a max effective range of 7,200 meters, the M120 can
shoot more than 1,400 meters further than the M252A1 81mm
mortar, the largest indirect fire weapon system currently fielded
within the infantry battalion.? Additionally, the M120 only shoots
1,000 meters shorter than the less mobile and less expeditionary
M327 EFSS. Mobility is another key factor that distinguishes the
M120 system. Weighing 320lbs with rounds weighing roughly
33lbs, the M120 is significantly heavier than the M252A1 81mm
mortar system and cannot be hand-carried overland.? Despite this
fact, it is much more mobile than the M327 EFSS or the M777
howitzer, and herein lies one of the opportunities offered by this
system. It can be transported in Joint Light Tactical Vehicles in
operations requiring emplacement and displacement following
rapid movements or it can be air assaulted much easier than the
aforementioned pieces when employed in static fire bases.
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by Capt Michael A. Hanson

>Capt Hanson is Weapons Company Commander at 3/4 Mar,
Twentynine Palms, CA.

120mm mortar platoons can reside in the infantry regiment
and use the traditional 81lmm mortar platoon table of organization
of two sections consisting of four guns each. The 120mm mortar
platoon can be used to support infantry battalions in need of
more indirect fire support than they can provide organically with
81mm mortar systems. In the absence of, or in combination with,
a towed artillery battery, the 120mm mortar platoon can support
the infantry battalion with massed effects and the capability to
prosecute special fire missions requiring more than two guns
such as suppression of enemy air defense, quick smoke, range
and lateral spread illumination missions, as well as providing a
sheer volume of fire that makes a large sheaf of high explosive
effects and establishing effective suppression over a wide area. A
120mm mortar platoon can support an infantry battalion with
all eight guns or with a single section of four guns. If one 120mm
mortar platoon is not enough to support the requirements of four
battalions in an infantry regiment, then the regiment should field
two 120mm platoons—or four sections.

The Marine Corps will probably not need 120mm mortar
platoons to conduct Expeditionary Advanced Base Operations.
In this case, these platoons can remain at the infantry regiments
and the mortarmen of these platoons can be tapped as immediate
combat replacements for battalions that need them. However, if
the Marine Corps becomes involved in the more conventional
operations that have been characteristic of its history going
back to World War 11, then its twenty-three infantry battalions
will need much more indirect fire support than that offered by
five towed artillery batteries and the 8lmm mortars organic to
the battalion. Herein lies the necessity for the 120mm mortar
platoon.

Notes

1. Gen David H. Berger, Force Design 2030, (Washington, DC: March
2020).

2. For information on the Expeditionary Fire Support System, see https://
www.gd-ots.com/wp-content/uploads/2017/11/EFSS-Ammo.pdf

3. Headquarters Department of the Army, ATTP 3-21.90, Tactical Employ-
ment of Mortars, (Washington, DC: October 2019); and Headquarters
Marine Corps, MCWP 3-15.2, Tactical Employment of Mortars, (Wash-
ington, DC: October 1992).
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On China

reviewed by 2ndLt Peter Donovan

eaders cannot create the
context in which they
operate—they  operate
at the limit of what the
given situation permits. If they exceed
these limits, they crash, if they fall
short, they stagnate.” This is the wis-
dom of Henry Kissinger in his book
On China.

President Nixon’s “opening of Chi-
na” is considered a monumental diplo-
matic achievement. Opening a previ-
ously closed society of now almost two
billion was no easy task. Kissinger was
credited with being at the helm of the
process to open Beijing to the world,
often involved in direct talks with im-
portant historical figures such as Zhou
Enlai, Deng Xiaoping, and Mao Ze-
dong—the latter of whom founded
the Chinese Communist Party, still
in power today. In his book, Kissinger
outlines such conversations and how
the United States and China differ in
their perspectives of diplomacy. Here-
tofore, China regarded its neighbors as
“tributaries” with itself at the center of
the world (“China” literally translates
to “Middle Kingdom”). It expected
any foreign visitors to perform the
kowtow (bowing) to their Chinese
hosts. Regarding strategy, Kissinger
says the Chinese stressed the long-
term psychological versus the Ameri-
can pragmatism. Although China is
now in many ways integrated into the
U.S.-led, rules-based international or-
der, its ancient precepts of world order
are not lost on its contemporary lead-
ers. Kissinger urges us to appreciate
this difference in perspective which in
turn will help the United States craft
a strategy to prevent China from dis-
placing the United States as the world’s
predominant power. As Marines, we
may very well be called to prevent
Beijing’s march toward global gover-
nance. This may begin in the South
China Sea, Taiwan, or elsewhere. Re-
gardless of when, where, or how the

(q¢
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>2ndLt Donovan graduated from
The Basic School with Alpha Com-
pany, 1-22, and is an 0203 Ground
Intelligence Officer. He will be sta-
tioned in Okinawa, Japan, with 3d
MARDIV.

next conflict may arise, Kissinger can
help Marines understand Chinese in-
tentions, strategy, and history in ways
we may not otherwise be able to.

Chinese military strategy is often
an enigma. Since it is important to
understand the striking differences
in how China and the United States
think, we must appreciate Kissinger’s
experiences and analysis of Beijing’s
historical behavior. Kissinger relates
Chinese military strategy to the board
game Wei g7 and U.S. strategy to the
game of chess. Wei gi is a game where
one player attempts to “surround”
the other player using small marble-
like pieces. To the untrained eye, it is
unclear who has achieved victory. In
chess, the victor is obvious. Kissinger
says, “If chess is about the decisive
battle, Wei gi is about the protracted
campaign. The chess players aim for
total victory. The Wei gi player seeks
relative advantage.” Beijing has an
apathy to being surrounded on its pe-
riphery—opolitically, economically, or
militarily. One of the more interesting
patterns Kissinger brings up is that ev-
ery time a coalition has been built on
China’s periphery, Beijing has gone to
war (Korea in 1950, India in 1962, the
Soviet Union in 1969, and Vietnam
in 1979). He predicts that Beijing
will “Reason, think ahead, and strike
first before things gradually run out
of hand ... launching some tiny scale
battles that could deter provocateurs
from going further—an application
of the Chinese strategy in its Indian,
Vietnamese, and Korean wars.”

As the Marine Corps changes in
accordance with Force Design 2030,

New York Times Bestseller

Henry
Kissinger
On
China

with o s afterward @

ON CHINA. By Henry Kissinger.
New York: Penguin Press, 2012.

ISBN 978-0143121312, 624 pp.

we have much to learn from Kissinger.
Perhaps the Chinese strategy will be
to “strike before things gradually run
out of hand ... launching tiny scale
battles.” These battles may be on iso-
lated islands in the South China Sea,
or elsewhere where China has a stra-
tegic interest, either in the Strait of
Malacca, Hormuz, Latin America,
or even the Arctic. It is important for
Marine leaders to push boundaries
and not crash but not fall short and
stagnate. On China will help Ma-
rines understand Force Design 2030.
Marines will learn about the signifi-
cance of an island-based theatre of
operations, a much-needed arsenal of
knowledge as we prepare for the next
fight. On China will help them answer
the big questions as well as the small
ones. It will help them understand the
relevant terms from the importance
of Expeditionary Advanced Base Op-
erations to Chinese strategy and where
exactly the Marine Corps fits into de-
terrence, power projection, and sea de-
nial.

usgimc
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Countdowvn
Bin Laden

reviewed by Maj Skip Crawley, USMCR (Ret)

A special operation is a
tactical operation with
strategic results.’

he above quote has remained
with me all these years—
probably because it defined
“special operations” without
mentioning any special operations
forces. Operation NEPTUNE SPEAR,
the SEAL TEAM 6 mission to capture/
kill Osama bin Laden in Abbottabad,
Pakistan on 2 May 2011, certainly
qualifies. Countdown Bin Laden: The
Untold Story of the 247-Day Hunt to
Bring the Mastermind of 9/11 to Justice
by Chris Wallace is the story of the
Central Intelligence Agency (CIA)
learning the location of bin Laden af-
ter years of false leads and the mission
to capture/kill bin Laden. Wallace,
the host of Fox News Sunday, has done
an admirable job of presenting an ex-
citing story, despite the reader already
knowing the final outcome. In a sense,
Countdown Bin Laden can be divided
into three parts: Leon Panetta, the
Director of the CIA, learning that bin
Laden might be in the Abbottabad
compound and the race to confirm
it before bin Laden suspects what is
happening and flees; the process lead-
ing to President Barrack Obama ap-
proving the mission; and finally, the
planning and execution of OPERATION
NEPTUNE SPEAR by SEAL TEAM 6.

“The Pacer”
After assuming the Presidency,
President Obama felt, correctly, that

lethargy permeated the hunt for bin
Laden. Thus, he pushed “Panetta for
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more than a year to find bin Laden ...
[CIA] analysts believed bin Laden was
too smart to let al-Qaeda senior com-
manders know where his hideout was.
So if he wanted to get his messages out,
somebody had to carry them—some-
one whom bin Laden would trust with
his life.” In August 2010, after pains-
taking detective work, the CIA con-
cluded that Ibrahim Saeed Ahmed,
who lived “in an upscale neighbor-
hood in Abbottabad” in a fortress-like
“three-story house with twelve-foot-
high concrete walls in the front [and]
eighteen-foot-high walls in the back,”
was the “someone” who served as his
communications conduit with the se-
nior commanders of al-Qaeda. In ad-
dition, CIA analysts also believed he
“was sheltering a high-value target” in
his Abbottabad compound.

The CIA tried to ascertain who
Ahmed might be sheltering. Two
months of “scrutiny yielded up a sig-
nificant discovery”:

the third family—including a man, a
woman, and a teenage boy—Ilived up-
stairs in the main building. Almost every
day, the man emerged from the house and
strolled the courtyard for an hour or two.
He walked back and forth, day after day,
moving around the compound like an in-
mate in a prison yard. The analysts dubbed
him “The Pacer.”

The overriding question: was “The

Pacer” bin Laden?

The CIA considered numerous
ways to confirm if it was indeed bin
Laden. This included tapping “into
the sewage pipes leading from the
compound and do DNA testing on
the outflow” and “sending in a team
at night to plant cameras in the trees
overhanging a section of the yard
where The Pacer exercised.” Some
of the more outrageous ideas were

#1 NATIONAL BESTSELLER

COUNTDOWN
BIN LADEN

THE UNTOLD STORY OF
THE 247-DAY HUNT TD BRING THE
MASTERMIND OF 8/11 TO JUSTICE

t:HmswmAcE

WITH MITCH W

COUNTDOWN BIN LADEN:
The Untold Story of the 247-Day
Hunt to Bring the Mastermind of
9/11 to Justice. By Chris Wal-
lace with Mitch Weiss. New
York: Avid Reader Press, 2021.
ISBN: 978-1982176525, 368 pp.

“throwing a stink bomb into the com-
pound and taking photos when the
occupants fled, or putting listening
devices in groceries that were deliv-
ered to the compound.”

Eventually, by December 2010,
Panetta had enough confidence that
“The Pacer” was bin Laden to brief
President Obama that ““it is the CIA’s
judgment’ that bin Laden resided in
the Abbottabad compound.” The re-
sult: “Obama ... asked him to explore
options for an attack on the com-

pound.”

Obtaining Presidential Approval
Following the Presidential Brief,
Panetta started,

putting together a plan for how the
CIA’s special operations team would go
after bin Laden, once they could prove
he was The Pacer. But Panetta knew
the CIA’s paramilitary force could only
go so far. They needed more people
to advise on logistics—the experts at

the Pentagon.
Enter VADM William McRaven,
the Commander of Joint Special Op-
erations Command, the higher head-
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quarters of the Special Mission Units,
Derta FOrce and Sear Team 6, and
the other Tier 1 units that support
them, such as the “Night Stalkers” of
the 160th Aviation Special Operations
Regiment (Airborne):
McRaven was the perfect choice to lead
this new kind of warfare. He had literally
written the book on special operations ...
During his long career, he had personally
commanded or carried out more than a
thousand special operations in some of
the most dangerous places imaginable,
mostly going after high-value targets in
Afghanistan.

A little over 100 days after Panetta
initially briefed President Obama on
the possibility that they may have
found bin Laden, McRaven was in
the White House Situation Room to
brief Obama on the mission plan he
had spent “hundreds of hours of put
ting together” with his team of special
operations subject-matter experts. The
brief went well. But at the end of i,
President Obama asked McRaven the
obvious question: “Can you do the
mission?”

The national security advisor could
tell that Obama was impressed by
McRaven’s honesty. When the presi-
dent asked whether the mission was
doable, McRaven could have said, “Yes
sir, Mr. President. No problem.” But
he didn’t. Instead, McRaven said he
didn’t know, but promised to come
back later with an informed answer.

In approximately “3 weeks,” SEAL
Team 6, the “Night Stalkers,” and
other elements of Operation NEPTUNE
SPEAR came up with a solid plan, re-
hearsed their various roles, and con-
ducted a “full mission profile”” re-
hearsal before deploying to Afghani-
stan to await final approval from the
President to “go.”

Operation NEPTUNE SPEAR

Most are familiar with the raid it-
self. Two specially modified “stealth”
Black Hawk helicopters swooped
down on the Abbottabad compound,
inserting members of SEAL TEAM 6 in
and around the compound, who pro-
ceeded to clear the main three-story
building in the compound. When
they reach bin Laden, he is using a
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woman as a human shield with his
head above her right shoulder. A SEAL
puts two bullets in bin Laden, “split-
ting his face open. Blood and skull
spray[ing] the floor and walls.” Bin
Laden falls dead to the floor. The ac-
tual assault took about 15 minutes and
another 25 minutes or so were spent
on the ground gathering up a “ton of
computers” and “seiz[ing] important
al-Qaeda documents.” After approxi-

they bought the story. They started
moving away from the walls. It bought
them some time. But how much?

Winners and a Loser

President  Obama. According to
Wallace, Obama realized that the
hunt for bin Laden had languished
and insisted it be revitalized. Also,
the weight of the decision to authorize
the raid rested entirely with Obama.

Wallace highlights some aspects of Operation NEP-
TUNE SPEAR that are not well known.

mately 40 minutes on the ground, the
raid force flew back to Afghanistan.

Wallace highlights some aspects of
Operation NEPTUNE SPEAR that are not
well known. To me, the most surpris-
ing thing Wallace points out is that
there was not 100 percent certainty
that bin Laden was in fact in the Ab-
bottabad compound. It was only after
he was killed that a definitive identifi-
cation of him could be made. It was a
bold decision to greenlight the opera-
tion without absolute certainty that it
was bin Laden in the compound.

The reason one of the stealthy
Black Hawks crashed was because
in the mock-up of the compound in
North Carolina they used for “re-
hearsals, they had substituted chain-
link fences for the masonry walls. The
air could flow through them instead
of being trapped.” In short, “the high
compound walls [of the actual Ab-
bottabad compound], which blocked
the downwash of the rotor’s blades”
decreased lift, causing the specially
modified Black Hawk to crash.3

Lastly, the CIA had a unique solu-
tion to buy time for the raiding force
when the inevitable crowd of locals
gathered around the compound when
they saw and heard the raid:

The CIA translation officer waded into
the crowd. Several dozen people were
gathered outside the compound. He
calmly told them that this was a Paki-
stani military exercise. They needed to
stand back, he said. For the time being,

Despite less than 100 percent cer-
tainty that bin Laden was actually in
the Abbottabad compound, President
Obama approved the mission.

Leon Panetta, Director of the CIA.
Panetta, the focus of the first half of
the book, comes across very well. I
especially appreciate how Panetta had
the moral courage to disobey Presi-
dent Obama’s direct order early on
not to bring the key members of the
House and Senate Intelligence com-
mittees into the loop. But Panetta, a
former Congressman himself, “was
thinking that if you bring Congress
along, they become a partner. They’ll
be more supportive of the outcome—
good or bad.”

The CIA. Wallace does a great ser-
vice showcasing the extraordinary
dedication of the men and women
of the CIA who spent years trying to
bring bin Laden to justice. Their quest
for justice for 9/11 took a great toll
on their personal lives but they nev-
er gave up. It was interesting to read
about all the methods the CIA con-
sidered to confirm if bin Laden was
in the Abbottabad compound—the
conventional methods and the not-so-
conventional methods.

Then-Vice Admiral McRaven. He
was another key player in Countdown
Bin Laden who manifested moral
courage. During one of the Presiden-
tial Briefings, Obama asked McRaven
if the mission was viable. Many men,
in the presence of the President of the
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United States, would have said, “Yes”
for fear of the potential consequences
of any other answer. McRaven gave a
qualified positive answer but asked for
time to work out the details with key
specialists before answering definitive-
ly.

SeAL TEAM 6. Perhaps it should not
have been a surprise, over nine years
into the war on terror and hundreds of
capture/kill raids in Iraq and Afghan-
istan, but the operators of SEAL TEAM
6 conducted a raid of the highest na-
tional importance with only three
weeks to rehearse before the actual
mission. This is in contrast to the two
and a half months it took the assault
force to plan and rehearse the success-
ful Son Tay prison camp raid in No-
vember 1970 and the several months
it took to put all the disparate pieces
together to execute Operation EAGLE
CLAW, the unsuccessful attempt to res-
cue the American hostages in Tehran
conducted in May 1980.4

Book ReEvieEw EssaAy

Forces” when he should say “special
operations forces.” This is inexplicable
given the subject matter of Countdown
Bin Laden.

Secondly, Wallace inserts the story
of Jessica Ferenczy—a New York po-
lice officer, who lost her fiancé, an-
other NYPD officer, on 9/11. While
a tragic tale—one of the thousands
that came out of 9/11—]Jessica Fe-
renczy’s story has absolutely no con-
nection whatsoever with the CIA
finding bin Laden nor of Operation
NEPTUNE SPEAR. It was distracting to
read the chapter of Panetta informing
President Obama that “it is the CIA’s
judgment” that bin Laden was in the
Abbottabad compound then to read
the next chapter, which is Ferenczy
taking a “road trip” to a place her and
her fiancé once visited, before read-
ing the next chapter where Panetta is
informing key members of the House
and Senate Intelligence committees
that they may have located bin Laden.

months of work to score some politi-
cal points?

Conclusion

Perhaps because I have read ex-
tensively about Joint Special Opera-
tions Command, Delta Force, and
SeaL TeaM 6, 1 did not find the latter
part of Countdown Bin Laden which
discusses the planning and execu-
tion of Operation NEPTUNE SPEAR
as interesting as I did the extraordi-
nary efforts of the CIA to ascertain
if bin Laden was actually in the Ab-
bottabad compound. I imagine most
readers will find both the hunt for bin
Laden and the planning/execution of
Operation NEPTUNE SPEAR equally in-
teresting. Despite my above criticisms
of Wallace’s writing, Countdown Bin
Laden is well worth reading. Despite
some flaws, Chris Wallace has taken
a story of which we all know the fi-
nal outcome and written a book that
makes for interesting and enlighten-
ing reading.

.. the operators of SEAL TEAM 6 conducted a raid of the
highest national importance with only three weeks to

rehearse ...

Bin Laden. Apparently, bin Laden
forgot the old adage about “not stay-
ing in one place too long” and wanted
the comfort of a long-term home. On
the night of 2 May 2011, this caught
up with him.> Also, evidently, no one
told bin Laden that the purpose of
SeaL TeaM 6, formed in 1980, was
to kill terrorists and rescue hostages;
therefore, their shooting skills were
more than a match for him hiding be-
hind a woman.

I do have three criticisms of how
Wallace wrote Countdown Bin Laden.
First, Wallace apparently does not
know the difference between the ge-
neric term “special operations forces”
and “Special Forces,” aka “The Green
Berets” whose primary mission at this
time was Foreign Internal Defense
(i.e., counterinsurgency). Through-
out Countdown Bin Laden, Wallace
repeatedly uses the term “Special
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This happens throughout the book.
Every chapter concerning Ferenczy
could be edited out of Countdown Bin
Laden without in any way being detri-
mental to Wallace’s narrative.

Thirdly, Wallace—rightly so—
never questions or impugns the patrio-
tism and loyalty of Democrat Senators
or Congressmen. The same cannot be
said about his attitude toward Repub-
licans:

And now the November midterm elec-
tion had put Republicans in charge of
Congress, raising the stakes even high-
er. When Panetta got back to Wash-
ington, he’d have to tell a small but
new group of senators and congress-
men why he needed extra funding.
People with political agendas, people
who might not feel obliged to keep a
secret. Republicans had already started
fighting Obama over every piece of
legislation. Would one of them scuttle

Notes

1. From a publication I read when I attended

The Basic School.

2. A Full Mission Profile is a “full-scale dress
rehearsal” where you “simulate the entire raid
from beginning to end.” Every part of a special
operations mission is rehearsed with all ele-
ments doing exactly what they will do in the
actual mission.

3. Temperature also played a factor. At the time
of the raid, the temperature was 4-9 degrees
Fahrenheit warmer than forecast. Hotter tem-
peratures decrease a helicopter’s lift.

4. Son Tay was successfully executed but it took
so long to plan, gather the forces for, and train,
that by the time it was mounted, the POWs
had been moved.

5. Though to be fair, bin Laden lived in the
compound for years before the CIA realized
he was there.

usgimc
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Editorial Policy and Writers’ Guidelines

Oour basic policy is to fulfill the stated purpose of the Marine Corps Gazette by providing
a forum for open discussion and a free exchange of ideas relating to the U.S. Marine Corps
and military and national defense issues, particularly as they affect the Corps.

The Board of Governors of the Marine Corps Association has given the authority to
approve manuscripts for publication to the editor and the Editorial Advisory Panel. Editorial
Advisory Panel members are listed on the Gazerte’s masthead in each issue. The panel, which
normally meets as required, represents a cross section of Marines by professional interest,
experience, age, rank, and gender. The panel judges all writing contests. A simple majority
rules in its decisions. Material submitted for publication is accepted or rejected based on the
assessment of the editor. The Gazette welcomes material in the following categories:

e Commentary on Published Material: The best commentary can be made at
the end of the article on the online version of the Gazerze at https://www.mca-
marines.org/gazette. Comments can also normally appear as letters (see below) 3
months after published material. BE BRIEF.

e Letters: Limit to 300 words or lessand DOUBLE SPACE. Email submissions to
gazette@mca-marines.org are preferred. As in most magazines, letters to the editor
are an important clue as to how well or poorly ideas are being received. Letters
are an excellent way to correct factual mistakes, reinforce ideas, outline opposing
points of view, identify problems, and suggest factors or important considerations
that have been overlooked in previous Gazerte articles. The best letters are sharply
focused on one or two specific points.

* Feature Articles: Normally 2,000 to 5,000 words, dealing with topics of major
significance. Manuscripts should be DOUBLE SPACED. Ideas must be backed
up by hard facts. Evidence must be presented to support logical conclusions. In
the case of articles that criticize, constructive suggestions are sought. Footnotes
are not required except for direct quotations, but a list of any source materials used
is helpful. Use the Chicago Manual of Style for all citations.

* Ideas & Issues: Short articles, normally 750 to 1,500 words. This section can
include the full gamut of professional topics so long as treatment of the subject is
brief and concise. Again, DOUBLE SPACE all manuscripts.

* Book Reviews: Prefer 300 to 750 words and DOUBLE SPACED. Book
reviews should answer the question: “This book is worth a Marine’s time to read
because...” Please be sure to include the book’s author, publisher (including city),
year of publication, number of pages, and the cost of the book.

Timeline: We aim to respond to your submission within 45 days; please do not query
until that time has passed. If your submission is accepted for publication, please keep in
mind that we schedule our line-up four to six months in advance, that we align our subject
matter to specific monthly themes, and that we have limited space available. Therefore, it
is not possible to provide a specific date of publication. However, we will do our best to
publish your article as soon as possible, and the Senior Editor will contact you once your
article is slated. If you prefer to have your article published online, please let us know upon
its acceptance.

Writing Tips: The best advice is to write the way you speak, and then have someone
else read your first draft for clarity. Write to a broad audience: Gazette readers are active and
veteran Marines of all ranks and friends of the Corps. Start with a thesis statement, and
put the main idea up front. Then organize your thoughts and introduce facts and validated
assumptions that support (prove) your thesis. Cut out excess words. Short is better than
long. Avoid abbreviations and acronyms as much as possible.

Submissions: Authors are encouraged to email articles to gazette@mca-marines.org.
Save in Microsoft Word format, DOUBLE SPACED, Times New Roman font, 12 point,
and send as an attachment. Photographs and illustrations must be in high resolution
TIFF, JPG, or EPS format (300dpi) and not embedded in the Word Document. Please
attach photos and illustrations separately. (You may indicate in the text of the article
where the illustrations are to be placed.) Include the author’s full name, mailing address,
telephone number, and email addresses—both military and commercial if available.
Submissions may also be sent via regular mail. Include your article saved on a CD along
with a printed copy. Mail to: Marine Corps Gazette, Box 1775, Quantico, VA 22134. Please
follow the same instructions for format, photographs, and contact information as above
when submitting by mail. Any queries may be directed to the editorial staff by calling
800-336-0291, ext. 180.
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From 1953 to 1987 Marines, members of the Navy, Coast Guard,
Government Staff, and families who lived at Camp Lejeune were
exposed to harmful chemicals in their water and ground water.
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- Breast Cancer - Parkinson's Disease

- Kidney Cancer - Neuro Behavior Effects
- Lung Cancer & Many More

gozahonnold

TRI1AI LAWY ERS

800-483-7500



https://www.ToxicWater.com

MARINES, FAMILY MEMBERS & CIVILIAN WORKERS
‘r p E
Did you get
CANCER
or another

SERIOUS DISEASE

after drinking the
water at

. CAMP LEJEUNE?

If you lived or worked at Camp Lejeune from 8/1953 to 12/1987 and suffered serious harm
from the drinking water, you may be eligible to file a lawsuit for damages.

Please visit our website for more information on the specific cancers and serious diseases and
health conditions that are being considered in this new litigation, enabled by the recently enacted
Camp Lejeune Justice Act.

OVER 20,000 VETS CAN'T BE WRONG!

We are the nationally known and deeply experienced law firm of Weitz & Luxenberg PC, chosen
by thousands of military veterans for representation in several litigations, such as 3M Combat
Arms Earplugs and Asbestos/Mesothelioma.

Please know that even if you are a veteran who was denied disability by the Veterans
Administration related to your service at Camp Lejeune, you may still qualify for compensation.

Call our Water Contamination Taskforce today at 1-844-538-0145 for a free and confidential
consultation.
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