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The modern operating en-
vironment is composed of 
many actors: friendly, ene-
my, and neutral. Each actor 

is “not a unitary mass but a complex 
system of interacting components.”1 

Nowhere is this more apparent than in 
the first island chain, where the Marine 
Corps and Joint Force’s linear thinking 
struggles to engage these networks to 
achieve a meaningful advantage. Cur-
rent network engagement methods fall 
short in addressing Operations in the 
Information Environment (OIE). Effec-
tively engaging these complex networks 
is critical to Target Audience Analysis, 
Civil Network Development & Engage-
ment, and OIE Conduit Analysis. To 
influence, neutralize, or destroy key 
networks across the competition con-
tinuum, significant advancements in 
training are required.2 A new meth-
odology—Joint Advanced Network 
Analysis (JANA), anchored in network 
science—is essential for achieving in-
formation advantage and integrating 
information forces into a combined-
arms approach. Although information 
forces may provide the solution, the is-
sue impacts the total force.
	 Joint Advanced Network Analysis 
is a framework that allows Marines to 
view systems, including kill chains and 
influence networks, through relation-
ships among people, locations, events, 
resources, and organizations. This ap-
proach helps Marine information forces 
identify and disrupt components with-
in enemy systems across dimensions and 
domains. By exploiting relationships 
among the interacting components—
such as the “enemy’s command struc-
ture, the geographical disposition of 
their forces, the reliance on a particular 
capability, the interaction of different 
combat arms, the relationship of forces 
with the population, or an individual’s 

belief in the cause”—JANA supports 
both non-kinetic and kinetic effects, 
including counter-targeting to disrupt 
adversary kill webs.3 Unlike traditional 
target system analysis, JANA offers a 
broader framework for inf luencing 
neutral networks and targeting enemy 
networks.4

	 Currently, military information sup-
port operations (MISO) detachments 
are unable to effectively identify and le-
verage key communicators within target 
audiences to reinforce desired behaviors 
or counter malign propaganda.5 Simi-
larly, civil affairs teams lack the training 
and methodologies needed to identify 
relevant actors and develop effective 
engagement plans.6 Additionally, OIE 
Conduit Analysis is hindered by the 
absence of analytical tools to identify 
and model key conduits for information 
flow from sensors to decision makers.7
	 Network science is an applied re-
search paradigm used to understand 
complex adaptive systems like influence, 
social movements, governance, and in-
novation diffusion making JANA high-
ly relevant to MISO, civil affairs (CA), 
and efforts ranging from Force Design 
to task-organized unit C2.8 Predecessors 
to JANA were initially adopted by the 
Marine Corps, Army, and joint special 
operations for targeting terror and IED 
cells during the Global War on Terror, 
where its broader applicability was rec-
ognized by forward-thinking doctrine 
writers.9 Elements of advanced network 
analysis (ANA) have been adopted into 

high-level joint doctrine such as JP 3-53 
Joint Military Information Support Op-
erations (2024), JP 3-60: Joint Target-
ing (2024), and JP 3-25 Joint Counter 
Threat Networks (2023), MCTP 3-02A, 
Network Engagement Activities (2017, re-
vised in 2022), ATP 5-0.6, Network En-
gagement (2016, awaiting revision) FM 
3-57, Civil Affairs Operations (2021), 
and spreading to twenty publications 
across Marine, Army, NATO, and joint 
doctrine within a decade. 
	 Joint Advanced Network Analysis 
is based on the principles of network 
science, a well-developed interdisciplin-
ary field used widely in government, 
business, and academia to understand 
the complex connections among actors. 
Joint Advanced Network Analysis uses 
a data-driven approach to evaluate and 
affect the social, informational, and op-
erational networks that underpin mod-
ern competition and conflict. Thus, it 
offers a critical capability enabling effec-
tive information operations and civil-
military operations, and it provides im-
portant information supporting the fire 
and maneuver warfighting functions. 
For example, JANA provides measures 
that identify possible key influencers 
based on network structure (e.g., Key-
Player, PageRank, and Closeness Cen-
trality) and graphical representations 
supported by statistical analysis for in-
formation conduits (identification of 
shortest paths between nodes) and can 
algorithmically identify nested groups 
that may share a common identity to 
help refine messaging (e.g., community 
detection algorithms). Furthermore, 
JANA can be combined with data from 
polling, sentiment analysis, narrative 
detection, and other tools to gain an 
information advantage and assess op-
erations. 
	 Although ANA techniques are 
in doctrine and widely used in the 
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private sector and academia, they re-
main dramatically underutilized in 
OIE. In 2015, the United States Army 
Special Operations Command (USA-
SOC) Psychological Operations Regi-
ment identified gaps in target audience 
analysis training and tools, including 
the inability to identify relevant ac-
tors—an issue that persists for Marine 
Corps information forces and USA-
SOC.10 To address a similar gap, the 
95th Civil Affairs Brigade established 
human network analysis cells in 2018, 
with operational successes leading to 
civil network analysis becoming a core 
competency for Army special opera-
tions civil affairs.11 However, training in 
human network analysis/civil network 
analysis remains insufficient, as noted 
by USASOC and civil affairs journals. 
Despite having similar METs among 
USASOC PsyOp/CA forces and Ma-
rine Corps influence forces, advanced 
network analysis training and skill vali-
dation are still lacking across exercises 
and deployment rotations.
	 To better engage networks in com-
petition and modern conflicts, the 
Marine Corps must become proficient 
in advanced network analysis, but cur-
rent training is inadequate. Training 
and Education Command’s NET3C 
introduces foundational concepts but 
lacks the depth needed for operational 
utility at scale. This is compounded 
by the train-the-trainer model, lim-
ited student throughput due to high 
op tempo, insufficient software, and 
data sets to support meaningful prac-
tical application. Advanced methods 
are taught by the Joint National Train-
ing Center-funded Army TRADOC 
G-2 Network Engagement Team and 
by the Naval Postgraduate School’s 
CORELab. Combined, this amounts 
to fewer than ten instructors for the en-
tire Joint Force. This capacity gap leaves 
the United States struggling to com-
pete with China’s Intelligentized War-
fare. China now outpaces the United 
States academically in network science 
research and has written in the official 
news source of the People’s Liberation 
Army (PLA) about network science, 
not only for military operations but as 
a way to structure the PLA.12 In this 
PLA publication, they aptly state the 

following (translated from Mandarin 
Chinese):

The network information system not 
only can serve as a “multiplier” of 
“1+1>2” in aggregating combat forces 
that are widely distributed and have 
heterogeneous functional role, it can 

be damaged or controlled by destroy-
ing key nodes in the network infor-
mation system, creating a destruction 
“multiplier” effect of “100-1=0,”

	 To address this gap, influence Ma-
rines and Marine information forces 
should receive advanced training 
aligned across joint information forc-
es within their MOS pipelines. Early 
integration of this training fosters a 
network science mindset and capabil-
ity density to compete effectively with 
pacing threats. Applying a JANA 
framework at all echelons—battalion, 
regiment, major subordinate command, 
and MEF—enables decisive advantage. 
Joint Advanced Network Analysis max-
imizes the effects that can be achieved 
by limited forces. Figure 2 compares the 
doctrinal rules of allocation (ROA) for 
PsyOp forces with the Marine influ-
ence forces’ undersized force alignment 
and larger mission set.13 Joint Advanced 
Network Analysis, integrated at scale, 
is vital for OIE planners, MISO, CA, 
force protection/resiliency, and kinetic 
targeting. It offers a means to disrupt 

Figure 2. ROA for influence force and MEF Figure 2. (Source: ATP 3-53.2 Military Information in Conven-
tional Operations.)

Figure 1. Achieving systemic disruption 
through the deletion of key nodes and link-
ages. (Source: Marinus’ “On Defeat Mechanisms.”)
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enemy systems efficiently. The follow-
ing MISO/CA case studies, though fic-
tional, are based on real-world JANA 
applications. 

Case Study 1: JANA for Marine CA
	 Advanced network analysis enables 
CA teams to analyze public and com-
mercial data (PAI/CAI) to identify key 
networks and relevant actors across the 
PMESII spectrum (see Figures 3 and 
4 on following page).14 Even in denied 
areas, JANA techniques, such as close-

ness and betweenness centrality, allow 
Marine Information Forces to pinpoint 
relevant actors, organizations, locations, 
and events critical for focused engage-
ments. This creates a tangible informa-
tion advantage, the ability to minimize/
maximize effects from civilian-military 
interaction, as units prepare to enter 
contested areas.
	 Building on successful Army CA 
missions, this notional case study 
highlights how “Civil Network De-
velopment and Engagement” leveraged 

ANA to uncover foreign influence ac-
tors and vulnerabilities in host-nation 
governance and infrastructure.15 After 
40 hours of network analysis training, 
CA teams used a common template 
spreadsheet to identify relationships 
from engagements and PAI/CAI. This 
data was quickly imported into ANA 
tools (OEVis and Gephi), enabling 
rapid visualization of large amounts 
of data connecting actors in their area 
of operations.16 Through the detailed 
understanding of these networks, 
key actors connected with adversarial 
countries spreading malign narratives 
in the area of operations were identified. 
The analysis enabled teams to assess the 
proximity and access of these actors to 
friendly networks, informing engage-
ment planning to strengthen resilience 
in partner networks and isolate malign 
actors. This same framework also iden-
tifies gaps/opportunities among non-
governmental organizations, intergov-
ernmental organizations, the private 
sector, and host-nation governments.17 

By focusing on friendly and neutral net-
works, JANA increases host-nation sup-
port available to U.S. forces, reduces 
civilian reliance on military aid, and 
improves responsiveness to the civil-
ian population’s needs when required. 
Collaborative data sharing among part-
ners enhances the approach, addressing 
gaps created by less formal hierarchical 
relationships outside the military. The 
ability of CA professionals to develop 
these networks increased the host na-
tion’s capacity at little cost, mitigated 
malign influence, and supported other 
operations. This underscores the value 
of the JANA-network-based engage-
ment approach to solving complex op-
erational challenges and countering 
PRC Intelligentized Warfare.
	 The friendly/neutral focused analy-
sis is crucial in INDOPACOM, where 
combined operations/coalition warfare 
and collective cultures predominate.18 

Combinations of bilateral mechanisms 
like Korea’s Combined Forces Com-
mand and Japan’s Bilateral Coordi-
nation Centers may leave exploitable 
gaps for PRC Intelligentized Warfare. 
However, JANA can proactively iden-
tify weak links and critical nodes in co-
alition structures, allowing resilience/ 

Figure 4. JANA is a toolkit for quantitative analysis across the PMESII spectrum as described 
by JP 3-0, JP2-01.3, and JP5-0 yet is drastically undertrained. (Figure provided by author.)

Figure 3. JANA’s applicability to civilian-military operations enables precise applications of 
effects across this continuum. (Figure provided by author.)
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redundancy solutions to be imple-
mented. Additionally, with collective 
cultures in the first island chain context, 
individuals rely heavily on known con-
tacts and trusted in-group information 
and recommendations. It is essential to 
understand their networks to be able to 
effectively engage them. 

Case Study 2: JANA for Marine 
MISO
	 Network science is widely used for 
understanding and accelerating the 
spread of information and influence; 
it can be applied to combating illegal 
unlicensed and unregulated fishing 
(IUUF), a significant maritime secu-
rity threat outlined in the current U.S. 
National Defense Strategy. Public and 
commercial data from aggregators of 
vessel tracking data, such as Skylight, 
provide large open-source datasets of 
IUUF ship encounters, port calls, and 
where ships are flagged. Using JANA 
and enabled with a government-owned 
tool, such as OEVis, an analyst can 
build a large network in just a few 
hours. The resulting visualization and 
detailed understanding can identify the 
most important ships in a network and 
where and when they encounter others 
at sea and in port. This enables precise 
Target Audience Analysis to focus on 
actors involved in IUUF. Integrating 
additional data into OEVis can then 
show linkages such as organizational 
ties, communications, social media ties, 
and co-attendance of events. This mas-
sive network can then be analyzed using 
measures such as PageRank. PageRank 
is an algorithm originally developed by 
Google to rank webpages, which has 
also been found to find individual 
nodes in networks that are the most cen-
tral among other highly central figures 
key communicators among the TA‘s 
network.19 Additionally, community 
detection can be employed to identify 
important groups based on the social 
structure of the network, enabling pre-
cise refinement of a target audience. It 
may be known that many of the workers 
at a given port have certain demograph-
ics, such as being males of a certain 
ethnic group and religion. However, 
mapping the network may reveal that 
the region people immigrated from is 

the most important variable in who 
communicates with whom. It may also 
reveal that demographics don’t define 
target audiences in a particular area. 
Understanding these groups increases 
access to additional PAI/CAI, such as 
their social identities, groups they fol-
low, products they buy, and media they 
consume. This deeper understanding 

guides tailored MISO series, optimizing 
message propagation and increasing the 
likelihood of behavioral change. Ad-
vanced network analysis can be applied 
to the network of only a key leader or 
a large target audience operating on a 
large social media platform, allowing 
for very specific conduit analysis and 
even identification of the shortest paths 
possible for a message to travel. This 
type of analysis also leaves the pos-
sibility for using agent-based models 
or artificial intelligence to model the 
diffusion of information or influence 
through a target audience. Lastly, the 
network can be used to generate mea-
sures of performance and effectiveness 
that can be quantitatively measured.
	 The precision JANA generates “sec-
ond-wave propagation,” which spreads 
behavior rapidly, especially in collective 
cultures reliant on social networks for 
trusted information.22 Figures 5 and 6 
demonstrate two applied operational 
uses. With robust availability even at 
the tactical edge due to the prominence 
of advertising technology and prolifera-
tion of increasingly connected technol-
ogies, it is easier than ever to enable this 
type of analysis.23 Combining network 
science centrality measures can not only 
identify relevant actors and key com-
municators in a network but can also 
assist in leveraging them to generate ef-
fects.24 When supported by intelligence 
activities, it can categorize the types of 
relevant actors and key communicators 

Figure 6. Using ANA to track message propagation and impact across a social network from 
Casebeer 2018.21 (Photo credit: Casebeer 2018.)

Figure 5. Network of 5,793 vessels sus-
pected of IUUF’s 26,051 at-sea encounters. 
Nodes are sized by being central among 
other highly central vessels, indicating in-
fluence (PageRank Centrality), and color is 
based on algorithmically defined groups 
(Louvain Community Detection).20 (USMA 
CDT Angelina Pfister in support of TRADOC G-2, data is 
publicly available from Global Fishing Watch  https://
globalfishingwatch.org/datasets-and-code.)
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based on how they interact with the rest 
of the network.25 Without advanced 
techniques, relevant actors and key 
communicators are identified super-
ficially using subjective methods that 
may be highly inaccurate. Additionally, 
ANA enables influence Marines to dis-
tinguish the difference between an ef-
fective adversary propaganda campaign 

and ineffective noise in the information 
environment. People and organizations 
within the network that are effectively 
spreading a counter-narrative can be 
identified and mitigated, while those 
that can propagate our narrative may 
be enhanced to drive the desired be-
havior in the target audience. This can 
be done through identifying the over-
laps between friendly, adversary, and 
neutral networks, compared to where 
messaging is injected into the network 
by adversary or friendly forces.

The Way Ahead
	 Successful implementation of JANA 
allows Marine information forces to 
identify and assess networks that can 
threaten, hinder, or support military 
operations within a defined area. Once 
a network is discovered, opportunities 
can be identified to further develop and 
engage it. Specifically, friendly net-
works must be amplified, reinforced, 
or protected, while neutral networks 
are optimized as necessary to support 
the commander’s objectives and intent. 
Threat networks, on the other hand, 
must be mitigated or monitored. For 
the Marine Corps to achieve success at 
this level, investment is required across 
the capability-based assessment frame-
work. This is not a materiel solution; 
rather, it is an investment in humans 
over hardware.
	 Doctrine already exists outside the 
Marine Corps to provide an excellent 
starting point for the Information 
Maneuver community to adopt this 

comprehensively across Marine Corps 
doctrine. Examples include the Civil-
Military Engagement Development-Joint 
Targeting/Non-Lethal Handbook, Soldier 
Training Publication (STP) 41-38R-SM-
TG for Civil Reconnaissance Sergeants 
(MOS 38R), ATP 3-57.30 Civil Network 
Development and Engagement, and ATP 
5-0.6 Network Engagement. Organiza-

tionally, the Information Maneuver 
occupational field, specifically MOS 
1751 and 1707, provides the resident 
structure to integrate these TTPs at ech-
elon across the FMF. Training would 
likely be a short two-week investment 
in the existing Influence PMOS pro-
duction pipeline; this could likely be 
offset by removing redundant periods 
of instruction on the Marine Corps 
Planning Process. The Marine Corps 
Planning Process, although important, 
is taught by Education Command at 
resident and non-resident schools, and is 
a simple planning process that can truly 
be learned by doing, as most MEU com-
ponent staffs do. In the 2024 Influence 
PMOS pipeline, it is taught both at the 
Civil Affairs School and at the MAGTF 
OIE Practitioners Course. This is in 
addition to being taught the Army’s 
version—Military Decision-Making 
Process at Psychological Operations 
Qualification Course. The key to effec-
tive training is the practical application 
available, as well as the appropriate in-
structional personnel. A team including 
a network science subject-matter expert 
and an individual with robust joint/in-
teragency operational experience using 
network analysis is likely the right fit. 
The Army’s TRADOC G2 Network 
Engagement Team models this struc-
ture. It provides unmatched training 
on social network analysis (using a gov-
ernment-owned tool—OEVIS—and 
robust real-world datasets. Funded by 
the Joint Staff Joint National Training 
Capability, it provides training across 

the Joint Force. This is an essential re-
quirement—using the same network 
science approaches enables global in-
teroperability to win a global competi-
tion across combatant commands.
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