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Editorial: Information

A glance at this edition’s table of contents shows that our focus this month is
on a broad range of topics related to information and the art and science of Marine
operations in this complex dynamic environment. Achieving and maintaining
competitive advantages from the tactical to the strategic levels in this emergent
warfighting function and domain of warfare requires a common vision and careful
integration of hardware and software systems, terrestrial and satellite networks,
and human talent all underpinned by “T'TPs” policies and authorities. While the
ubiquity and speed of technological change in the last four decades demand the
Corps and the entire defense establishment implement changes to outpace our
adversaries and competitors, the importance of information in warfare can be seen
as early as Sun Tzu’s (Sun Zi’s) Art of War from the Samuel B. Griffith Translation:
“Know the enemy, know yourself; victory will never be endangered. Know the
ground, know the weather; your victory will then be total.” “All warfare is based
on deception.” “Let your plans be dark and impenetrable as night.” Articles in our
focus area begin with a “Message from the Deputy Commandant for Information”
by LtGen Matthew G. Glavy on page 6 followed by “Fighting Smart” by LtGen
Glavy and Mr. Eric X. Schaner on page 8. This article provides an overview of the
Corps’ approach to the inter-related systems and human talent required to preserve,
deny, project, and protect information. Noteworthy articles focusing on the “art”
of information in warfare include “Information in Marine Corps Operations” by
LtCol Joseph Uchytil on page 16, “Warfighting Through Data-Centricity” by Maj
Michael Kennedy on page 20, “Subduing the Enemy Without a Fight?” by 2ndLt
Paul Shields on page 40, and “Hacking the Minds of Decision Makers” by Capt
Corey A. Ware on page 56. Standout science-focused articles include on page 44
“Hyperscale Cloud Services for Marine Corps Operations” by LtCol Christopher
Tsirlis, and on page 66 “Managing CMMC Status Validation for COTS Equipment
in Gray Space Acquisitions” by Maj Lawrance Andrus Jr.

Trainingand developingthehuman capital required to operatein theinformation
domain are the subject of “Accelerating Cyberspace Talent Development and
Readiness” by Mr. Alfredo Rodriguez III on page 24 and “Building All-Domain
Communicators” by Maj Adrian Felder, et al. on page 62.

Some may disagree with the Corps’ approach, and their fact-based opinions are
welcome in the professional journal. No single technology or capability will ever be
the sole decisive factor in warfare. However, the pace of change in information is
producing changes in the character of war. What began in 1969 with the Advanced
Research Project Agency Network and 1983 with the first U.S. analog cellular
phone network and civilian access to Global Positioning System satellites, today
involves space-based capabilities, artificial intelligence/machine learning, virtual
and augmented reality, and a connected video camera in the hands of millions of
humans. Absent the right capabilities and a comprehensive understanding of all
aspects of information—to include command and control, intelligence, network
operations, deception, influence, and controlling a narrative—the risks to the
mission and the force increase at the speed of light.

Christopher Woodbridge

MCA President and CEO, LtGen Charles G. Chiarotti, USMC(Ret); VP Foundation Operations, Col Tim Mundy, USMC(Ret); VP Professional
Development, Publisher € Editor-in-Chief Marine Corps Gazette € Leatherneck Magazine of the Marines, Col Christopher Woodbridge, USMC(Ret);
VP Corporate Sponsorships, Events &g Advertising, Ms. LeeAnn Mitchell.
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LETTERS

Wargaming
Maybe our Corps can be the leader in
promoting a change that is long overdue.
We use the terms “wargaming,” “war
gaming,” or “war-gaming” as a quick
description of the incredibly complex
and sophisticated analyses of past and
future military conflicts. These analyses
are anything but games. They are, for
the most part, high-powered computer
analyses of myriad possible combat
decisions and strategies, in a designated
theater of conflict, with the probable
conclusions and costs analyzed. They
provide relevant guidance that will
save lives and capital. They allow our
decision makers to test and try innovative
and “off the wall” possible military
solutions without getting anyone killed
and without the cost of “forgetting to
pack the band aids” in future conflicts.
Maybe we should call them simulations
of conflict, “what if” testing, or anything
but wargaming. Should MCA ofter the
renaming as a contest, I will happily buy
beer for the winner.

Robert Koury

January 2024

As usual, the January 2024 issue
had interesting and thought-provoking
articles. I offer some comments.

The “Contaminated Fitness Reports”
piece by CWO4 Baldwin should have in-
cluded reports from other than reporting
seniors who were relieved for cause. Some
reporting seniors are not up to par in
leadership style and traits; these reports
should be noted, at least hopefully, by
the reporting officer and Headquarters
Marine Corps.

The “Officer MOS Assignment
System” by 1stLt Houser was very
timely. I write this because of the effort
or at least discussions of bringing in
people without boot camp or Officer
Candidate School experience but who
possess highly technical or esoteric
skills. The lieutenant’s last sentence sums
it up beautifully.

The overview of “Enhancing Marine
Corps Leadership and Readiness” got
my keen attention as I served for a com-
manding general’s inspection period as

the assistant inspector general for 1st
MarDiv. I submitted two recommenda-
tions to Headquarters Marine Corps
while in the billet. My basic recommen-
dation for both was to design checklists
to actually describe the processes that are
used day-to-day. If offices make a habit
of doing things the way Headquarters
Marine Corps wants them done and it
becomes routine, all inspections should
be “no notice,” and more importantly,
all organizations should doing things the
right way and should be able to pass any
inspection.

My favorite article was “Mess Nights”
by 1stSgt Kurek, and the subtitle was a
bullseye: “A fading tradition.” I had to go
into my dungeon and pull my literature
and old programs here. I would suggest
that mess nights (only for members of the
mess [and the guests]) are entirely differ-
ent from dining-ins (spouses and others
are invited). One of the most memorable
dining-ins I attended was on Camp But-
ler when our guest was MajGen Day. He
gave the most inspiring and esprit de corps
talks about Marine Corps leadership I
ever heard. It centered around his World
War II experience and centered on his
company commander. We cannot, and
should not, lose any more of our culture,
heritage, and traditions. That is what
makes Marines, Marines.

Lastly, I must comment on what
might be a slight to those of us who are
currently or previously in the MOS
areas of talent management and admin-
istration (general and personnel). I just
looked (in the dungeon while there)
at the October-December issues. The
editorial for this month gives the
name, title, and page number of the
focus articles. The second paragraph
continues this, but for those supplemen-
tary articles, only a passing notice of
what is in the edition. The space seemed
available to at least include some of the
authors.

It appears that I am still fighting to
make sure admin Marines are consid-
ered full, real Marines. I was told not
to submit a reply back to Manpower
Management Officer Assignment when
we received a letter that reassigned a
0302 to a 0180 MOS due to the officer’s

“demonstrated lack of leadership and
professionalism.”

Needless to say, this characterization
of my mentors was not accurate. My se-
nior 0170s and 0180s were mainly former
03s and were of the highest professionals
and maintained the highest degree of
leadership I had the pleasure to be associ-
ated with during my career. The previous
year’s dining-in, in which a non-admin
type proofed the program, let slide “road
beef” vice roast beef in the mess night
traditions description. Not that big of a
deal, but we all have our skills—and all
of our skills are necessary and required
for the Marine Corps to succeed.

So, I ask that future editorials be re-
viewed to ensure that, regardless of what
the primary focus articles are, the other
articles and those writers, whatever MOS
they may be, are given the recognition
and respect they deserve.

Maj J.H. Thompson (Ret)

Response
No disrespect intended, and I regret
the perceived slight. We have so many
great articles, and I try to fit as many
highlights into my editorial as possible
whether they are in the monthly “focus
area” or not without re-writing the entire
table of contents. In the future, I'll do
better recognizing more authors. Semper
Fi.

Editor-in-Chief

Updated Bio

In the March 2024 edition, we
would like to update Maj Davidhizar’s
biography for his article, “Don’t Make
it Complicated.” It should have read:
Maj Davidhizar, USMCR, is a Logistics
Officer and Judge Advocate currently on
active duty as an Operational Logistics
Planner with MARFOREUR/AF. Maj
Davidhizar has deployed to Central
America and Afghanistan. His additional
MOSs include Foreign Area Officer
and Advanced Foreign Security Force

Advisor.

Letters of professional interest on any topic are welcomed by the Gazette. They should not exceed 300 words and should be DOUBLE SPACED.
Letters may be e-mailed to gazette@mca-marines.org. Written letters are generally published three months after the article appeared.

The entire Gazette is now online at www.mca-marines.org/gazette.
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IDEAs & Issues (INFORmATION & C4)

A MESSAGE FROM THE DEPUTY COMMANDANT
FOR INFORMATION

When I assumed the role of Deputy Commandant for Information in July 2021, Russia had not yet invaded Ukraine,
Hamas had not yet attacked Israel, the Red Sea was unimpeded, and China had not yet rammed Philippine vessels in the
South China Sea. These events and China’s now frequent crossing of the Taiwan Strait median line highlight just how
much the world has changed in recent years. What is at the center of this change? Information—and the battle to dominate
with it—is transforming the character of warfare. The side that wins the fight for information will most likely succeed
in battle and win in war. Just like in the previous decade when we watched “rag tag” violent extremists with up-gun Hilux
pick-up trucks, Android 6 smart phones, and commercial VSATs provide formidable challenges in two countries, we again
witness the power of data and information in the execution of warfare in asymmetric ways. Peer and non-peer adversaries
are increasingly leveraging prolific sensors, data, computing power, artificial intelligence, autonomous systems, and social
media to offset historical US military advantages. The Marine Corps is postured to adapt and viciously exploit the power
of information to meet these challenges.

Last August General Smith provided me guidance affirming that information plays a major role in supporting his
vision for the Marine Corps’ continued evolution. Commandant Smith recognizes the fundamental shift in the character
of warfare, and most importantly that people, above all else, remain the ultimate source of our Corps’ military advantages.
Marines empowered by data, information, and cutting-edge technologies, who can also counter the enemy’s use of these
same things, will advance the Marine Corps as a primary contributor in joint warfighting.

To fulfill the guidance and continue the Marine Corps’ evolution in a rapidly changing world, General Smith specifically
tasked the DC I team to develop a top-level vision for information in the Marine Corps. This task requires us to develop a
clear explanation for how data, information, communications, intelligence, cyberspace, space, electromagnetic spectrum, and
all other information-based capabilities and functions contribute as an integrated whole to joint competing and warfighting,
across domains. This is no small task. To build toward this vision, we must apply what we’ve learned from the past several
years of Force Design to help craft that explanation. Then we must use the vision to drive continued progress in our current
phase—Force Development.

In this Gazette issue we take a step toward a top-level vision for information by introducing “Fighting Smart” as the
title for the vision, directed by the Commandant. Fighting Smart is the application of our time-tested maneuver warfare
principles in our modern hyperconnected world. It is a way of operating that turns data and information into combat power
by enabling Marines to make better decisions at a faster pace than the adversary, while using data as an asset that makes
all-domain command and control and combined arms faster and more effective. Marines who harness data, information,
and intelligence to achieve decision advantage, combine multi-domain effects, close kill webs faster than the adversary,
and influence the narrative will achieve advantage in current and future warfare—this is what we seek to achieve through
Fighting Smart.

Matthew G. Glav
Lieutenant General, U.S. Marine Corps
Deputy Commandant for Information

6 www.mca-marines.org/gazette Marine Corps Gazette « April 2024
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IDEAS & Issues (INFORMmATION & C4)

Fighting S t
Information in 21st-century competition, deterrence, and warfare
by LtGen Matthew G. Glavy & Mr. Eric X. Schaner

he character of warfare is
changing faster than most
could have imagined a de-
cade ago. In just the last
four years, Russia invaded Ukraine,
Azerbaijan resumed conflict with Ar-
menia, Hamas attacked Israel, Houthis
impeded the Red Sea, and China
rammed Philippine vessels in the South
China Sea. These events and China’s
now frequent crossing of the Taiwan
Strait median line highlight just how
much the world has changed in recent
years. We observe from these events that
the character of warfare is now faster
and more connected than ever before.!
‘War remains the ultimate contest of hu-
man wills and may be long-lasting, but
battlefield engagements from sensor to
shooter occur faster than ever and are
decided quickly by converging multi-
domain effects.2 Kill chains are evolv-
ing into complex but resilient kill webs.
State and non-state actors are building
kill webs by combining readily available
capabilities to improve their maturing
precision-strike regimes. For state ac-
tors, this includes using widely available
low-cost sensors, publicly available in-
formation, commercially available sen-
sor data, social media, and state-owned
sensor data to employ a widening array
of precision stand-oft weapons, ranging
from low-cost unmanned aerial systems
and loitering munitions to long range
hypersonic and ballistic missiles.
Highly connected technologies such
as social media are also fundamentally
transforming the battle over narratives.
From the conflicts already mentioned
to numerous other potential flashpoints
in East Asia, opponents in competition
and conflict and their supporting public
are continually bombarded with mes-
saging through an unending stream of
videos, images, and other forms of com-
munication. This messaging is aimed at

8 www.mca-marines.org/gazette

>LtGen Glavy is the Deputy Commandant, Information.

>>Mr. Schaner is a retired Intelligence Officer currently serving as the Deputy
Director for the Plans and Strategy Division within the Deputy Commandant

for Information.

influencing the enemy to quit, or rival
public to acquiesce, or both. Whatis at
the center of all this change?
Information—and the battle to domi-
nate with it—is fundamentally trans-
forming the character of warfare. The
side that wins both the technical and
cognitive fights for information will
most likely succeed in battle and win
in war. Peer adversaries understand
this well. They are leveraging the global
proliferation of sensors, abundant data,
virtually unlimited computing power,
artificial intelligence, social media, and
hyperconnectivity to adapt, evolve, and

... battlefield engage-
ments from sensor to-
shooter occur faster
than ever ...

in some cases transform their capabili-
ties to offset historical U.S. military ad-
vantages.3

The Marine Corps must continue
to adapt to meet today’s technology-
driven challenges in our highly con-
nected world. Marines who harness
information to achieve decision ad-
vantage, combine multi-domain ef-
fects, close kill webs faster than the
adversary, and influence the narrative
will achieve advantage in current and

future warfare. The Marine Corps’ ad-
aptation will continue by learning from
current events and taking advantage of
the opportunities that access to data
and information provides. FMFs are
doing this today through formations
like the MEF Information Group and
the Marine littoral regiment, among
others. We must do more.

The Commandant’s Task to DC 1.
In anticipation of these challenges,
the Marine Corps created the Deputy
Commandant for Information (DCI)
position and supporting organization in
2017. The DC I organization brings to-
gether the intelligence and information
warfighting functions, plus the dataand
communications functions, into one
organization, among other changes.*
From the beginning through today, the
DC I team has worked hard to:
* Develop new doctrine including
MCDP 8, Information, and MCWP
8-10, Information in Marine Corps
Operations, to help institutionalize
the information warfighting function.
* Establish the Marine Corps Infor-
mation Command to help Stand-in
Forces (SIF) connect with the authori-
ties and permissions they need to op-
erate, as well as leverage intelligence
community (IC) capabilities.
e Foster the MEF Information
Group’s growth from a fledgling op-
erational unit to a fully functional
command that can command and
control forces across the globe.

Marine Corps Gazette « April 2024



e Establish the Network Battalions
to secure, operate, and defend the
Marine Corps Enterprise Network,
providing global support to our MEFs
and Marine Forces.
* Create the new 17XX informa-
tion maneuver occupational field by
combining cyberspace, space, and
numerous legacy information op-
erations fields into a single coherent
professionalized series.
¢ Implement hybrid cloud through
network modernization to prepare us
for artificial intelligence (AI) enabled
data-centric operations.
e Establish the Information Devel-
opment Institute to provide quality
training, education, and experiences
for information technology, cyber-
space, and the data and Al civilian
workforce.

All the above are necessary footings for

what is coming next.

In August 2023, Gen Smith pro-
vided guidance affirming that informa-
tion plays a major role in supporting
his vision for the Marine Corps’ con-
tinued evolution. Additionally, Com-
mandant Smith’s guidance recognizes
the fundamental shift in the character
of warfare, and that Marines, above all
else, remain at the center. Echoing Col
John Boyd’s simple but time-tested wis-
dom of “People, Ideas, Things—in that
order,” Marines remain our ultimate
source of strength and advantage. So
long as warfare remains a contest of
human wills, Boyd’s influence on the
Marine Corps’ warfighting philosophy
discussed in MCDP 1, Warfighting,
still drives us to embrace, empower,
and trust the creativity and ingenuity
of our Marines. Our Commandant
and the DC I recognize this and will
always put Marines first. We will focus
on Marines and enable their creativity
by giving them the data, information,
and cutting-edge technologies that are
available today. Empowering and trust-
ing Marines differentiates us from all
our adversaries. It is what gives us a com-
petitive edge. Our duty is to empower
and trust Marines with 21st-century
capabilities—so that we can fight and
win 21st-century battles.

To move us faster in this direction,
the Commandant tasked the DC I

Marine Corps Gazette « April 2024

team to develop a top-level vision for
information in the Marine Corps. This
task requires us to deliver a unified vi-
sion for how data, information, com-
munications, intelligence, cyberspace,
space, electromagnetic spectrum, and
all other information-based capabilities
and functions across the DC I portfolio
empower Marines and contribute as an
integrated whole to joint warfighting.
This is no small task. To build this vi-
sion we must apply what we learned over
the past several years of Force Design to
help drive the next phase—force develop-

ment.

What Have We Learned So Far?

The Marine Corps is transitioning
from a simpler view of the battlespace
organized around physical maneuver
combined with supporting arms to a
more sophisticated view of all-domain
combined arms. While we have made
great progress in this transition in re-
cent years, trend reporting from our
MAGTF Warfighting Exercises shows
we have more to do.> The core challenge
we face is how to create and sustain the
ability to close complex kill webs while
preventing our adversaries from clos-
ing them on us. To meet that challenge,
we must help Marines understand the
role of information and how to use
data to enable and support that effort.
Another primary challenge is helping
Marines understand they are always in
a narrative battle and giving them the
tools they need to successfully fight that
battle. These are information problems
that we can and will solve.

To achieve the above, the Marine
Corps must solve several human capi-
tal issues. Putting Boyd’s philosophy
of “People, Ideas, and Things—in
that order” into practice, we must first
address an all-Marine education and
training issue. Every Marine, especially
commanders, must better understand
their role in data-centric operations and
how to integrate and exploit informa-
tion across warfighting functions. Next,
the Marine Corps must fix problems
related to the development and reten-
tion of Marines and civilians servin
in the information-related fields. These
problems range from lack of special-
ization in essential high-demand, low-

density skills to career stagnation and
inefficient utilization. Additionally, the
Marine Corps must overcome similar
problems in producing and retaining
sufficient personnel in the intelligence
occupational fields.

The Marine Corps is not maximiz-
ing the use of data to empower people
and help them make decisions. While
data is at the root of all Marine Corps
functions, missions, and activities, the
Marine Corps’ data is not currently
organized, structured, governed, pro-
cessed, and presented in a way that
allows for effective use or decision
making. This suboptimal use of data
puts Marines in a situation of seeking
information-based advantages through
constant trade-offs among data, intelli-
gence, and communications needs. Un-
til such time as we finally synchronize
“information” into a single unifying
concept that integrates these areas along
with cyber and space, the Marine Corps
will continue to fall short.

With respect to intelligence, the find-
ings of force design-related analysis,
wargames, and exercises match observa-
tions of the contemporary operating en-
vironment: winning the reconnaissance
and counter-reconnaissance (RXR)
fight s critical. The Marine Corps Intel-
ligence, Surveillance, Reconnaissance
Enterprise (MCISR-E) must continue
to modernize to anticipate and stay
ahead of changes in the environment
to enable Marines to win the RXR fight
as part of joint competing and warfight-
ing. The MCISR-E must incorporate
the use of data and information tech-
nologies that enable rapid sense-making
of large, multi-disciplinary data sets and
intelligence feeds, as well as software-
defined two-way connectivity across the
Marine Corps and to the Joint Force
and IC.

In a highly connected two-way data-
centric environment the exquisite capa-
bilities of the IC are instantly available,
globally. The findings show a need to
leverage this connectivity to enable SIF
to not only be the eyes and ears of the
Joint Force but also the IC. In response
to this need, the Marine Corps estab-
lished the Marine Corps Information
Command to tie the SIF closer to the IC
and global combatant commanders like
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CYBERCOM and SPACECOM. This
connection crucially enables mutually
supporting relationships between the
SIF and combatant commanders—al-
lowing for the exchange of data, au-
thorities, and permissions, as well as
using placement and access to generate
effects.

We have learned a great deal from
current events and the Marine Corps’
collective campaign of learning. We
must now capitalize on what we have
learned to continue improving.

Toward a Unified Vision for Infor-
mation.

The diverse functions and capa-
bilities within the DC I portfolio ex-
ist to help Marines and the Marine
Corps gain or exploit some kind of
information-based advantage or ef-
fect. The Commandant’s task to cre-
ate a unified vision for information is
a task to help him organize, train, and
equip the Marine Corps to harness the
power of information and technology
for the purpose of gaining and exploit-
ing information-based advantages and
effects. This is the basis for “fighting
smart” asa unified vision—a vision that
draws directly from the last sentences
of MCDP 1, Warfighting, which state:
“Maneuver warfare is a way of thinking
in and about war that should shape our
every action ... [it] is a philosophy for
generating the greatest decisive effect
against the enemy at the least possible
cost to ourselves—a philosophy for
‘fighting smart.””®

How do Marines fight smart in the
21st century? How do Marines develop
insight, leverage their imagination, and
innovate to adapt to disruptive envi-
ronments? How does the institution
deliver cutting-edge technologies to
turn data and information into tac-
tical advantages and combat power?
How do Marines use these advantages
to out-think, out-compete, and out-fight
the adversary? These are some of the
fundamental questions Fighting Smart
will answer.

To build toward this vision and an-
swer these fundamental questions, the
Marine Corps must close gaps associ-
ated with the Commandant’s priorities
of people, readiness, and modernization.
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Concerning people and readiness, we
must educate and train individual Ma-
rines to know what to do with informa-
tion and their role in using it effectively,
and then match people to billets to take
maximum advantage of their skills and
available technologies. This includes
integrating individual talent into realis-
tic and challenging unit training. This
combination enables a data-centric ap-
proach to operations. Commanders and
Marines at all levels benefit from their
ability to make better and faster deci-
sions than the adversary, and their abil-
ity to manipulate or deny information
to the adversary in ways that maintain
or increase warfighting advantages.
With respect to modernization, we
must improve our ability to combine

support evolving missions and the com-
mander’s need for information. Our
MEF commanders should possess simi-
lar capabilities.

Toward a Fighting Smart Institution

Service leaders and staff can also
fight smart by modernizing to sup-
port institutional operations. Leaders
and staff at all levels benefit from their
ability to organize, structure, govern,
and process data in ways that allow
for effective use and decision making.
Modernizing data-centric operations
at the institutional level would greatly
improve institutional planning; force
design and development; acquisition;
budgeting; recruiting and retention;
assignments; training and education;

Fighting Smart applies to all Marines, emphasizing
the instant and interconnected global nature of the

information environment.

all available data using advanced tech-
nologies to move relevant and trusted
information in a timely manner—this
makes distributed operations possible,
as well as all domain RXR through a
modernized MCISR-E. Additionally,
combining all available data enables ally,
partner, and Joint Force integration into
all-domain combined arms to close joint
and combined kill webs, which greatly
increases the potential dilemmas Ma-
rines can create for their adversaries.
To accomplish this, the Marine Corps
must develop an organizing concept
and formations that integrate signals
intelligence, electromagnetic spectrum
operations, and cyberspace operations.

To leverage data for battlefield ad-
vantages, the Marine Corps mustlearn
from current events where adaptability
through rapidly engineering software
applications and data solutions at the
point of need has proved advantageous.
The 18th Airborne Corps provides a
prime example, demonstrating the ef-
fectiveness of deploying a skilled team
of software coders and engineers to
dynamically create data solutions that

force generation and employment;
posture decisions; strategic communi-
cation, and installations and logistics
planning,

Fighting Smart applies to all Ma-
rines, emphasizing the instant and in-
terconnected global nature of the infor-
mation environment. It underscores the
visibility and potential consequences of
actions and words by all, including civil-
ian Marines and support contractors.
Achieving a unified information vision
necessitates practicing information dis-
cipline—maintaining professionalism
and awareness that every word and ac-
tion is visible globally. This recognition
can either enhance or hinder the Marine
Corps’ reputational narrative, affecting
public perceptions both domestically
and internationally.”

To continue the Marine Corps’ evo-
lution, we must also implement changes
to how we conduct defense acquisitions.
Marines recognize the need to go faster,
with operational commanders using
O&M dollars to acquire capabilities.
External leaders and Congress have long
called for changes. Marine Corps Sys-

Marine Corps Gazette « April 2024



T
Yy

Liberty Global Logistics LLC

A Leading Ocean Shipping & Logistics Company




tems Command recently reorganized
to enhance acquisitions, but more work
remains. The Commission on Defense
Innovation and Adoption, in its Janu-
ary 2024 publication, underscores the
urgent need to swiftly adopt cutting-
edge technologies from commercial and
defense sectors. Doing so will enable the
timelier delivery of high-impact solu-
tions to the warfighter.3

This necessitates a fundamental
shift in focus within our programs of
record to emphasize software require-
ments over hardware. This shift also re-
quires our programs to allow for rapid
software modifications and updates to
ensure our warﬁghters can maintaina
competitive advantage by fusing and
correlating data to drive decisions, ac-
tions, and outcomes. Organizations
like the Marine Corps Software Fac-
tory are designed to support and enable
rapid software development. Fighting
Smart will identify necessary actions to
steer the Marine Corps toward crucial
reforms in requirements development
and acquisitions, as well as in provid-
ing software development support to
FMF.

Where Are We Headed?

Fighting Smart is a way of operating
that turns data and information into
combat power by enabling Marines to
make better decisions at a faster pace
than their adversary while using data
as an asset that makes all-domain com-
mand and control and combined arms
more effective. To take full advantage
of this operating method, the Marine
Corps needs to educate and train its
people in how to create and sustain
it. Every operating approach relies on
skilled people to make it work—Fight-
ing Smartis no different. Marines must
know how to get the most from data to
make it effective.

Fighting Smart will look familiar to
most Marines. It will read like other
major Service-level initiatives (e.g., tal-
ent management) that were developed
over the last several years. However, a
key difference is that Fighting Smart
will relate to and enable these other ini-
tiatives, especially the Commandant’s
three major priorities mentioned above.

Additionally, Fighting Smart will estab-
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lish directed actions and areas requir-
ing further study within specific focus
areas. In the current draft, these areas
include mobilizing talent, achieving da-
ta-centricity, modernizing the MCISR-
E,and enabling 21st-century combined
arms. Fighting Smart is expected to be
published in June 2024.

Conclusion

Fighting Smart represents an ex-
panding opportunity for 21st-centu-
ry combined arms, extending beyond
traditional domains to include space,
cyberspace, the electromagnetic spec-
trum, and the information environ-
ment. It embodies converging effects
from multiple domains to drive ad-
vantages and outcomes. Taking Boyd’s
philosophy to heart, people and their
ideas, empowered by data and technol-
ogy, are at the center of Fighting Smart.

People empowered by
data are also central to
modernizing the MC-
ISRE.

Itis Marines, not technology, who will
ultimately maintain the Marine Corps’
competitive edge. Future success de-
mands data-literate training, including
AI/ML training within applicable areas
of the Marine Corps. Fleet Marine Forc-
es and the supporting establishment
require a workforce with specialized
skillsets for improved decision making.

People empowered by data are also
central to modernizing the MCISR-
E. Modernization and Joint Force
relevancy require the Marine Corps
to function as an RXR force in both
competition and conflict, engaging
in a daily fight for information and
influence. Modernizing the MCISR-
E is essential to help close kill webs,
which makes 21st-century combined
arms possible. A modernized MCISRE
also helps create decision advantage and
Joint Force resiliency as well as supports
understanding and competing in the
battle for narratives.

Achieving the above hinges on em-
powering people with data, providing
necessary education and training, and
enhancing the institution’s speed in
delivering data-centric capabilities.
Fighting Smart serves as a blueprint
for the Marine Corps’ evolution in the
technology-driven, highly connected
world, addressing the need for organi-
zational adaptability to meet modern
challenges and reduce the warfighter’s
operational risks.
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Continuous
Authorization

isk management frame-
work, also referred to as
RMEF, is the systematic
process of identifying, as-
sessing, and mitigating threats that can
affect an organization and its business
ractices. RMF involves analyzing a
risk’s likelihood and impact, develop-
ing strategies to minimize harm, and
monitoring a measure’s effectiveness.
The Marine Corps currently imple-
ments RMF per National Institute of
Standards and Technology 800.53 in
managing the cybersecurity risk posed
by potential enemies. RMF is a feder-
ally mandated process that all DOD
organizations must comply with. The
RMF process, as currently practiced by
the Marine Corps, is a labor-intensive
activity, conducted independent of sys-
tem development. As it consumes an
outsized portion of program and sup-
porting organization resources (i.e., sub-
ject-matter experts, time, and money),
it struggles to enable program offices
and organizations to keep pace with the
need to innovate and produce mission-
relevant capabilities. This article will
discuss the direction the Deputy Com-
mandant for Information, Command,
Control, Communications, and Com-
puters is heading as we look to modern-
ize the RMF process, thus providing
the Marine Corps with an alternative
to the current RMF construct.

Change the Way We Do Business
The current implementation of
the RMF is labor-intensive and time-
consuming, and it does not provide ac-
tual cybersecurity risk to the Marine
Corps Enterprise Network (MCEN).
To be able to deliver cybersecurity
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Maintaining cyber readiness
by Mr. William Bush

>Mr. Bush is a retired Marine Corps Cyber Network Operations Engineer Officer.
He s currently the Deputy Director for the Cybersecurity and Compliance Branch
and Authorizing Official Designated Representative, Deputy Commandant for

Information.

measures in realtime to systems and
applications, the Marine Corps must
move toward a cybersecurity assess-
ment and system authorization model
focusing on continuously addressing
threats, in turn improving our cyber re-
siliency. Currently, program managers/
system owners are singularly focused
on obtaining authorities to operate,
which has turned the assessment and
authorization process into a checklist
of activities that must be accomplished,
vice providing a system owner with the
actual cyber risk posed to the system
and the MCEN.

Continuous authorization moves
away from the control assessment
point-in-time document-based ap-
proach toward focusing on continu-
ous risk determination and authoriza-
tion through assessing, monitoring,
and risk management. Continuous
Authorization is centered around the
successful employment of continuous
monitoring (CONMON), develop-
ment security operations (DevSecOps),
and active cyber defense measures.
The implementation of CONMON,
DevSecOps, and active cyber defense
into our MCEN ecosystem and the
larger DOD network environment
is imperative to our warfighters as
the cyberspace domain is constantly

changing and evolving. Moving toward
a CONMON model will allow system

owners to address old vulnerabilities,
as well as track newer threats. CON-
MON provides operational command-
ers, system owners, and the authorizing
official (AO) with near realtime critical
system vulnerability information to
support network risk-based decisions.
Another major change to the environ-
ment is the Marine Corps moving away
from being hardware-dependent to a
more software-centric environment,
where information and collaboration
will now take place in the Cloud.
DevSecOps is the piece that will en-
sure secure software development best
practices are being used to maintain se-
cure baselines. An active cyber defense
model, allows program managers to
conduct simulated adversarial assess-
ments on their systems, providing key
feedback to potential vulnerabilities
based on current threats. This model
would allow the Marine Corps to focus
financial and personnel resources on
the areas required. It is imperative we
provide our warfighters with cyber-
ready systems and applications at a mo-
ment’s notice, so the implementation
of continuous authorizations in the
Marine Corps is the only realistic way

ahead.
What Are the Current RMF Process

Challenges?
The ability of the current RMF
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process to effectively indicate a system’s
state of cybersecurity protections or
readiness is sometimes questioned by
stakeholders across the MCEN. As an
example, current programs of record
are individually assessed through an
antiquated stove-piped assessment and
authorization process, where the pri-
mary objective is to receive an authori-
zation/authority to operate. That cycle
is then repeated in three years. Marines
have always prided themselves on being
more proactive than reactive, but left
uncorrected, actions here imply we are
willing to accept less from our cyberse-
curity process. The less-than-effective
perception of the RMF process is at-
tributed to issues such as lack of fund-
ing, insufficient resources, or the lack
of experience within our workforce. As
Marines, we have always achieved more
in the face of adversity, and we will not
change now. However, as cyber threat
actors become increasingly prevalent
and the techniques and tools they em-
ploy become more advanced, our sys-
tems and networks must continuously
build resiliency to address these threats.
Lastly, we have made little progress over
the last six years in automating the cur-
rent RMF process within the Marine
Corps, which has made it difficult to
keep pace with our adversaries’ techno-
logical advancements. A combination
of all these issues will continue putting
our warfighters at risk, so the Marine
Corps must address these challenges
head-on.

Addressing Continuous Authoriza-
tion in the Marine Corps
Continuous authorization provides
a construct to address those challenges
by authorizing and assessing systems
throughout the system development
lifecycle and alleviates the risk of assess-
ing the cyber status of a system just once
every three years. To accomplish contin-
uous authorization, the Marine Corps
will continue working efforts alongside
the Department of the Navy Chief In-
formation Officer and Navy N2N6 asa
member of the Cyber Ready working
group, defining how we will implement
continuous authorization for persistent
and non-persistent systems in the Na-
val Service. Based on deliverables from
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the Cyber Ready working group, the
Deputy Commandant for Information,
Command, Control, Communications,
and Computers plans to develop policy
and provide guidance in the form of
enterprise cybersecurity manuals to
assist program managers and systems
owners with the transition to a sustain-
able continuous authorization model.
In those enterprise cybersecurity manu-
als and subsequent policies to follow, we
will standardize CONMON processes,
tools, and techniques, enabling more
reliable cybersecurity assessments of
our systems and network. We will also
focus on providing more readily avail-
able “software factories” for software
developers, ensuring DevSecOps is
rooted throughout development and
deployment, as this will play a large part
in providing warfighters with secure
applications. Improving the RMF pro-
cess presents program managers/system
owners with an improved way to deter
threats and allows for more efficient use
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velopment.

Lastly, as the Marine Corps moves
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pieces in getting this done correctly. We
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to the overall success.
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Information in Marine
Corps Operations

Information and the changing character of warfare

ritical Imperative or Call
to Action

The Marine Corps needs
a pragmatic reference for op-
erating in and through the information
environment. A 2021 RAND study
identified that the Chinese People’s
Liberation Army views information
as a key enabler for success in a future
conflict and the single most critical
domain for success in contemporary
and especially next-generation warfare.!
Leveraging this observation, the 2022
National Defense Strategy calls for a
future force that is resilient—in that
it maintains information and decision
advantages, preserves command, con-
trol, and communications systems, and
ensures critical detection and targeting
operations. Additionally, the National
Defense Strategy calls for a department
that will improve the Nation’s ability
to integrate, defend, and reconstitute
surveillance and decision systems to
achieve warfighting objectives, particu-
larly in the space domain, and despite
the adversary’s means of interference or
deception.? These are no small tasks in
this age of advancing technology where
competitors capitalize on technology
and information activities to achieve
objectives. While accomplishing these
endeavors will require the DOD to ex-
amine the challenges across the entirety
of the doctrine, organization, training,
materiel, leadership and education, per-
sonnel, facilities, and policy framework
to realize success, this discussion is fo-
cused on the influence of Marine Corps

doctrine to realize these imperatives.
The Marine Corps is moving for-
ward with generating doctrine that
presents a path to achieving informa-
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by LtCol Joseph Uchytil (Ret)

>Mr. Uchytil is currently a defense contractor for Troika Solutions and provides
support to the Information Plans and Strategy Division, Deputy Commandant
for Information, Headquarters Marine Corps. He served a combined 26 years as
both a Marine Corps Communications Officer and enlisted Marine Infantryman.

“While dependent on the laws of science and the intuition and
creativity of art, war takes its fundamental character from the dy-
namic of human interaction.”

“War is both timeless and ever changing. While the basic nature
of war is constant, the means and methods we use evolve continu-
ously. ... One major catalyst of change is the advancement of tech-
nology. As the hardware of war improves through technological
development, so must the tactical, operational, and strategic us-
age adapt to its improved capabilities both to maximize our own

capabilities and to counteract our enemy’s.”

tion advantages through the MCWP
8-10, [nformaz‘z’on in Marine Corps Op-
erations. The June 2023 Force Design
2030 Annual Update identified that as
the pace of change in the information
domain accelerates, the Marine Corps
cannot afford to allow doctrinal efforts
to languish. It must keep pace with the
emerging and evolving operational en-
vironment, as well as with the agencies
and organizations that will be essen-
tial to its success.? In support of this
analysis, the Deputy Commandant
for Information published its second
“8” series doctrinal publication. This
article will discuss the imperative for
the MCIWP 8-10 and review some key
topics presented by the publication.

—MCDP 1, Warfighting

Changing Landscape

Leveraging information power is
nothing new to the Marine Corps.
However, today’s hyper-connected
digital environment has created new
and constantly evolving opportunities
and challenges that impact Service and

“Every action a Marine Corps
unit or individual Marine
takes or does not take has the
potential to communicate a
message.”

—MCDP 8-10, Information
in Marine Corps Operations
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Joint Force operations from competi-
tion to conflict. This current environ-
ment poses challenges at all levels of
command while simultaneously driving
change across the Marine Corps and the
greater Joint Force. Commanders across
the Service are integrating information
considerations into planning efforts and
operations to generate multi-domain
effects and achieve mission objectives.
The speed and reach of today’s technol-
ogy portend that tactical actions can
have far-reaching, strategic information
and influence implications. Both the
accessibility and use of information
can be a vulnerability as Marines can
quickly upload digital imagery, videos,
or other material that has not been ap-
propriately vetted for release and share
it on information technology platforms
(social media, email, etc.) at the speed
of the internet and at the cost of negat-
ing command narratives or blunting
operational security actions. Recently,
MajGen Ryan Heritage, the Command-
ing General of Marine Corps Forces
Cyberspace Command and Marine
Corps Forces Space Command, was
asked about information and Marine
Corps culture. He was quoted as saying,
“I would tie that to the Marine ethos,
Marine culture, and understanding
how information is a key to warfighting
and therefore every Marine a rifleman,
every Marine needs to understand the
power of information and where that’s
applied and how they apply it.”* With
this in mind, MCIW P 8-10 seizes the
opportunity to address how all Marines
can apply informational power by pre-
senting innovative solutions to opera-
tional problems and strategic challenges
within the information environment.

Marine Corps Doctrinal Publication
8, Information

In June of 2022, the Marine Corps
published MCDP 8, Information. With
MCDP 8, the Marine Corps established
its first Service-level information doc-
trine. This publication provided a
foundational theory for leveraging the
power of information, described the
Marine Corps information warfighting
function, and discussed the function’s
mutually supporting relationship with
other Marine Corps warfighting func-
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tions. MCDP 8’5 framework supports
the high-level understanding of the
Marine Corps information warfighting
function and introduces the three infor-
mation advantages generated through
its application: systems overmatch, pre-
vailing narrative, and force resiliency.
This foundational doctrine provides the
context and theoretical framework that
is expanded upon through the MCIWP
8-10. MCDP 8 was written with an un-
derstanding of the continuously evolv-
ing global security environment and it
allows for future subordinate doctrine
to keep pace.

Operationalizing MCDP 8

MCWP 8-10is a subordinate pub-
lication to MCDP 8. MCWDP 8-10
supports the understanding and em-
ployment of the means for conducting
information and how those activities
generate an information advantage. It
operationalizes the information war-

gain and maintain advantages across
the spectrum of operations and activi-
ties. Additionally, it seeks to facilitate
formal school programs of instruction
and unitstandard operating procedures
to maximize the effectiveness of infor-
mation activities.

General Information Activities ...
Presence, Posture, and Profile

Akey tenet of the MCIWP 8-10is the
idea that creating and maintaining in-
formation advantages are not solely the
responsibility of commanders and staft
but rather the total force. MCIWP 8-10
identifies that all operations and activi-
ties include inherent informational as-
pects that must be understood, synchro-
nized, and leveraged as an integral part
of planning and operations and that
all observed Marine activities can be
considered consistent, inconsistent, ir-
relevant, or contradictory to a prevailing
narrative.> With this in mind, all Ma-

... MCWP 8-10 seizes the opportunity to address how
all Marines can apply informational power by pre-
senting innovative solutions to operational problems

and strategic challenges ...

fighting function and tenets of MMCDP
8while serving as an intermediary doc-
trinal publication bridging the gap be-
tween the MCDP and the more detailed
tactics, techniques, and procedures
found in reference or tactical publica-
tions. It addresses a methodology for
incorporating the four functions of
information (generate, preserve, deny,
project) and by extension, the informa-
tion warfighting function into plans,
operations, and day-to-day activities.
Lastly, it presents principles for assess-
ing successful outcomes and tools to
support planners and operators alike in
assessing if those activities generated the
desired effects. As doctrine is authori-
tative and not directive, the MCIV P
8-10 requires prudent judgment in its
application. It is intended to provide a
practical reference for all Marines to
leverage the power of information to

rines would benefit from recognizing
the important role that their everyday
activities, whether deployed or at their
home station, play in the greater con-
text of creating or degrading a friendly
information advantage. Every action,
from the mundane to the worldly, is an
observable activity that communicates
amessage. Though notspecifically stat-
ed, MCWP 8-10 conveys the idea that
while it is incumbent upon leaders to
ensure Marines understand the prevail-
ing narrative, command messaging, and
desired outcomes, the responsibility to
ensure actions are consistent with these
outcomes resides with the individual
Marine.

Both individual and unit actions
leverage presence, posture, and profile
to convey tactical, operational, and stra-
tegic messages. These messages may in-
fluence adversary actions or strengthen
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relationships with friendly forces to
achieve an information advantage.
Presence, posture, and profile can be
visualized in the following ways. Pres-
ence may be the physical act of being
in alocation or a virtual space (such as
social media and Internet platforms).
Posture may be how one presents oneself
through attitude, stance, comportment,
etc. Finally, profile s the representative
combination of presence and profile to
communicate a message to adversaries
and friendly forces alike. Conveying
consistent, sound, and well-planned
presence, posture, and profile helps to
shape an operational environment that
is advantageous to friendly forces and
provides commanders with operational

flexibility.

Planning for Information: Informa-
tion Tasking and Coordination Cycle
and the Information Tasking Order

A hallmark of the MCWP 8-10
is the introduction of the Informa-
tion Tasking and Coordinating Cycle
(ITCC) and its output, the Informa-
tion Tasking and Coordinating Order
(ITCO). This is the first instance of
a doctrinal Marine Corps process for
integrating the employment and co-
ordination of specialized information
activities and capabilities that predomi-
nantly reside in units such as the MEF
Information Groups. It establishes a
predictable framework for planning,
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Figure 1. Six ITCC Phases.® (Figure provided by author.)
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and identifies the necessity for assessing
the effectiveness of the cycle to achieve
the objectives. This cycle’s products,
specifically the ITCO, become the
commander’s mechanism to synchro-
nize information activities with other
communities’ cycles, such as aviation,
logistics, fires, and maneuver.

The ITCO is the primary product
of the ITCC. It conveys all aspects of
the ITCC in a product that is approved
by the MEF commander. The ITCCis
generally understood to be an MEF-lev-

This cycle’s products ... become the commander’s
mechanism to synchronize information activities
with other communities’ cycles, such as aviation, lo-
gistics, fires, and maneuver.

executing, and assessing information
activities. Through a six-phase cycle,
the ITCC supports the identification
of objectives and outcomes; identifies
the targets and relevant actors for ac-
tion; evaluates information activities
or capabilities available to achieve the
objectives; generates an order for the
execution of information activities and
tasks; allows for detailed tactical-level
planning, coordination, and execution;
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el process. However, it can be scaled to
apply atany echelon of the organization
to facilitate coordination, planning, and
execution of specialized information
activities to achieve overall operational
objectives. While the ITCO identifies
those activities of an operations order
(situation, mission, execution, ad-
min and logistics and command, and
control), the focal point is conveyed
through the identification of informa-

tion tasks. It is through these tasks that
the phases of the ITCC are captured
and applied to organizations and units.
The execution of these tasks along with
the effects and outcomes then leads to
the ability to assess results and validate
if desired effects were achieved.

Assessing the Effectiveness of Infor-
mation Activities

MCWP 8-10 addresses one of the
more difficult activities when discuss-
ing information advantage—how to as-
sess whether actions in and through the
information environment are achiev-
ing the desired outcomes or effects.
Rather than an assessment method-
ology, MCIWP 8-10 presents guiding
principles that should be addressed
in phase six of the ITCC, emphasiz-
ing the necessity to integrate informa-
tion activities and outcomes into the
planning process. Evaluating effects
against relevant actor perceptions, be-
havior, and capabilities is seemingly
more challenging than conducting a
battle damage assessment of the effects
of conventional fires. As such, it is im-
perative to identify specific, measurable,
achievable, relevant, and time-bound
(SMART) objectives while executing
the first two phases of the ITCC. Ob-
jectives generated in phase one or phase

two of the ITCC thatinadequately ad-
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dress SMART criteria will lead to diff-
culty during phase three when planners
identify capabilities to match against
relevant actors and desired effects. The
MCWP 8-10 suggests that when objec-
tives follow SMART criteria for assess-
ing effectiveness they directly lead to
more valuable measures of effectiveness
and measures of performance.

Conclusion

The ever-changing character of war-
fare requires new approaches to leverage
the power of information. Gaining and
maintaining an information advantage
supports the other warfighting func-
tions and Marine Corps and Joint Force
operations as a whole. It accelerates the
friendly command and control process
to out-cycle the adversary. This translates
into making quicker, more informed de-
cisions thus increasing friendly tempo
while degrading the adversary’s. MCIWP
8-10 expands upon the tenets of MCDP
8 and provides Marines at all echelons
of command the reference material to
gain and maintain an information ad-
vantage through a practical, repeatable,
and predictable framework. It delivers
a functional publication for command-
ers, individual Marines, planners, and
staff alike to leverage during planning
and operations. It seeks to lay a founda-
tion for the preparation, execution, and
evaluation of all information activities
thus increasing the options available to
commanders in both competition and
conflict. The publication of the MCIWP
8-10, coupled with the MCDP 8, delivers
adeliberate methodology for integrating
information into all facets of warfight-
ing to arm Marines for the challenges
of current and future battlefields.
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Warfighting Through
Data-Centricity

Outmaneuvering through Information

nformation is a critical element

of all military operations. This
should not surprise us as our
observe, orient, decide, and act
(OODA) loops are fed by, make sense
of, and inevitably generate information.
Data is the fundamental building block
of information, and one can increase the
value of that data by adding additional
context or fusing it with other data to
convey a greater meaning to the viewer.
For example, to an aviator, individual
pieces of data such as airspeed, altitude,
heading, and navigational data are all
important for any given mission, and
they can be fused to convey more infor-
mation via a heads-up display. With this
rudimentary data analysis and display,
aheads-up display can accelerate an avi-
ator’s OODA loop by conveying the
needed data in one location, integrated
with mission-specific alerts, which pro-
vides them with an information advan-
tage. As described in MCDP 8, Infor-
mation, using the right information can
create decision, temporal, spatial, and
other information advantages that can
allow friendly forces to outmaneuver
an adversary, which is vital based on
the threats posed by peer adversaries.!
One of the greatest challenges on the
modern battlefield is the time compres-
sion introduced by long-range, high-
speed weapons and their ability to hold
U.S. assets at risk.2 This sentiment of
Wayne Hughes echoes throughout
recent Marine Corps publications, in-
cluding Force Design and A Concept for
Stand-in Forces. The anticipated char-
acter of this future conflict necessitates
the ability to rapidly observe, orient,
and decide so the necessary actions can
be taken within the time constraints

20 www.mca-marines.org/gazette

by Maj Michael Kennedy

Observation

Orientation

Decision Action

miplicit

GUMINGE e—
and Control
Outside
Information
Observations Foud —
Forward

Unfokting
Circumstances

Unfelding
Ervironmental
Interaction

Implicit
i, )
and Contral

Unfokang
L Fesd De Fona e PEHION] L ction with
Forwant Forward | (TS0 | o iromental

Figure 1. Boyd’s OODA Loop with a time component.> (Figure provided by author.)

>Mr. Rodriguez is a former Army Lieutenant Colonel and is currently the Infor-
mation Technology and Cybersecurity Community of Interest Manager. He is the
Senior Advisor to the Deputy Commandant for Information Workforce Senior
Executive and the Deputy C4/CIO Director. His experience ranges from battalion
command to service on multiple echelons across the Army, Joint, and special

operations organizations.

introduced by enemy weapons. The
longer any one of these processes takes,
the longer it will take to complete an
OODA cycle, which increases the dif-
ficulty of gaining a decision advantage.

The interrelationship between ob-
servation and orientation is critical in
managing the time required to complete
OODA cycles. If the data observed by a
Marine is not managed in some way, the
sheer amount of available datain a given
situation, whether relevant or not, will
slow the orientation phase because the
Marine must discern what is and is not
relevant and then attempt to make sense
of what is deemed relevant. Ifinstead the
observed information was curated and

formatted based on the needs of the Ma-
rine, the time taken by observation and
orientation could shrink dramatically.

Friction, uncertainty, and complex-
ity also tend to slow this process, and
while this fog of war will never abate,
it may be possible to lift some of the
fog. If Marines can maintain access to
relevant and trustworthy data, format-
ted on mission-specific displays it can
provide the opportunity for continued
situational awareness and lift some of
the fog.

To succeed within this anticipated
character of war requires technical
change in our systems as well as op-
erational changes in how we generate,
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share, and utilize that data to achieve
the desired benefits in competition and
conflict. The innovation required to
achieve a faster relative tempo than our
adversaries reside in the idea of data-
centricity. This article first describes
data-centricity and what it means to
the Marine Corps from a doctrinal
perspective. After making the link-
age to doctrine, the article concludes
with ways to implement data-centricity
and some examples of what operational
benefits could be gained. Please note
that many of the examples provided
are aspirational to show what is in the
realm of the possible. Additionally, I
intentionally use vague terms at times
so Marines ofevery MOS can connect
these thoughts to the systems they use
to complete their mission.

What Is Data-Centricity?

The definition of data-centricity
utilized by the DOD is “an architec-
tural approach that results in a secure
environment separating data from ap-
plications and making data available
to a broad range of tools and analytics
within and across security domains for
enrichment and discovery.” In simple
terms, this means that individual net-
works or information systems are ezn-
ablers instead of the main effort. For
example, GCSS-MC, M-SHARP, and
NALCOMIS OOMA still play a criti-
cal role in data generation and storage;
however, perhaps a greater value is when
that data is fused and analyzed between
systems and used to formulate deci-
sions. Perhaps the data in each of those
systems could contribute to a model
that would reduce the time required
to fulfill aircraft parts orders.

This approach enables Marines to
utilize all useful data, regardless of
system, to facilitate every warfighting
function and solve operational prob-
lems. A Marine would need access to
myriad systems if they wanted specific
information pertaining to command
and control, fires, force protection,
information, intelligence, logistics,
and maneuver for a given mission. In
a data-centric framework, where the
concern is providing access to data in
these areas, Marines at all levels can have
access to key information that is typi-
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cally reserved for the combat operations
center. It provides an avenue for fulfill-
ing John Boyd’s belief that “technol-
ogy and concepts should empower the
person, not the other way around.” In
this case, implementing data-centricity
enables Marines to make decisionsin a
distributed environment when friction
and uncertainty abound.

Collectively known as VAULTIS, a
data-centric approach makes data vis-
ible, accessible, understandable, linked,
trustworthy, interoperable, and secure.
Data needs to be exposed to a secure en-
vironment, so it is vzszble to authorized
users. Those users must be able to access
the data to leverage it. Users must be
able to understand what the data means
in terms of its content, context, and ap-
plicability to a given problem set. Data
must be /inked using data formats and
metadata tagging to uncover relation-
ships. The data must be trustworthy
by coming from an authoritative data
source so that one can be confident in
the data and insights derived from it.
Data must be znteroperable to maintain
the semantic and syntactic meaning of
the data; otherwise, one risks spurious
conclusions. Finally, the data must be
secure and free from unauthorized use
or manipulation.®

This is an evolution from the current
framework, where data s tied to applica-
tions, and the application’s capabilities
limit the secure utilization of the data.
This limits the ability of Marines to
utilize the data because exposing the
data to advanced analytics and merging
it with other relevant data becomes a
tedious process of exporting, rational-
izing, and importing data. From an
operational perspective, it limits the
ability of commanders to see inputs
from multiple systems in a single inte-
grated common operational picture. In
both cases, the architectural framework
limits the utility of data and hinders the
development of advanced algorithms to
include artificial intelligence and ma-
chine learning because of the limited
amount of data and computing power
available.

A data-centric approach can provide
an information advantage by reducing
the time required to arrive at well-in-
formed decisions, thus increasing the

tempo of one’s OODA loop. According
to MCDP 1, “Time is a critical factor
in effective decisionmaking—often the
most important factor. A key part of
effective decisionmaking is realizing
how much decision time is available and
making the most of that time. Who-
ever can make and implement decisions
consistently faster gains a tremendous,
often decisive advantage.”” Our systems
can help make decisions faster by le-
veraging the right data and applying
the right context to it to accelerate the
decision-making process. In terms of
OODA loops, these systems work with-
in the observation process so that when
a commander observes information, it
is presented and formatted to speed the
orientation process and convey a more
accurate mental model for a decision.

Facilitating decision making at the
lowest level is imperative given the
emerging character of warfare that
necessitates decentralized operations.
Customized common operational
pictures should not only be available
at the command post but to the Ma-
rines executing the mission as well. The
decentralized nature of Marine Corps
operations necessitates that Marines
have access to as much information as
is helpful and formatted in a manner
that aids in mission execution.

Implementing Data-Centricity

For the Marine Corps to realize the
benefits related to data-centricity, it
must innovate within existing para-
digms. One of Williamson Murray’s
conclusions in Mz'lz'mry Innovation
During the Interwar Period was that the
most important innovations impacted
the context or character of the conflict.
Within that volume, Alan Beyerchen
proposed three key changes typically
occurring for successful innovation.
First, new equipment, systems, or devic-
esinitiate a technical change. Second is
an operational change that refers to how
the technical change can be utilized and
integrated into other standard operat-
ing procedures. Finally, technological
change is the resultant “context emerg-
ing from the interaction of technical
and operational change with each other
and the environment.”8 As this relates
to data-centricity, the capabilities must
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harmonize with Marine Corps opera-
tions to out-maneuver an adversary.
Given that data-centricity is an ar-
chitectural approach and not a solution
in and of itself, the technical changes
required span a wide array of efforts.
Make no mistake, while some of these
efforts sound simple, budgetary con-
straints, dependencies, technical com-
plexity, and myriad other challenges
abound. The following list is just an
example of some of the high-level tasks
that can improve data-centricity. Ensur-
ing the visibility of data means host-
ing data sources (cloud, on-premises,
tactical edge) so they can be exposed
to platforms such as Jupiter, Advana,
and Bolt or integrated into applications
like Tactical Assault Kit. Perhaps the
greatest issue of assuring data access
is ensuring resilient, high-bandwidth
network transport whether that be pro-
vided by satellite communications, fiber
optic cables, or other terrestrial means.
While this can be challenging for the
Marine Corps to execute, this is fur-
ther complicated when one attempts
to extend visibility and access at the
joint and coalition levels. This is the
heart of Combined Joint All-Domain
Command and Control.
Establishing data catalogs, data
formatting, and tagging standards are
critical for understanding and linking
data while ensuring interoperability.
This sounds simple, but at the techni-
cal level, this can become complicated.
Application programming interfaces
can enable data to be shared between
disparate systems; however, certain
systems may need to be modernized
to meet certain constraints of that
system. To realize the benefits at the
tactical edge, programs of record need
to modernize not only to share data
within an established framework but
also so they can evolve as needed based
on interoperability with the joint and
combined force. Additionally, the data
from those systems should be accessible
and customizable on handheld devices
powered by software such as ATAK.
One element of the operational
change refers to how the capabilities can
be utilized. At a high level, this means
improving how we operate based on the
ability to leverage data. For example,

22 www.mca-marines.org/gazette

IDEAS & Issues (INFORMmATION & C4)

could predictive logistics algorithms cre-
ate a heavier logistics push construct to
make the most efficient use of surface
and air transport? Could advances in
the Manpower Information Technology
Systems Modernization drive changes in
manpower policy and the way in which
boards, assignments, and retention are
conducted? Any of these can prove true,
but as a Service, we must be willing to
evolve the way we operate based on the
technical capabilities available.
Another element of operational
change relates to how Marines in-
teract with systems to generate data.
Marines need to understand that the
inputs they make into a given system
can have downstream impacts on deci-
sion making. For example, if an avia-
tion maintenance department wanted
to discover ways to improve readiness
by gaining maintenance efficiencies,
they could compare data in NALCO-
MIS OOMA with other relevant data
from M-SHARP and other databases.
However, if Marines do not log their
maintenance time appropriately on a
maintenance action form (MAF), it will
lead to false conclusions regarding the
time to complete MAF. If pilots do not
accurately log their flight time or gener-
ate MAFs, the resulting data may not
reflect reality. In other words, if data
is of poor quality, it will either be dis-
carded from analysis which reduces the
data points, or it will lead to spurious
conclusions. Simply put, if one inputs
garbage, the result will be garbage.
The synergy between the techni-
cal changes and operational changes
can create technological changes that
sometimes asymmetrically change the
context of our operations. Access to
relevant information, formatted in a
mission-specific manner when provided
to distributed forces, could introduce
a new level of maneuver and agility to
outpace a more rigid adversary.

Conclusion

History demonstrates that institu-
tions that had an appropriate grasp
on the concept of future warfare and
were able to balance a better fit between
technologies, concepts, doctrine, and
organizational change ultimately suc-
ceeded over adversaries who failed to do

s0.” The benefits of data-centricity align
with the roots of maneuver warfare by
enabling Marines to generate speed
and tempo by decreasing the time to
execute OODA loops. Achieving this
benefit requires significant investment
in an array of technical and operational
changes. Some of these changes can
be made at the Service level, but many
more require Marines at each echelon
to innovate within their command to
utilize these capabilities. Implement-
ing data-centricity should not be seen
as a buzzword but rather a means to
implement elements of Warfighting
and prepare ourselves as a Service for
the next conflict—wherever that may
find us engaged in competition, crisis,
or conflict.
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Accelerating Cyberspace
Talent Development
and Readiness

People are greater than technology

he underlying context of the

forthcoming Deputy Com-

mandant for Information

(DCI) Fighting Smart vi-
sion and strategy centers around 21st-
century competition and its complexity
driven by rapidly changing technology.
This requires Marines and civilian
Marines to be skilled at exploiting the
means of information and technology
to out-think, out-compete, and out-
fight adversaries on every point of the
competition continuum in all domains.
This goes beyond the acquisition and
deployment of decisive and highly de-
ployable technology, extending to an
unwavering dedication to total force
talent development. If our Marines and
civilian Marines do not possess the skills
to deploy data, software, algorithms,
sensors, and mission-critical technolo-
gies effectively, we drastically slow our
decision cycle against determined and
capable adversaries. To that end, the
DC I Fighting Smart vision will lay
out a critical pillar to ensure we pre-
serve our most significant asymmet-
ric advantage—people. The Fighting
Smart strategy will clearly delineate that
people, not technology, are the most
crucial resource. A winning future re-
quires a data-literate and technologi-
cally adept workforce to achieve systems
overmatch.

DC I’'s commitment to mobilizing
talent through a dedicated line of effort
underscores this requirement. To that
end, the DC I will lead the establish-

ment of a holistic cyberspace workforce
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qualification program to ensure that
our workforce drives enhanced readi-
ness with skilled personnel to win in
an ever—changing information environ-
ment. A qualified and ready cyberspace
workforce is foundational to plan and
execute operations that create and

DC I will lead ... a ho-
listic cyberspace work-
force qualification pro-
gram...

exploit information advantages. This
line of effort, originally born out of
enhanced qualification standards man-
dated by DOD 8140, has now expanded
in scope and depth. We are addressing
a broader spectrum of work roles no
longer limited to legacy cyber and IT
functions: artificial intelligence (AI),
data science, software developers, and
other information-related disciplines
will all be encompassed through mo-
bilizing talent. In addition, several

resources initially made available to
civilians are now scaled to include all
Marines and civilian Marines operating
in the information environment.
So, what are we doing to mobilize
talent?
* Expanding the Defense Cyberspace
Workforce Framework (DCWF) im-
plementation to include additional
Information work roles.
* Enhancing the offerings for learn-
ing and development through our
Information Development Institute
(IDI) portal.
* Tying our talent initiatives back to
readiness through quantitative metrics
and data modeling that provide lead-
ership with a better understanding
of their individuals’ proficiencies and
overall workforce capabilities.

Defense Cyberspace Workforce
Framework

The DC I team is forging ahead
in its implementation of the DCWF,
which provides guidance for identifying
and tracking the cyberspace workforce
(CWF) and lays out the foundation for
baseline qualifications, mission sup-
port, and continuing developmental
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Figure 1. Marine Corps DCWF Implementation (adapted by author).

Figure 2. IDI portal featured at MarineNet.! (Figure provided by author.)

opportunities. The current DOD 8140
publications and recent SECNAV 5239
instructions address the full scope of
the CWEF. The CWF comprises person-
nel who build, secure, operate, defend,
and protect DOD and U.S. cyberspace
resources; conduct related intelligence
activities; enable future operations;
deploy data, artificial intelligence,
and software; and project power in or
through cyberspace. The deployment of
the DCWF includes a standardized way
to describe cyber work with the intent
of getting the right people in the right
positions; we will do this through two
main efforts: cyber work role coding
and qualification.

Marine Corps implementation of
DCWETF follows a two-year phased ap-
proach. Year 1 activities, currently in
progress, ensure all positions perform-
ing cyberspace activities and supportare
coded correctly. This “coding” activity
includes designating billets and posi-
tions within the DCWF through the
implementation of three-digit codes
in respective manpower data systems.
Additionally, Year 1 activities include
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civilian position description updates,
DCWTF designation letters, and ensur-
ing our human capital (manpower and
personnel) data systems are prepared
to support the implementation of the
DCWFE.

Starting in May 2024, DC I In-
formation Workforce team will shift
to Year 2 activities that focus on pre-
paring Marines and civilian Marines
to qualify for the work role they are
performing. DCWF personnel must
foundationally qualify using identified
MOS or occupational series—speciﬁc
training, education, or certification.
A composite qualification reference is
pending publication this spring from
the DOD chief information officer.
Additionally, the CWF must demon-
strate residential qualification, which
builds upon foundational knowledge,
bringing personnel up to speed and ex-
panding their skills through a training
and development program. On-the-job
development and training programs are
vital for developing newly recruited or
hired workforce personnel and upskill-
ing and retaining talent. Residential
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qualification is a combination of on-
the-job training that supports familiar-
ization with a position, system, or seat,
followed by environmental-specific re-
quirements derived from position and
organizational mission requirements.
All of this gets wrapped up as part of a
developmental plan and enhanced with
continuous professional development
across the individual’s Marine Corps
career.

Information Development Institute:

In 2021, the IDI was piloted to pro-
vide quality training, education, and
experiences to improve IT, cyber, and
data/Al workforce skills and competen-
cies for civilian Marines who had no
established training continuum. Dur-
ing the evaluation of this pilot, the DC
Iworkforce team found that IDI could
not only be successful at providing op-
portunities to civilian Marines in the
cyber workforce but also across the
entire Marine Corps CWFE, including
active and reserve Marines: a total-force
solution. DC T team plans to codify this
expansion in a forthcoming MARAD-
MIN.

The IDI resides on the MarineNet
eLearning ecosystem and offers qual-
ity training, education, and experi-
ences to improve I'T, cyber, and data/
AT workforce skills and competencies.
The IDI provides an opportunity for
continuous development for cyber
Marines and civilian Marines to ex-
plore three major avenues of training:
multi-platform learning, academic and
industry partnerships, and developmen-
tal experiences. Those focus points are
dictated by using the DCWF as a foun-
dation to provide access to in-person
or online learning resources, awareness
of educational opportunities, and in-
sight into rotational experiences. The
IDIincludes vendor learning platform
subscriptions and Marine Credentialing
Opportunities Online program access.
The Credentialing Opportunities On-
line program helps cyber civilians and
officers find information on paying for
costs associated with initial credential
attainment and maintaining and renew-
ing those credentials. The IDI also fea-
tures offerings from the Marine Corps

Cyber Auxiliary (MCCA). The MCCA
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utilizes volunteer subject-matter experts
from cyber communities outside the
DOD and asks them to give free courses
to the Marine Corps. The MCCA has
gathered over 400 volunteers from nu-
merous subjects across cybersecurity,
and all of them are ready and willing
to volunteer their time to help educate
the Marine Corps on the topics they
are most proficient in. Lastly, the DC
I team is working with the DOD Chief
Data and AT Office to expand its data/
AT offerings. This will include addi-
tional data/Al training opportunities
through partners and industry vendors,
providing courses for Azure cloud AI
and zero-trust architecture, and launch-
ing courses to foster software develop-
ment and engineering.

The IDI resides on the
MarineNet eLearning
ecosystem...

Visualizing CWF Readiness Through
Workforce Analytics

With the official qualification time-
line for DCWF kicking off in May
2024, the DC I team has begun to lay
the foundation for how DCWF data
will be aggregated to determine compli-
ance, provide useful reporting to lead-
ership, and drive workforce readiness.
The framework of distinct workforce
categories, work roles, and proficiency
levels enables detailed and granular vi-
sualizations of workforce and qualifi-
cation gaps that can be addressed with
targeted recruitment and development
efforts.

The DC I Information Workforce
team initiated the process of visualizing
CWF qualifications, identifying data
sources, establishing processes, and
building visualizations. This centers on
a partnership with existing data capa-
bilities, including the Bolt warfighting
data cluster within the Department of
the Navy’s Jupiter data analytics envi-
ronment, to provide a centralized plat-
form for consolidating human capital
data securely and responsibly. Through

our workforce analytics initiative, the

DC I team is developing and publishing
visualizations (i.e., data-driven dash-
boards) to accomplish these primary
objectives:

* Maintain current and comprehen-

sive workforce metrics.

* Report on 8140 compliance.

* Establish workforce proficiency

baseline and trends.

* Provide workforce inputs to overall

information readiness.
Workforce data is a key strategic as-
set to provide clarity on demand and
actionable insights to assist leaders in
shaping the readiness of the informa-
tion workforce.

Conclusion

The first line of effort in the DC I’s
Fighting Smart Campaign plan centers
on developing, retaining, and employ-
ing skilled Information-Age person-
nel. The intent is to mobilize talent to
adaptand innovate in the new realities
of cyberspace and the information en-
vironment or find ourselves reacting
to more attentive and agile adversaries.
The cognitive fight will be the deciding
factor in who prevails. The DC I team
accelerates talent development in this
domain by recognizing and fully em-
bracing cyberspace and information as
a core competency. Implementing the
DCWE, in alignment with the DOD
and Department of the Navy cyber
workforce strategies, helps the Marine
Corps assess and develop this critical
workforce, improve retention efforts,
and foster skill advancement across
all proficiencies and experience levels.
Data analytics of the CWF will drive
improvements in workforce planning,
human resource support, and talent de-
velopment initiatives. A data-driven,
agile, and cyber-ready workforce is the
key asymmetric advantage to succeed-
ing in this transformational warfighting
domain.

Notes

1. Staff, “Information Development Institute,”
MarineNet, n.d., https://portal.marinenet.
usmc.mil/IDLhtml.
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The Key Enabler to
Force Design is Over-the-
Air Connectivity

Access to space will determine the force’s ability to persist, sense, shoot,
and ultimately prevail in a future fight

he Marine Corps’s value

proposition to the Joint

Force is its ability to organi-

cally sense, persist, maneu-
ver, and shoot inside an adversary weap-
ons engagement zone (WEZ) in support
of abroader naval campaign. To achieve
these core objectives evolved MAGTF
formations must consider connectivity
a central precondition to the success
of the force. Expeditionary advanced
base operations (EABO) is a principal
concept in the force’s ability to oper-
ate inside actively contested maritime
spaces:

Definition. EABO is a form of expedi-
tionary warfare that involves the em-
ployment of mobile, low-signature,
persistent, and relatively easy-to-main-
tain and sustain naval expeditionary
forces from a series of austere, tempo-
rary locations ashore or inshore within
a contested or potentially contested
maritime area to conduct sea denial,
support sea control, or enable fleet
sustainment.!

There is clear and compelling evi-
dence across academia, inputs from the
fleet, and real-world conflicts in Europe
that space-enabled data transportis one
of the most indispensable resources ma-
neuver forces need to compete in today’s
battlefield. Beyond line of sight (BLOS)
over-the-air (OTA) connectivity is cen-
tral to Force Design, EABO, and the
success of future campaigns. Implicit
in the effective execution of EABO is
the ability to connect large quantities
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>CWO04 Rivera s the Space & Wave-
form Integration Officer, Headquar-
ters Marine Corps, IC4.

of integrated sensors, long-range preci-
sion shooters, and mesh sustainment
networks to command nodes thousands
of miles apart. This problem can only
be solved by one key enabler: OTA con-
nectivity.

Fundamental to achieving infor-
mation overmatch is achieving disag-
gregated OTA connectivity to every
node in the network to include the
most disadvantaged. Target, location,

... Space-enabled data
transport is one of the
most indispensable re-
sources ...

sustainment, and other essential data
necessary to gain and preserve an ad-
vantage againstan adversary are margin-
ally useful without quality connectiv-
ity. Lower echelons of command and
novel formations like Marine littoral
regiments demand exponential growth
in broadband connectivity to support
long-range sense and strike, cloud repli-
cation, unmanned system control, prin-

ciples of zero trust, and much more.
Data and endpoints are but a small part
of a broader information ecosystem in
which connectivity underwrites mis-
sion success or failure.

Hyperconnectivity, a Precondition
for Effective EABO

In today’s fight where speed, disper-
sion, and standoff distance between
both friendly and adversary forces are
held ata premium, BLOS OTA connec-
tivity is an indispensable resource that
yields outsize competitive advantages to
commanders across all echelons of com-
mand. The curvature of the earth arti-
ficially concentrates maneuver forces in
line of sight (LOS) communication kill
boxes and prevents forces from massing
from a disaggregated and dispersed po-
sition of advantage. Direct-to-node data
delivery and massing without concen-
trating can only be enabled by assured,
abundant, layered, high-quality BLOS
OTA connectivity.

The littoral force’s firing units must be
capable of receiving firing data from
multiple sources: forward observers,
reconnaissance assets, aircraft, adja-
cent units, tactical headquarters, or
even directly from the maritime opera-
tions center (MOC). Regardless of the
source, ﬁring units receive targeting
data directly rather than through sev-
eral echelons of the task orlcjranization.2

Line-of-sight systems hold maneuver
forces at risk because they come with
reduced mobility, increased force pro-
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tection, and logistical overhead. The
demands to support these nodes make
them prohibitively costly. Overhead
aerial relays and battlefield airborne
communications nodes do not fare
much better than terrestrial static re-
lay sites in a future fight. Against ma-
ture anti-access/area-denial complexes,
battlefield airborne communications
nodes become priority targets and are
inevitability forced outside the adver-
sary’s WEZ rendering them ineffective.
Hence, terrestrial retransmission and
aerial relay nodes should only be consid-
ered additive to core architectures that
do not depend on static platforms to op-
erate. The next fight is an on-the-move
BLOS fight, and it almost exclusively
depends on access to space.

No Space, No CHANCE!

The Deputy Commandant for In-
formation, LtGen Glavy, often speaks
about the indispensability of space.
He coined the phrase, “No space, no
chance.” The force’s clear dependency
on space may invoke a strong desire to
wire in the defense or break out the old
field phone and double down on discon-
nected, denied, intermittent, limited
(DDIL) bandwidth techniques that re-
quire running yellow canary messages
to the watch officer. Disconnected,
denied, intermittent, and limited is a
false choice whether self-imposed or
not. The force cannot afford to be dis-
connected. To be disconnected is nota
mild inconvenience or a passive cost of
doing business; rather, it is a paralyzing
condition that denies maneuver forces
its core mission objectives.

To accomplish their tasks, infan-
try battalions must be organically
equipped, starting at the squad level,
with resilient, networked communica-
tions and precision fire capabilities,
including loitering munitions enabled
by artificial intelligence. These units
must be light, mobile, and capable of
distributed operations.4
To be disconnected is unacceptable
and must actively be combated with
the deployment of timely abundant,
layered, broadband connectivity and
the full arsenal of a communicator’s
skill. Exponential availability of broad-
band connectivity at the tactical edge
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is particularly important in the areas
of edge cloud computing and artificial
intelligence (AI).
Constraints arise based on the applica-
tion or model onboard the device. For
example, large language models are a
particularly computationally demand-
ing type of Aland can be impossible to
run on some devices. One such model,
OPT-175B, is partitioned across 16
high-performance Graphics Process-
ing Units (GPUs)-far more compute
than is available on the edge devices
explored in this report.5
The inference is that replication to AI
and high-end computing tools require
abundant, layered, broadband connec-
tivity based on inherent onboard Al
constraints and limitations.
Fieldcraft, awareness of geography,
power management, emission control
comparable to the threat, and stacked
primary communication plans also re-
quire retooling. Primary, alternate, con-
tingency, and emergency (PACE) plans
are key to actively combating DDIL.
Most PACE plans are linear and anchor
on single-path transport media. They
neatly move down a predictable scale
where bandwidth is the limiting factor
and battle staffs must drastically change
processes to cope with disruption.
However, conditioning commanders
with linear PACE plans sets conditions

for artificial disruptions in tempo and
real losses on the battlefield. A dynamic
PACE plan preserves tempo by priori-
tizing data for combat advantage (video,
voice, text, file transfer, variable message
format) and treats transport holistically
as maneuver space. A dynamic PACE
plan maneuvers across waveforms,
bands, and orbits without disrupting
tempo. A linear PACE plan is passive
while a dynamic PACE plan actively
seeks combat advantage by proactively
maneuvering based on evolving intel-
ligence and environmental factors.

Dynamic PACE

Unfortunately, a combination of
culture, understanding, and messag-
ing presents a collective threat that
seems unsurmountable. This is espe-
cially true if you consult intelligence
reports without context or depth. There
is no doubt Marine Corps connectivity
is held at risk by credible capabilities.
However, we should be precise in our
messaging and at all costs avoid creat-
ing a culture of fear and self-denial.
“Space is the most resilient capability
we have,” LtGen Glavy said according
to Defense News, “I'm telling you right
now: We don’t win the space domain?
Dorn’t bother.” The collective toolbox
for countering these credible threats
is expansive, diverse, and only getting
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better. However, it requires a reimag-
ining of how we think about space-
enabled data transport. Space-enabled
data transport is not a program office
or a bespoke waveform, orbit, network,
band, or other key technology. It is a
diverse but unified ecosystem of trans-
port options that can be terminated and
tederated at key sites across the globe. It
includes the electromagnetic spectrum,
commercial and military on-orbit ca-
pabilities, optical backbone, gateways,
and waveforms. The advancement of
optical relays, full terminal mobility,
high throughput satellites, software-
defined modems, the proliferation of
new orbits, industrial iteration speed,
and vertically-integrated supply chains
make space-enabled data transport an
indispensable ecosystem required for
achieving asymmetric advantage in
great-power conflict and credible de-
terrence in competition.

Speaking on Ukraine at Brookings,
Gen Berger said, “The power of infor-
mation at the local level and the ability
to move it almost all of it unclassified,
amazing ... to operate at speed you have
to look at some unconventional ways to
move information.”” The components
of the space-enabled data transport eco-
system, whether dual-use spectrum,
waveforms, protected military bands,
or commercial infrastructure are all ma-
neuver space and combined, provide a
system that serves to assure the forces’
ability to sense, persist, maneuver, and
shoot across the range of competition to
conflict. The dilemma for the adversary
is notin any single key technologys it is
in the diversity of options that may be
available to the Marine on the ground
at any given time. Diversification of
the transport environment inherently
imposes costs on the cognitive and tech-
nical capacity of even the most capable
adversaries.

The full range of space capabilities
is necessary to mass capacity and ex-
haust an adversary. The Service must
not create artificial scarcity by policy
or procedure and instead position the
force to take maximum advantage of
the exponential growth in commercial
space. Commercial space is uniquely
positioned to bring the Corps con-
cepts of highly disaggregated and dis-
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tributed forces into relevant, credible,
and effective capabilities. Formations
like littoral combat teams (LCT) and
littoral anti-air battalion demand as-
sured connectivity beyond existing au-
thorized acquisition objectives (A AO)
to effectively disseminate target data
and other critical information. “Litto-
ral Combat Team (LCT) based on an
infantry battalion but also possessing
an anti-ship missile battery, a Littoral
Anti-Air Battalion, and a Combat Lo-
gistics Battalion. The LCT will focus
on the employment of platoons, which
is radically different from a standard
battalion’s use of companies.”® The
viability of LCT deployments is heav-
ily contingent on rapid exchanges of
data across vast distances enabled b
abundant, layered, broadband OTA
connectivity. As experimentation and
iteration reveal OTA connectivity as
a foundational precondition to force
development success, the Service must
stand ready to rapidly integrate com-
mercial space capabilities swiftly.

Ukraine, Harbinger of Change

The preliminary lessons of Ukraine
almost prophetically reinforce the op-
erational assumptions of Force Design

and EABO. These lessons highlight

the outsized impact of space-enabled
data transport on the battlefield. The
Armed Forces of Ukraine (AFU) cre-
ated in short order an environment of
opportunistic connectivity where all
options were welcomed. They accept-
ed risk in their architecture and com-
bined speed, fieldcraft, and maneuver
to maintain the advantage. They used
unencrypted communication paths
to flood the zone and significantly im-
proved their information maneuver
surface area by using commercial of-
the-shelf options to impose technical
and cognitive costs on the adversary.
“First, Ukraine has developed truly
connected, high-speed command and
control.” Their novel surveillance and
strike techniques were only possible by
their “connected, high-speed command
and control.” AFU accepted risk and
disrupted the paradigm of inevitable
Russian dominance by integrating new
capabilities at speed.

Ukraine’s networked drone pro-
grams allowed remote pilots to feed
realtime targeting data across vast
distances back to High Mobility Ar-
tillery Rocket System launchers out
of adversary range. This enabled very
precise strikes on ammunition depots,
bridges, and staging areas essential to

Table 4.2. Emerging Commercial Satellite Communications Technologies That the U.S.
Department of Defense Can Leverage

Technology Type

Description

Rapid ad-hoc networking

Transponder lease with protected tactical
waveform (PTW)

Small spot beams

Steerable beams

Beam forming and nulling
Intersatellite links
Software-defined radios

High- and very high-throughput satellites

Frequency diversity
Adpative link power and bandwidth control

Temporary networks that enable communication
between terminals without routers or other intermediaries
Leased commercial transponders hardened with PTW

Higher power signal concentrated in a specific region

The ability of a satellite to control where it is providing
coverage within a specific region

Signal filtering outside a desired spatial region that
increases jamming resistance

Communication between satellites that increases resilience
Adaptive and reconfigurable systems enabled by software
Satellites that can support significantly higher throughput
capacity without requiring additional spectrum access
Greater diversity of frequencies utilizied

Bandwidth optimization thatimproves resource use
efficiency

Leveraging emerging commercial satellite communications technologies. (Source: Rand Corp.,

Wong (2022).)
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Russian assault preparations. Local
militia forces using commercial satel-
lite phones and messaging apps were
able to instantly relay convoy sightings
and troop movements to territorial de-
fense battalions dozens or hundreds of
miles away, enabling rapid ambushes.
Intercepted Russian communications
were even crowd-sourced across civil-
ian networks to help target battlefield
commanders.

The common use of commercial off-
the-shelf terminals, commercial drones,
and unmodified consumer tech allowed
ad-hoc infantry networks to fuse open-
source intelligence feeds from across
the country into a realtime targeting
and threat tactical picture much more
responsive than many legacy com-
mand systems today. AFU employed
approaches to comms that most con-
sider “worst practices” to great effect.
Seems clear that overly emphasizing
encryption, certifications, and cyber-
security leads to vulnerability of tempo

and opportunity. The Marine Corps
must not fortify with the expectation of
safety but instead build resilience with
the expectation of attack. Agility and
reconstitution demand more options
not less and should not be restricted by
artificial limits centered on incentives
of risk aversion.

Adapt and Win

As previously mentioned, commer-
cial space capabilities deliver outsized
combat advantage and directly con-
tribute to our commander’s ability to
achieve information overmatch in the
next fight. The Marine Corps must rap-
idly integrate and deliver these capabili-
ties while keeping pace with industry.
Today, the Service largely operates
outdated terminals that are not able to
consume advanced commercial space
capabilities. Although the focus tends
to be on terminals, the real operational
value is not with the endpoint/terminal.
The value is on the space services the

terminal can consume. Our fielding of
dated terminals must shift to mission-
focused service consumption of ad-
vanced commercial space capabilities.
No one worries much about Dell versus
HP laptops today. Rather, what services
or resources can I access and consume?

Risk reduction can be achieved
with commoditized modularity versus
standardized, one-size-fits-all combo
terminals that are tied to archaic tri-
band requirements. A single-terminal
approach—although popular—is not
optimal. It creates single points of hard-
ware failure and makes terminal main-
tenance much more costly to the unit. It
also makes the supply chain vulnerable
to single-component disruption. Com-
moditized dual terminal solutions opti-
mized for advanced commercial space
services would create a much more re-
silient approach. “Leveraging services
from multiple commercial service pro-
viders that use dissimilar or heteroge-
neous technologies (and have dissimilar
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vulnerabilities) adds resiliency, which in
turn mitigates many of these risks, as
can adoption of new tactics, techniques,
and procedures.”1?

The Corps must adopt a more agile
approach to delivering connectivity to
the force to reduce risk in future force
development as it matures in stride.
Legacy acquisitions assume the pro-
gram objective memorandum process
adequately projects capability needs to

IDEAS & Issues (INFORMmATION & C4)

The Corpsis delivering adaptable and
disruptive connectivity options to the
force today via creative contract line-
item numbers structures that provide
a release pressure valve for the fleet to
surge, pivot, or reconstitute capability at
speed. This novel approach relieves the
lag in programmatic systems compared
to the pace of technological change. It
establishes well-resourced service mod-
els that generate material solutions un-

The Corps must adopt a more agile approach to deliv-
ering connectivity to the force to reduce risk in future
force development as it matures in stride.

meet the demands of an actively evolv-
ing force. However, there is a growing
consensus it does not deliver the neces-
sary agility to compete. Iteration speed
is a key marker of competitive advan-
tage. Opening the aperture to multiple
commercial space service providersina
novel more agile approach will deliver
combat advantage across all echelons of
command. Focusing on the commer-
cial service and not the endpoint will
allow access to a global, non-military
attributable gateway architecture and
will deliver pure commercial spectrum,
waveform, gateway, orbit, and space-
craft options which will inevitably
complicate the adversaries targeting
cycle.

To this end, the Corps is leading
in creative new approaches informed
by FMFs and organizations like the
RAND Corporation to make mean-
ingful strides forward.

Gaining operationally useful capabili-
ties from commercial space services
will require ... remove barriers that
limit commercial services from be-
ing fully integrated into military op-
erations ... Increase the sophistication
of contracting capabilities to be more
adept at negotiating contracted ser-
vices. Build flexible resourcing options
so that service contract negotiations
can be conducted in a more timely
fashion.!1
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der service contracts in a much more
adaptable and responsive way to the de-
mands of the force. It alleviates the sunk
cost of ownership and the burden of
lifecycle sustainment from research and
development to disposition. It reduces
risk to rigid ten-year cycles where adapt-
ability is not a virtue. It augments our
legacy inventories with hybrid service/
lease models that employ dual-use tech-
nology and fully leverage independent
research and development of industry,
speed, and production throughput of
dual-use systems.

Conclusion

The commercial space industry is
accelerating into unprecedented new
frontiers, launching new satellites
and transport layer capabilities at an
exponential pace once unimaginable.
This flood of emerging technologies
and potential partners presents both
immense opportunity and potential
peril for Marines. Maintaining a deci-
sive asymmetric edge and connecting
Marines to the power of information
at the point of need in a future fight
requires our methods to drastically
transform. Failure to keep pace with
commercial space innovation risks cre-
ating near-peer parity, or worse, a capa-
bility deficit in coming years instead of
decades. Systems fielded a decade too
late will continue to levy considerable
logistical burden on units without the

benefit of capability that delivers real
combat advantage. For these reasons,
the Marine Corps is setting conditions
to bring novel adaptable methods to
enable access to assured, abundant,
layered, BLOS OTA connectivity to
the force today.
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Cyber in Support of the
Marine Littoral Regiment

yber Marines integrated at
the regimental level now play
a critical role in enabling
warfighting. As the Marine
Corps continues to implement Force
Desz;gn 2030, it must continue to ex-
periment and refine its approach to less
familiar domains such as cyberspace.
Over the past five years, the integra-
tion of cyberspace operations within
the FMF has proven indispensable
and has risen to the challenges of an
evolving Service. Cyberspace warfare
Marines have aggressively pursued Force
Design 2030 aims and facilitated signifi-
cant operational outcomes. Successful
planning and execution of cyberspace
operations requires planners with a keen
understanding of the operational envi-
ronment and authorities as well as the
ability to effectively align tactical objec-
tives with Marine Corps and Joint Force
operational objectives. The placement
and access of Marine littoral regiments
(MLR) aid the success of cyber opera-
tions at the tactical level. To continue to
expand in capability to explore what is
possible, forthcoming development and
experimentation necessitates a strate-
gic emphasis on assuring command and
control (C2) for FMF operations, thus
maturing partner force relationships.
Since establishing the 3rd MLR in
2022, cyberspace operations have con-
tributed to the MLR’s advancements
and, subsequently, the greater FMF.
During Integrated Training Exercises
1-22 and an MLR Service-level Train-
ing Exercise 1-23, defensive cyberspace
operations (DCO)-internal defensive
measure (IDM) Marines were attached
to the regiment to monitor and defend

an AN/TPS-80 Ground/Air Task-Ori-
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Assuring C2
by Maj Aric Anthony

>Maj Anthony is the 3rd Marine Littoral Regiment’s Cyber Planner. Previously,
he served at Fort Meade working with the National Mission Team. Before at-
tending the Cyber Center of Excellence, he was the Task Analyst for the 17XX
and 06XX Occupational Fields. Prior to becoming a Cyberspace Officer, he was a

Communications Officer.

ented Radar. The Ground/Air Task-
Oriented Radar is a multi-mission air
surveillance system that can detect,
identity, and track airborne threats com-
mon to combat environments. These
include cruise missiles, aircraft, and re-
motely piloted vehicles, as well as rocket,
artillery, and mortar fire. Protecting this
asset greatly enhances the MLR’s abil-
ity to conduct air surveillance and air
control operations. During MAGTF
Warfighting Exercise 2023, the same
DCO-IDM formation operated at the
MLR headquarters, integrating with
regiment communicators and the 3rd
Network Battalion to hunt and harden
the regiment’s key terrain in cyberspace.
As communicators focused on enabling
C2 and ensuring network availability
for the regiment commander and staft,
DCO Marines hunted MLR key ter-
rain in cyberspace for malicious cyber
activity and network vulnerabilities to
assure C2, sharing realtime information
on anomalies with communicators and
network defenders. During BALIK A-
TAN 2023, a forward-deployed element
from U.S. Cyber Command integrated
with MLR and helped codify request-
for-support processes for the new Marine
Corps Information Command (MCIC)
to enable a tactical Marine formation.
In the modern battlefield with a peer
adversary, control of this key terrain in
cyberspace will prove every bit as help-

ful or harmful as physical key terrain
has shown to be in the past.

Due to their composition and mis-
sion, MLRs are uniquely postured to
leverage cyber capabilities to enable
effects at the tactical and operational
levels. As part of the Stand-in Force,
the 3rd MLR’s mission is to disrupt the
adversary in a contested littoral environ-
ment through reconnaissance, counter-
reconnaissance, and sea denial operations
to support the maritime campaign. Un-
like the cyberspace planners throughout
the other MEF formations and Service-
component commands (SCC), the
MLR cyberspace warfare officer and
chiefare focused on MLR-specific prob-
lem sets and Service-level training events
for three years. The MLR’s mission also
enables cyberspace warfare officer to
routinely integrate and train with the
partner forces, building and maturing
a shared understanding of adversarial
threats in cyberspace and each element’s
defensive cyber capabilities. The MLR’s
partner force relationships are a key con-
duit between U.S. Cyber Command,
the MCIC, FMF, and regional partners.
In contrast, MEF and SCC cyberspace
planners are responsible for dozens of
exercises across INDOPACOM. These
planners do not have the requisite time
or staff to manage and further develop
in-depth relationships with partner
nations while leading up to planning
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conferences and post-exercise. The 3rd
MLR’s cyberspace warfare Marines
have the advantage of both the place-
ment and access to plan, integrate, and
enable cyberspace operations in FMF
operations throughout the MLR’s as-
signed area of operations. To this end,
commanders, staff, and cyberspace
operations planners across the Service
must understand how various informa-
tion warfighting and cyber capabilities
supportand enable SLTE and stand-in
force operations, activities, and invest-
ments (OAI) throughout the competi-
tion continuum.!

Effective communication has always
been a lynchpin for successful tasking
and execution. This is where the in-
formation operations sections within
the FMF can improve. One approach
is streamlining pathways between the
MLR, MEF, and Marine Corps Forces
Pacific Command cyberspace warfare
Marines through battle rhythm events,
OAIs, SLTE, and Joint Level Training
Exercise conferences. Until the cyber-
space warfare structure and expertise
grow, division planners and informa-
tion warfighting stakeholders must also
be included in these same battle rhythm
events and touchpoints. Next, cyber-
space operations planners require access
to requisite repositories and capabilities
and leverage the radio battalions in the
interim. Finally, effective integration
with the MCIC and MARFORCY-
BER, namely its Marine Corps Cy-
berspace Group and Marine Corps
Cyberspace Warfare Group will aid in
a codified cyber operations plan prior
to operations. Constant communica-
tion and coordination with the groups
and their subordinate formations are
vital to the effectiveness of 3rd MLR
cyberspace operations’ support Marine
Corps and Joint Force operational ob-
jectives in the Indo-Pacific region.

Assured C2 facilitates effective issu-
ing of orders to distributed forces and
the coordination of maneuver and fires
across the warfighting domains pos-
sible. As cyberspace operations at the
tactical level mature, a phased approach
to DCO is needed to achieve effective
cyberspace operations throughout the
firstisland chain. 3rd MLR is uniquely
positioned to execute enduring missions
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with partner forces in the region. To
exploit this opportunity, the MLR can
leverage the Marine Corps Cyberspace
Group and its network battalions’ mis-
sion to secure, operate, and defend the
Marine Corps Enterprise Network
(MCEN). The MLR commander must
know that his key terrain in cyberspace
overwatch is established, monitored,
and secured before conducting op-
erations. Before, during, and post-
operations, MLR’s S6 and cyberspace
warfare officer coordinate and ensure
active network monitoring and defense
as well as DCO hunting and hardening
missions, respectively. MLR forces must
register their warfighting systems, soft-
ware, and networks that do not operate
within the MCEN. Once identified, the
systems that tie into the MCEN must
be remotely or locally monitored, thus
requiring the support of DCO-IDM
forces and capabilities. Here is where the
importance of cyberspace operations
planners’ engagement at OAI CDCs
and IPCs to determine these require-
ments. Once the MLR or elements are
forward deployed, the MLR cyberspace
operations planner transitions training,
advising, assisting, and accompanying
partner forcesin cyberspace operations
to harden their networks and systems.
By having our partner networks secure
the commander does not have to worry
if the scheme of maneuvers or fire sup-
port plans are compromised if shared
with our partners due to the partner
networks being compromised, thereby
turther enabling the MLR’s lethality.
At the tactical edge, cyber planning,
resources, and requirements from the
MCIC and MARFORCYBER mustbe
nested to ensure they are working with
the national cyber protection team or
Service cyber protection team. First,
this starts with the partner nation ask-
ing for national cyber protection team
assistance. After an assessment, the
remediation plan is given to a Service
cyber protection team for follow-up on
coordination and advisement. Once the
foundation is set, this mission is pushed
to the FMF (DCO-IDM) and added
to the battle rthythm. The transition is
the key after the initial assessment. It is
beneficial to have a familiar face work-

ing with the partner. Due to the MLR

having a specific area of responsibility,
their planners should be a part of the
initial group presenting the remediation
plan. Once the remediation plan starts,
the relationship continues throughout
exercises, and the periodic check-in will
reoccur due to the persistent placement
and access the MLR has. The final step
is transitioning from a DCO-focused
mission to contributing to the overseas
contingency operations mission set.
This starts with understanding the tar-
geting process and becoming involved
via participation and advocating non-
kinetic targeting prioritization. This
ensures all bases are covered not just
from a defensive perspective but also
provides insight from the tactical edge
on what contributes to survivability and
lethality.

Cyberspace operations within the
FMF have proved necessary and integral
to SLTEs and 3rd MLR’s operations
since its establishment in 2022. Force
Design 2030'has been implemented with
success through the positioning of cy-
berspace warfare Marines who work
closely with the regiment commander
and staff to enable unit success as well
as follow division-level objectives that
support training and wider cyber ob-
jectives. By continuing to mature and
tighten MLR cyberspace relationships
with partner forces, the Marine Corps
can generate more effective training ex-
ercises, support assured C2, and a more
lethal force. Although there has already
been an established level of success, the
advances made to date serve as a har-
binger of the good that can continue
to flow back to the Marine Corps when
cyberspace planners are properly placed,
supported, and understand the opera-
tional environment and authorities to
align tactical objectives with Marine
Corps and Joint Force operational ob-
jectives.

Notes

1. Department of Defense, Department of De-
fense Cyber Strategy 2024, (Washington, DC:
2024).
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IDEAs & Issues (INFORmATION & C4)

The Military
Matrix Structure

efore discussing any criti-

cisms, defining the military

matrix structure (MS) is es-

sential. The military MS,
also known as a “matrix structure,” is
a type of organizational structure that
combines multiple lines of authority
within one organization. Typically, in
an MS, individuals have two report-
ing relationships: the manager and the
product manager. This could mean that
a Marine reports to a geographical and
functional commander, such as intel-
ligence, operations, or logistics. The
purpose of this structure is to merge
the strengths of both vertical hierarchies
and flat, functional structures. Its objec-
tive is to be more flexible, responsive,
and adaptable in dynamic environments
like those encountered during military
operations. Now that we have clarified
what the MS entails, we can explore any
criticisms or areas of concern. An infan-
try battalion’s headquarters and service
company serve as an example of this
type of organization.

The Infantry Battalion as an Example

This structure of organization cen-
ters around the commander and his
staff. Each staff member leads their re-
spective sections or platoons. For clarity,
we identify these sections as “functional
departments.” Each functional depart-
ment supports the battalion and any
attached agencies and complies with ex-
ternal agency requirements, including
immediate higher headquarters. This
compliance allows the organization to
adapt to policy changes in realtime. We
identify the leaders of these functional
departments as “functional managers.”
These managers have two prominent
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Let us make it work
by Maj Lawrance Andrus Jr.

>Maj Andrus is a Communications
Officer. He was deployed to Mar-
jah, Afghanistan, in 2011 with 2/9
Mar, and to Iraq in 2020 with the
2nd Marine Raider Battalion. Cur-
rently, he serves as the G-6 Opera-
tions Officer at 2d MLG.

roles. They execute their office’s duties
under the battalion commanding of-
ficer’s guidance, leadership, and vision.
They also lead and manage the Marines
in their department, showcasing the
skills and qualities their office demands.
The functional aspect represents half of
the military MS. The other half pertains
to the products the functional depart-
ments provide to the supported units.
For instance, the S-1 (administrative
section) offers administrative support to

all primary purposes. The headquar-
ters company, housing all the battalion’s
functional departments, provides the
services. This structure is where MS
dominates the organization.

What is MS

The military MS represents a “struc-
ture that creates dual lines of authority
and combines functional and product
departmentalization.” This structure
groups MOS to foster a monopoly of
knowledge and product efficiency. It
also enables the unit to employ the
economy of force for supported units.
For instance, an intelligence officer
might assign an intelligence analyst
to an infantry company to optimize
intelligence products. This assign-
ment enhances information sourcing
and gathering because of the detached
Marine’s vast knowledge and expertise.

The military MS, also known as a “matrix structure,”
is a type of organizational structure that combines
multiple lines of authority within one organization.

produce items mandated by directives,
orders, or other standard procedures.
These items might include naval corre-
spondence, award administration, and
workforce management. The manage-
ment of these products falls under the
product managers: usually, the head-
quarters company or headquarters sec-
tion within a headquarters unit. The
“straight leg” companies consist of three
infantry companies and one weapons
company. Generally, these units serve

This approach exemplifies the economy
of force, as the entire S-2 (intelligence
section) dedicates only a portion of its
resources to support the infantry com-
pany directly with the detached intelli-
gence Marine facilitating this. However,
this structure has a notable drawback:
it compromises the warfighting prin-
ciple of unity of command. This issue
mainly affects the headquarters compa-
ny of an infantry battalion. Functional
managers report to two superiors. The
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battalion commander is their primary
superior, focusing on the functional de-
partments, managers, and the products
each section produces. The secondary
leader, the headquarters company com-
mander, focuses on the Marines’ ser-
vice leadership. While this distinction
might suggest no conflict between the
two superiors, headquarters company
commanders often believe they oversee
everything “under their charge.” This
perception frequently leads to role con-
flicts within the organization, especially
between the functional managers and
the headquarters company functions.

Example 1

Asacommunications officer, I served
the S-6 section. When a product in
the S-6 section did not meet readiness
standards, I collaborated with the S-4
(logistics) section to address the issue
before presenting our findings to the
battalion executive officer. We did not
need direct input from the battalion

Car

commanding officer because we acted
within his intent and speczal trust and
confidence. However, the headquarters
company commander called me, in-

confusion grew because those involved
in the MS did not seem to grasp their
“clearly” defined roles. He responded,
“Because the battalion executive officer

The reporting process seemed ambiguous, and this
confusion grew because those involved in the MS did
not seem to grasp their “clearly” defined roles.

quiring about my plan to address the
issue. I wondered why he was question-
ing my functional role. He oversees the
morale and welfare of the Marines in
the company but does not have direct
responsibilities as a functional manager
in my section.

Moreover, he would not be account-
able for any of my shortcomings. So, I
asked him, “Why are you concerned
with item ‘X’s’ readiness?” The report-
ing process seemed ambiguous, and this

Get a decision in seconds on great-rate auto loans!

asked me.” This response introduced
a new uncertainty: was I expected to
continuously update the headquarters
company commander on my progress
as a functional manager?

Example 2

I once worked in an organization that
layered one MS over another. Like an
infantry battalion, all functional man-
agers fell under a headquarters com-
pany. However, unlike an infantry bat-
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talion, that headquarters company fell
within a headquarters battalion. This
company reported to a battalion com-
mander who answered to the regimental
commander. The headquarters and the
battalion commander sought author-
ity over the functional departments
for management and product quality
control. However, functional managers
reported directly to this organization’s
regimental commander, bypassing the
administrative roles of the headquar-
ters and battalion commanders. This
structure quickly became dysfunctional
due to the confusion of a perceived dual
chain of command, leading to ambi-
guity, stress, and role conflicts. Many
grappled with the question: Who do I
work for? In this case, it took 90 days
to clarify that my direct superior was
the regimental commander, not the
headquarters battalion commander,
as initially assumed.

The layered MS aimed to support
the regimental commander’s role, sup-
porting the functional managers. This
role centered on serving the Marines,
encompassing morale, motivation, men-
tal and physical readiness, and annual
training. However, this became coun-
terproductive, as the battalion’s role of-
ten clashed with the functional depart-
ments. The term “bureau pathology”
describes this situation, where “the dual
lines of authority reduce the tenden-
cies of department members to become

IDEAS & Issues (INFORMmATION & C4)

I frequently clashed with the com-
pany commander, who acted on the bat-
talion commander’s intentions. Mean-
while, I followed the direct guidance of
the “regimental” commander, my im-
mediate superior. I wasin a position that
required me to align with conflicting
priorities. This tension peaked within
21 days of a new battalion commander
taking charge. The battalion command-
er relieved me due to my role conflict
with the headquarters company com-
mander. I then Requested Mast finding
it unjust to be dismissed by someone
I did not directly report to. However,
the regimental commander intervened
before the Request Mast could proceed
and resolved the issue.

Looking back, I see this as a power
struggle between me, the functional
manager, and the “production manag-
ers” (headquarters and battalion com-
manders) whose primary goal was to
serve the Marines. The root of the con-
flict lay in the blurred lines and lack of
unity of command caused by the layered
MS.3

Moving Forward: Making the Inevi-
table Military MS Work

Matrix structure offers many benefits
to our organization, but leaders must
actively address and prevent potential is-
sues to reap these benefits. One notable
weakness of MS is the inherent power
struggle within its structure. Paul R.

Matrix structure offers many benefits to our organi-
zation, but leaders must actively address and prevent
potential issues to reap these benefits.

so busy protecting their little worlds
that the organization’s overall goals
become secondary.”? Daily conflicts
arose between the functional depart-
ments and the layered MS structure.
For instance, operations would halt
for annual training seminars, with the
company commander expecting total
attendance, even if it disrupted mission
preparations. This narrow view over-
looked the extensive practice required
by functional departments.
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Lawrence suggests methods to address
and mitigate these issues.* The top man-
ager or commanding officer must pun-
ish combative competition decisively.
Competition arises when each party
tries to gain an advantage, leading to
occasional imbalances and fostering a
hostile culture. Stanley M. Davis and
Lawrence recommend educating leaders
in MS about the dual command struc-
ture and clarifying expected roles and
their execution.’ If imbalances persist,

both parties suffer. Matrix structure
leaders should aim to transform con-
flicts into constructive outcomes while
maintaining an institutional perspec-
tive. They should remove MS manag-
ers who, due to their weaknesses, cause
significant setbacks. As Davis and Law-
rence suggest, stronger leaders should
replace these weak leaders.®

Another strategy for success in a ma-
trix organization involves incorporat-
ing emotional intelligence.” Given that
goals in MS can sometimes misalign,
emotional intelligence can offer a more
effective support structure than mere
force. Research indicates that emotion-
ally intelligent individuals can better
align goals in matrix organizations by
managing and reducing unproductive
emotions that hinder collaboration.8
In the future, to ensure the successful
implementation of an MS organization,
itis essential to provide specialized edu-
cation on its structure and to prioritize
the inclusion of emotionally intelligent
leaders within the MS framework.

Notes

1.S.P.Robbins, and T.A. Judge, Orgam’zatzbnal
Bebavior, (Upper Saddle River, 2009).

2. Ibid.

3. S.M. Davis, and P.R. Lawrence, “Problems
of Matrix Organizations,” Harvard Busi-
ness Review, 1978, http://web.a.ebscohost.
com.ezproxy.liberty.edu/ehost/pdfviewer/
pdfviewer?vid=1&sid=b8bc9e0f-7bd6-
466bafce-292169df48ed%40sessionmgr4006
&hid=4206.

4. Ibid.
S. Ibid.
6. Ibid.
7.ST.SyandS. Cote, “Emotional Intelligence: A
Key Ability To Succeed in the Matrix Organiza-
tion,” The Journal of Management Development

23, No. 5/6 (2004).

8. Ibid.
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IDEAS & Issues (INFORMmATION & C4)

Subduing the Enemy
Without a Fight?

ith the development

of digital applica-

tions, social media,

and technology, there
is a growing sentiment that shaping
digital information may prove to be
decisive in competing against peer ad-
versaries. Yet, how influential can we be
in this domain? This article will exam-
ine the limits of one particular method
of information warfare highlighted in
MCDP 8: the Cognitive Indirect Ap-
proach.! By cognitive, we mean aiming
messages to directly influence our op-
ponent’s thinking processes. The intent
is to use information to bend our op-
ponent’s perceptions, decision making,
and ultimately their will to compete or
fight. The cognitive thus focuses on the
human element, whereas a “functional”
approach uses information to influence
non-thinking processes, such as a weap-
ons or supporting system.?

To give an example, consider Russia’s
ongoing text campaign against Ukraine.
As early as 2014, the Russian military
bombarded Ukrainian soldiers with
texts to their private cell phones, threat-
ening their families and friends while
demanding surrender.? The intent of
these messages is to generate confusion,
lower morale, or increase doubt in the
mission or cause. In theory, this allows
an indirect say over what and how the
enemy thinks, with the hope of exploit-
ing their mental and moral factors.4In
short, it is classic propaganda.

The cognitive approach is attrac-
tive in theory. If taken to the extreme,
it suggests we might be able to wholly
achieve our objectives using non-kinetic
means. With just the right sounds, im-
ages, and phrases we can get our enemy
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The limits of cognitive warfare
by 2ndLt Paul Shields

>2ndLt Shields is a Logistics Officer,
currently serving as the Assistant Lo-
gistics Officer for 3/6 Mar.

to put their guns down without having
to lift our own. It argues for winning a
war and securing peace without firing
a weapon. It echoes Sun Tzu’s saying,
“Supreme excellence consists in break-
ing the enemy’s resistance without fight-
ing.”

Although MCDP 8 argues “human
cognition is highly susceptible to ma-
nipulation and deception,™ social sci-
ence research demonstrates the exact
opposite. Much of the current misin-
formation narrative depicts humans as
profoundly gullible, routinely revising
their worldviews and behaviors based
on what they encounter online. Yet,
contrary to this conventional thinking,
individuals are stubborn and difficult
to influence. Asaresult, both our fears
and interest in people’s manipulability
are largely unfounded. There are thus
clear limits to the kinds of cognitive
effects we might hope to achieve in an
information environment. In particu-
lar, scholars who communicate with
populations in China and Russia cast
doubt on the ability to influence and
change thoughts directly through digi-
tal efforts. Not to mention, it is almost
impossible to accurately measure infor-
mation effects on the cognitive level.

The Wide World of Cognitive Effects

The field of propaganda studies
can help us better understand cogni-
tive effects, as the literature is extensive,

well-developed, and constantly evolv-
ing. Moreover, given the saturation of
information technology in daily life,
scholarship on misinformation has ex-
ploded in the last decade. For our pur-
poses, we can begin with three general
theories: indoctrination, signaling, and
agenda setting.

Indoctrination is the standard
brainwashing theory.” It suggests in-
formation goes directly to the brain,
is absorbed, and then directly pro-
duces attitudes, feelings, and behav-
jors similar to the message content. If
someone watches a music video that
demonstrates positive feelings about
Xi Jinping, the consumer of the mes-
sage learns to love the Chinese dicta-
tor. This theory is demonstrated at the
end of Orwell’s 1984 when Winston,
the protagonist, becomes brainwashed
into finally loving Big Brother. What
this theory incorrectly assumes is that
people’s opinions reflect the informa-
tion they consume. And just because
someone watches Chinese state televi-
sion, as an example, they must believe
what they watch and hear. However, in
reality, humans are complex and have
a wide range and, often, a complacent
response to digital information. We are
influenced by a wide variety of inputs
that form opinions and responses based
on where we were raised, our family
life, and our education level, not just
the media we consume.

Social scientists have noted that in
countries like China and Russia, digi-
tal propaganda often does not result in
persuasion.® Signaling theory argues
that information can even have the op-
posite cognitive effect of its intention.
In studies on Chinese and Russian
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populations, a great deal of messag-
ing from their government (although
endowed with massive resources and
totalitarian control) is unpersuasive and
even counterproductive.” In fact, one
observed effect of Chinese propaganda
is to have their population be so oft put
by the heavy-handed messaging they
feel cynical.1? It can be easy to think
that information messaging is straight-
forward—that it is simply swallowed
by consumers. Yet, people from totali-
tarian societies often perform their
allegiance as a way to simply get by.
Controlling what is publicly said does
not mean controlling what is thought
privately.

The theory of agenda setting also
demonstrates unconventional ways
in which information campaigns are
waged. While information might not
be convincing, it can be used to crowd
out mental space. Perhaps we have all
experienced cognitive overload after
spending hours online, as a deluge of

o BEEE

'ENL]

2

STED

information fogs our ability to think.
Using the right channels, narratives that
are relentless and repetitive can come to
dominate alternatives. A novel study
out of Harvard finds that the Chinese
Communist Party monitors and tailors
hundreds of millions of social media
posts for purposes of distraction.!!
Through constant oversight, the Chi-
nese Communist Party blocks argu-
ments and skeptical views of the gov-
ernment. Controversial issues appear
nonexistent to Chinese viewers online.
In Russia, something similar is happen-
ing, though, through traditional media
channels. Inside Russia, the popular
Kremlin-controlled media determines
the salience of issues for Russian viewers
while deliberately ignoring news about
key opposition figures that challenge

Putin’s government.1?

A Different Approach
What this research suggests is that
while a commander’s intent with infor-
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mation may be clear with a defined task
and purpose, what is actually achieved
is never fully determined. Again, con-
sider Russia’s aggressive text campaign
against Ukraine. When Ukrainian sol-
diers are interviewed about the possible
effects of the texts attempting to break
their will, the results are mixed, if incon-
sequential at best.!3 Some say it both-
ers them, lowering their morale. Others
claim it motivates them and boosts their
will to fight. It may be that the effects of
the campaign are diverse and sometimes
counterproductive, yet it is unclear how
it translates to action on the battlefield.

Moreover, our framework in MMCDP
8 limits our understanding. Reading
MCDP 8 leads to the conclusion that
information should be treated the same
as fires: “Fires include the collective and
coordinated use of any capability that
can create physical (functional) or cog-
nitive effects on the target or system.”
While this may be true for functional
effects like jamming a radar system or
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intercepting communications, it begins
to be more ambiguous in the cognitive
domain. Accurate fires implies preci-
sion, identification, and measurability.
Butinformation effects in the cognitive
domain are often unpredictable. Hu-
mans are limited cognitive processors
who rely on accessible pre-established
ways of thinking to navigate their envi-
ronment.15> We are often blind to exter-
nal influences. This fact runs counter
to the idea of information functioning
as fires on the cognitive level. Indeed,
distributing information may be a sci-
ence, but the world of messages, rheto-
ric, and communication, and how it is
to be understood, is an enigmatic art.
Social science argues the best way
to understand messaging and informa-
tion effects is whether they reznforce or
degrade existing and or latent feelings.
This framework understands that target
populations are not blank slates. People
develop opinions over the years and
carry a wide range of knowledge and
experience. Thus, information nudges
pre-existing attitudes in a certain di-
rection.1® In other words, we do not
convince anyone of anything. Rather,
preconceived ideas are either strength-
ened or weakened. This indicates that
for messages to be effective, we must
first have a deep understanding of the
audience and where they stand on key
issues and decisions. Additionally, in-
formation campaigns must be highly
targeted and sent through trusted chan-
nels. The more specific a message can be
to an individual, the higher the likely
effect of either reinforcing or degrading
a prior-held belief. Ultimately, under-
standing the audience is important. It
sets limits on what is possible. You do
not find audiences for your message.
You find messages for your audience.
This alternative understanding ar-
gues that information doesn’t work to
change attitudes, but rather serves more
to reinforce predispositions in an audi-
ence.'” In this regard, I would argue
that our language of information “ef-
fects” in the cognitive domain should
change. It might be trivial, but it should
be one from effect to one of activation
when it comes to MCDP 8’5 “Cogni-
tive Indirect Approach.” Information
activates certain beliefs. Information
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activates an enemy’s way of thinking.
Information activates negative views of
their leadership. This better captures
the reality of how digital information
shapes our thinking.

Against Over-investment and Over-
reliance

Russia’s war on Ukraine has remind-
ed us of the fact that the leader’s will
and public opinion are important in
influencing a war’s outcome. Yet, we
struggle with the fact that there is no
satisfactory way to completely measure
human group responses to information.
The realized effects of information cam-
paigns through digital means are often
scientifically immeasurable. This does
not completely rule out information
operations. Operations in information
dissemination, deception, and simula-
tion are as old as war. Playing upon the
opponents’ thinking process to deceive
intentions and capabilities is fundamen-
tal to strategy in combat.

Rather, we should take what is un-
derstood in the business world: we can-
not know how influential marketing
campaigns are, yet we continue to pur-
sue them because there might be poten-
tial. We can both recognize the limits
of our cognitive-indirect approach and
still have it as a part of our toolbox.

In summary, when it comes to in-
formation warfare in the cognitive
domain, the evidence argues against
over-investment and cautions against
over-reliance. The research runs counter
to the assumption laid out in MCDP
8: that humans are easily deceived and
manipulated. Our audiences are much
smarter and more independent than we
would like to admit. We must under-
stand what realistic effects are possible
and how diverse, inconsequential, and
even counterproductive they may prove
to be. We must also accept that our ef-
forts may notlead to direct tangible out-
comes. Surely, information that targets
the cognitive domain will continue to
be integrated into operations, but Sun
Tzu’s fantasy of “winning without a
fight,” is just that, a fantasy.
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Hyperscale Cloud
Services for Marine Corps
Operations

heart of warfare is asympho-

ny of synchronized combat

power, an intricate harmony

of countless organizational
dependencies and interdependencies,
more akin to an orchestra than a rock
band. Just as music demands skill and
human cognition to create a melodious
tune, military operations rely on human
judgment, leadership, and courage in
conjunction with advanced technolo-
gies. The top technology trends in 2024
alllean heavily on hyperscale cloud ser-
vices, in particular, artificial intelligence
(AI).! This siren call of hyperscale cloud
services beckons the Marine Corps
along with other military branches with
promises of technological advancement,
cost-efficiency, and flexibility. However,
will it make the Marine Corps stronger
and more lethal? Beneath this alluring
marketing facade lies a complex web of
implications that must be thoughtfully
considered. This article delves into the
multifaceted implications of embracing
commercial hyperscale cloud services
for military operations, emphasizing
the importance of striking a prudent
balance and a skeptical eye on the risks.
It also focuses on where to weigh our
investments to ensure we maintain flex-

ibility going forward.

Overreliance on New Technology
Trends

In the contemporary landscape,
the commercial world’s influence on
military thinking has given rise to the
belief that adopting business operat-
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Navigating the complex landscape
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ing models for military processes can
significantly enhance speed, efficiency,
and mission effectiveness. This may
or may not be true. As of late, what is
touted most often is around cognitive
decision making using AI/machine
learning (ML) technologies. You
will often hear terms like “decision
superiority” or “decision advantage”
bounced around as it relates to Joint
All-Domain Command and Control
(C2) concepts.? Does anyone really
believe this is possible? Even with per-
fect information, decision makers get
it wrong many times because logic and
reason are also influenced by so many
other factors such as fear, group think-
ing, and their own personal bias. More
importantly, there is little consideration
for “communication logistics” and
what it means to install, operate, and
maintain network services for pacing
threats like China or Russia. As much
as I would like to believe the marketeers
and slogan sleuths about the need for
more technology, we are introducing
a complex web of interdependencies

that will inevitably make the Marine
Corps less flexible and less adaptable.
Commercial tech companies are show-
ing the benefits of their products but
rarely expose what’s under the water-
line. Doing so often exposes what really
are the corporate entity motives for the
campaign of innovation that is so often
heralded. Buyer beware.

While these technologies certainly
offer unprecedented possibilities in
data manipulation and synthesis, the
Marine Corps must exercise caution
and prudence in its blind embrace.
An unwarranted rush to adopt these
commercial (often managed) services
without rigorous scrutiny, testing, and
evaluation against organizational doc-
trine and key warfighting concepts may
introduce unanticipated organizational
friction. This friction can, paradoxi-
cally, detract from the military’s core
mission sets by fostering overconfidence
in new and exciting technologies, intro-
duce complacency in exercising sound
military doctrine, or worse yet, our own
hubris. It is critical to understand that
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while modern technologies, including
hyperscale cloud services, can indeed
function as a force multiplier, they must
always remain a tool, not a replacement
for human judgment, leadership, and
critical thinking. As much as there are
advantages, adoption can introduce
some disadvantages too.

Some glaring questions that come
to my mind. Does the Marine Corps
believe that our adversaries will not
target the physical architectures these
commercial hyperscale cloud services
depend on? Are the Naval Services in-
advertently tying their own hands by
handing to commercial providers the
critical data stores of the U.S. govern-
ment for some strange belief that we
will be better off with these commercial
entities hosting this data? Is the Marine
Corps making themselves more vulnera-
ble and externally dependent on outside
commercial entities for critical C2? Do
we become more fragile or anti-fragilein
our critical C2 infrastructure by trust-
ing commercial entities? Our adversaries
always get a vote and often will influence
the answers to these questions.

In my view, the Marine Corps
should not follow marketing promises
or false assumptions nor trust commer-
cial company claims about their prod-
ucts without a high degree of certainty
they will act appropriately for national
security. Operational guarantees are
needed beyond simple legal contract/
program language and strongly worded
Service-level agreements. This is not
good enough for Marines and sailors
to bet their lives on. Let us not forget
that when commercial enterprises fail,
they simply file for bankruptcy protec-
tion, change some leadership out, and
start the blame game. If the military
fails, nations must sue for peace, which
is usually on unfavorable terms. The
Marine Corps has no-fail missions. At
the end of the day, hyperscale cloud
companies are not likely to expose
their shareholders or employees to too
much risk, even during times of war,
and certainly not willing to risk their
balance sheets for national security
purposes. The incentives are neither
good nor bad, just different, and the
Naval Services need to really consider
this before putting all their eggs in this
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commercial basket. This is something
to be considered when it comes to hand-
ing over even some minor network ser-
vice operational controls to them. The
stakes are simply higher for the Marine
Corps, and we must be very careful in
any reliance that can create critical
vulnerabilities for our adversaries to
exploit.

Understanding Hyperscale Cloud
Services

Before delving deeper into the impli-
cations, let us gain a more comprehen—

Benefits of Hyperscale Cloud Services
Hyperscale cloud services provide
a multitude of advantages if managed
correctly:
* Cost Savings: The cloud services
allow users to bypass the need for
substantial investments in physical
infrastructure. This not only reduces
the initial costs but also alleviates the
ongoing expenses related to maintain-
ing and upgrading this infrastructure.
* Scalability: Users can readily adjust
their cloud resources dynamically to
meet their evolving needs. Most cloud

MCSC talks cloud computing at Cloud Technology Summit. (Photo by Jennifer Gonzalez.)

sive understanding of hyperscale cloud
services. These services encompass large
commercially owned data centers that
provide high-performance computing,
storage, and networking resources over
the Internet via multiple transmission
mediums. They play an integral role in
awide range of applications, namely the
latest craze: Al Artificial intelligence,
being computationally intensive and
data-hungry, necessitates the kind of
resources offered by hyperscale cloud
services, particularly graphics process-
ing units that enable these types of
services. The advantages are many:
infrastructure cost savings, security,
scalability, and innovation for advanced
network-aware applications to name a
few.

services have flexibility which allows
for seamless scaling up or down with-
out the concerns of overprovisioning
or underutilization. This is a great
benefit for surge operations.

* Flexibility: With hyperscale cloud
services, users have access to a wide
array of cloud services and technolo-
gies. This flexibility enables them to
choose the best-suited cloud services
for their specific use cases or applica-
tions; however, in reality, each hyper-
scale cloud vendor is not incentivized
to work in multi-cloud environments
which conversely turns this into a dis-
advantage.

* Innovation: The cloud’s potential
for innovation is huge. The latest and
most advanced technologies and ser-
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vices are offered by cloud providers
namely because of the benefits stat-
ed above. Innovators in the Marine
Corps can leverage this environment
for experimentation and the explo-
ration of mission-related and novel
solutions.
With this understanding, we can more
clearly appreciate why military organi-
zations are drawn toward hyperscale
cloud services. However, as with any
technical endeavor, there are significant
risks and challenges that come hand in
hand with these enticing benefits.

Risks of Hyperscale Cloud Services

Embracing hyperscale cloud services
for military operations introduces sig-
nificant risks, the foremost being the
potential loss of control and visibility
over sensitive data and applications.
Trusting commercial providers to safe-
guard critical military data exposes the
organization to various vulnerabilities
outside of its operational and tactical
control. Furthermore, the dependence
onalimited number of cloud providers
poses an additional risk. This depen-
dency forces the military to align its
operational needs with the hyperscale
provider’s capacity, potentially diver-
gent interests, and quality of service.
Such reliance on external entities for
mission-critical operations creates a
substantial vulnerability that requires
careful consideration.

Of note, the Army has made the
adoption of hyperscale cloud services
part of its unified network plan for
multi-domain operations.> Under
their common services infrastructure,
they seek to leverage globally assessable
hardware and services to support data
analytics to use AI/ML across the force.
They clearly have evaluated the risks
and believe a hybrid cloud architecture
spread across strategic, operational,
and tactical levels provides them with
operational increases. Ideally, this will
help them take advantage of cloud/
Al-enabling technologies to support
unified network communications.

The Marine Corps should tread
lightly here before it dives too far for-
ward. There is no proof yet that the
Army is on the right track since they
do not have real-world use cases to draw
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lessons from.* Yes, there is experimen-
tation going on, but it is very scoped
and limited in nature. I cannot help but
think what this means operationally for
those sailors and Marines who must run
the network and then half to navigate
not only the byzantine bureaucracy of
the DOD but also the business interests
of commercial hyperscale cloud provid-
ers. For each higher headquarters com-
munications section, this will compli-
cate operational plans if the services that
are critical for day-to-day operations are
hosted in the cloud.
* Loss of Control and Visibility: One
of the primary concerns is the loss of
control and visibility over sensitive mil-
itary data. Military operations, by their
very nature, demand an exceptionally

There is no proof yet
that the Army is on the
right track ...

elevated level of security, reliability,
and resilience to safeguard sensitive
information and ensure mission suc-
cess. The use of hyperscale cloud ser-
vices necessitates an inherent level of
trust in the cloud provider’s ability to
safeguard this information while also
adhering to the organization’s specific
requirements. However, this trust in-
troduces the military to the peril of
potential cyberattacks, data breaches,
legal disputes, and regulatory viola-
tions. This also widens the aperture for
insider threats within commercial enti-
ties. Moreover, the Marine Corps may
not have full access to, or knowledge
of, the physical location, configuration,
performance, and status of the cloud
infrastructure and services, limiting
their ability to secure, monitor, audit,
troubleshoot, and optimize their cloud
operations. This may become problem-
atic for Naval Services as they seek to
adjust to enemy actions in realtime.
No commander will have the author-
ity to change cloud provider priorities.
Farming out this risk must be balanced
through a diversity of options avail-
able to the commander to operate and

maneuver in the information space.

* Dependence on a Limited Few Com-
mercial Providers: Another significant
risk revolves around the military’s
dependence on a limited number of
commercial cloud providers, namely
AWS, Google, and Microsoft being
the largest players. Military operations
demand rapid and agile adaptation to
changing threats and environments.
This is something that cloud providers
say they provide. However, when us-
ing hyperscale cloud services, the mili-
tary must rely on the cloud provider’s
availability, capacity, functionality,
and quality of service. They also set
their own priorities based on market
conditions and not military necessity.
This reliance can constrain the mili-
tary’s options and flexibility to meet
its operational needs. Furthermore,
cloud providers may have commercial,
social, or political interests that diverge
from or oppose the military’s objec-
tives.> For example, the cloud provider
may prioritize its profitability over
its customer’s satisfaction, or it may
cooperate with, or be influenced by,
foreign adversaries or competitors.
The Marine Corps must scrutinize
the alignment of these incentives
and contemplate the potential risks
involved in entrusting its vital opera-
tions to organizations that may not
share the same level of commitment
to mission accomplishment.

* Dependence on the Internet-Under-
sea Cable Security: There are count-
less security attack vectors with hy-
perscale cloud providers. One of the
most glaring ones is its dependence on
commercial telecom providers. Un-
dersea communication cables are at
risk.® Our adversaries are growing in
sophistication and exerting influence
over telecom providers operating in
their sphere of control or influence.
Submarine cables are owned by com-
binations of private companies, state-
owned firms, and international con-
sortia from around the world; a single
cable could have anywhere from one
to dozens of owners.” Authoritarian
governments like China may be able to
influence state-owned telecoms to spy
on cable landing stations and disrupt
the flow of data during conflict. Any
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manipulation of the global internet
infrastructure can influence how the
Marine Corps secures its vital com-
munication paths. Cybersecurity has
been the focus in recent years, but lit-
tle investment has been made to secure
the actual physical infrastructure that
hyper-scale cloud providers rely on.

The Hyperscale Business Model

To tully grasp the implications of
hyperscale cloud services, it is essential
to understand the fundamental differ-
ence between two prevailing models:
operational expenditure (OPEX) and
capital expenditure (CAPEX). For the
Naval Services, ask your local supply
officer or procurement officer to buy
network services like a cable television
subscription. They may scratch their
head for a while. Most do not have
the expertise to facilitate this new
consumption model that is presented
to the Marine Corps. At the network
enterprise level, this may make sense.
However, for operational units, this is
ahuge change and challenge under the
current fiscal procurement construct
for communication planners.

OPEX Model

Hyperscale cloud providers operate
on an OPEX model. This means they
charge their customers based on their
usage or consumption of cloud resourc-
es. Under this model, customers are not
required to invest in or own any physical
infrastructure or assets. Instead, they
pay for the cloud services they use. This
model offers several benefits, namely
cost savings.

However, the OPEX model is not
without its drawbacks and challenges
for the Marine Corps:

* Loss of Control and Visibility: Cus-
tomers must trust the cloud providers
to safeguard their data and comply
with their requirements. They may
not have full access to or knowledge
of the physical location, configura-
tion, performance, and status of the
cloud infrastructure and services. [t’s
in the cloud may not be good enough
for military operations and since the
DOD has not ever passed an audit, the
promised cost savings may not materi-
alize as promised by cloud providers.3
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e Complexity and Unpredictability
of Cloud Costs: The Marine Corps
must carefully monitor and manage
their cloud usage and consumption,
as they may incur unexpected or hid-
den charges from the cloud providers.
Forecasting and budgeting cloud costs

can be challenging.
CAPEX Model

Conversely, some customers may pre-
fer or require a CAPEX model for their
cloud needs. Under this model, they
must invest in or own their I'T infra-
structure or assets, either on-premises or
in a colocation facility. This is unlikely
going to change because of the nature
of distributed operations for the naval
services. This model offers a distinct set
of benefits:

* Control and Visibility: Maintain full
ownership and responsibility over their
data and applications hosted on their
own IT infrastructure. They can also
secure, monitor, audit, troubleshoot,
and optimize their IT operations.
* Independence from a Single or a Few
Cloud Providers: Customers are not
dependent on the availability, capacity,
functionality, and quality of service
of any external cloud provider. They
can align their IT objectives with their
military objectives without being in-
fluenced by market, social, or political
factors.
* Predictability and Stability of IT
Costs: Customers can calculate and
plan their I'T costs based on their fixed
assets and depreciation rates. They can
avoid or reduce the variable costs as-
sociated with using cloud services.
However, the CAPEX model also pres-
ents its own set of challenges:
* High Initial and Ongoing Costs: Must
bear the upfront and recurring costs of
purchasing, installing, upgrading, and
maintaining their own IT infrastruc-
ture. Training costs continue as well.
* Limited Scalability and Flexibility:
Customers must estimate and provide
their IT resources based on their pro-
jected needs and demands. Accessing
or integrating with hyperscale cloud
services or technologies may also be
problematic.

These two contrasting models

represent the dichotomy the Marine

Corps must navigate when consider-
ing its cloud computing needs. While
the OPEX model offers undeniable
advantages, it also introduces risks
and complexities that should not be.
Moreover, the current CAPEX model,
which is unlikely not going to change
soon, while providing control and pre-
dictability, poses its own limitations,
particularly in terms of scalability and
innovation.

Dangers of Overreliance on AI/ML

The latest trend in the realm of
technology, one that has generated a
great deal of enthusiasm, is the use of
AT and ML for algorithms to enable
decision support. Al, as a branch of
computer science, aims to create ma-
chines or systems capable of performing
tasks that traditionally require human
intelligence. The applications of Al are
incredibly diverse, extending to fields
such as healthcare, education, entertain-
ment, transportation, and more. Most
notable is the recent use of large-lan-
guage models like ChatGPT. However,
the adoption of Al in warfare comes
with its own set of complex challenges
and potential dangers that demand
thorough consideration.

The train has left the station on
the excitement large-language models
have created for military planning. Us-
ing large-language models operational
planners can save time and enable bet-
ter understanding, but absent a trained
user, relying solely on model-produced
outputs risks confirmation bias. The
more time the military spends on criti-
cal thinking and basic research methods
while translating both into structured
questions, the more likely large-lan-
guage models are to help planners
visualize and describe complex prob-
lems.? So it will be critical to be able to
identify when Al-producing outputs
begin to degrade decision making. Re-
cent history of societal reliance on smart
phones deduces that overreliance will
naturally occur. When this happens, we
will become less critical in thought and
less discerning when it matters most in
military affairs. Not good.

The Future Proliferation of Al
Al, with its capacity to enhance
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every aspect of warfighting, will per-
meate all domains of military opera-
tions.10It is essential to recognize that
while AI can bring significant benefits,
it is not without its risks, particularly
in military contexts. One of the most
prominent concerns is the development
and use of lethal autonomous weap-
ons systems (LAWS).1! These systems
can independently select and engage
targets without human intervention.
While LAWS have the potential to
increase the speed, accuracy, and efh-
ciency of military operations, they si-
multaneously raise substantial ethical,
legal, and moral concerns. LAWS may
lack the essential attributes of human
judgment, accountability, and empathy
when making life-and-death decisions
on the battlefield. Their operation
can present challenges in adhering to
the laws of armed conflict and ethical
norms, potentially leading to violations
and the erosion of moral standards.

Considerations of Using Al in Mili-
tary Operations
Beyond the legal and ethical con-
cerns listed above, the integration of
Alinto military operations introduces
both potential benefits and significant
risks. The capabilities of Al systems,
with their capacity for faster informa-
tion processing, decision making, and
action execution, are undeniable. How-
ever, they also introduce uncertainty,
complexity, and unpredictability into
warfare. Consider the following:
* Autonomous and Unpredictable Be-
havior: Al systems may exhibit auton-
omous and unpredictable behaviors,
particularly in complex or uncertain
situations. They may bypass human
commands or intentions, raising
concerns about their reliability and
predictability in the heat of battle. A
poorly trained AI model can lead to
disastrous outcomes. If that occurs,
trust in these systems goes out the
door.
* Generation of False or Misleading
Information: Al systems may inad-
vertently generate false or misleading
information or analysis, which can
affect human perception and judg-
ment. Especially if these systems are
being used for wargaming activities or
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operational planning. They are also
vulnerable to zero-day cyberattacks
like any other information system.
This becomes a crucial concern in
scenarios where Al plays a significant
role in decision making.

* Introduction of Vulnerabilities: Al
systems may introduce new vulner-
abilities and asymmetries in military
operations, which can be exploited by
adversaries or competitors. The full
attack vector for cyber attackers is not
tully known.

Considering these challenges, it is
imperative to consider potential safe-
guards and norms to govern the use of
Al in warfare. One approach involves
the establishment and adherence to
ethical principles and standards for
the development and deployment of
Al systems. However, it is essential to
remain pragmatic about the application
of these principles. In the context of
warfare, ethical principles may not be
as straightforward to apply as they are
in civilian domains. There is little doubt
that adversaries like China and Russia
do not hold the same ethical principles
and will not hesitate to develop Al tech-
nologies with Western norms in mind.

Rather than tying AT to a rigid set
of ethical principles which is a human
endeavor, the focus should remain
centered on mission-critical objectives
for combat operations. While ethical
considerations and legal frameworks re-
main paramount, the primary concern
should be that AT systems are transpar-
ent, accountable, dependable, and can
be verified, validated, and assessed for
their success in the mission. The em-
phasis should not solely be on aligning
Al with human values, as this can be
a challenging endeavor, particularly in
the context of military operations. If
enabling technology can help us domi-
nate and win in combat, then we must
leverage it.

A fundamental principle that should
underpin the use of Al in military op-
erations is the retention of human con-
trol. This principle dictates thathuman
operators or supervisors should have the
authority, responsibility, and capability
to monitor, intervene, or override Al
systems when necessary or appropriate.
Moreover, human operators or super-

visors should receive adequate train-
ing, education, and awareness of the
capabilities, limitations, and risks of AT
systems. Human control ensures that
Al systems remain a valuable tool that
complements human judgment and
leadership, rather than replacing it.

Becoming Anti-Fragile

Will the growing reliance on hyper-
scale cloud and AI/ML services make
the Marine Corps more fragile? It may
just do that. As the military landscape
continues to evolve in the 21st cen-
tury, the concept of antifragility has
emerged as a crucial consideration.!?
Antifragility entails more than just
surviving shocks and disruptions; it
involves harnessing these challenges to
become stronger and more resilient. For
example, our I'T industrial base, the net-
work of suppliers providing goods and
services to the military, faces increasing
risks, operational readiness, effective-
ness, and resilience hang in the balance
and therefore very fragile. A high-end
attrition fight with a near-peer enemy
will expose these vulnerabilities, which
can have dire consequences during a
long campaign.

In my view, decision makers need
to ask the fundamental question, will
agrowing reliance on hyperscale cloud
services like AT make them stronger or
weaker? What are they giving up both
physically and temporally in their forc-
es? What interdependencies must come
together to ensure this growing reliance
does not cause a significant crash at the
worst possible times?

Continued adaptation through ex-
perience of iteration of decision making
is key for Marine leaders to hold on to.
If the Service seeks to offload cognitive
functions to Al algorithms, then indi-
vidual and institutional cognitive power
will decline over time. There needs to be
some tempering of the notion that we
need AI to survive the next fight. The
war drums sung by tech companies keep
feeding this narrative to the DOD. That
so-called critical need may, in fact, be
drawing the Marine Corps into a men-
tal and cognitive ambush underwritten
by the belief that the speed of decision
making through machines will increase
quality decision making and outcomes.
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Commercial and governmental entities
keep beating this drum. This is a dan-
gerous proposition and dehumanizes
what are inherently human qualities
in leadership and warfare. Hyperscale
cloud/AI technologies may not make
us more resilient or lethal. In my view,
it certainly does not create antifragility
in the Marine Corps due to its many
external dependencies. Let us not be
naive and forget what the real incentives
and financial motives of commercial
entities really are. The Marine Corps
must be pragmatic and recognize what
is hype and what is not.

I do advocate continued exploita-
tion of opportunities by experiment-
ing with innovative ideas, technologies,
and strategies. Embracing innovation
is essential to meet the ever-changing
landscape of warfare if it enhances di-
versity and redundancy in the systems
involved in naval warfare. Too much
faith in technology can often mask
larger organizational problems. Hav-

ing multiple options, pathways, and re-
sources ensures that the Marine Corps
can weather disruptions and shocks to
their network services effectively.

Hybrid Adaptive Networks

In determining where to weigh one’s
efforts on technology, I suggest that a
strong resilient software-defined net-
work is the best approach. To mitigate
the significant risks and challenges
posed by an overreliance on hyperscale
cloud services, the Marine Corps and
other military branches should highly
investin alternative or complementary
approaches. One such approach is the
utilization of hybrid adaptive software-
defined networks, specifically those
that rely on satellite communications
(SATCOM) transport paths. Software-
defined networking elevates network
traffic management away from hard-
ware with next-generation software,
often in the cloud, for enhanced agility,
control, and visibility. These networks

possess the unique capability to roam
seamlessly across multiple satellite and
terrestrial networks. They create an
end-to-end communications solution,
offering flexibility, redundancy, and
resilience, even in highly contested en-
vironments. A hybrid network leverages
multiple transportation routes (celestial
and terrestrial) to critical data stores or
processing nodes.

The Marine Corps must earnestly
leverage geostationary, middle-Earth
orbit, and low-Earth orbit satellite ca-
pabilities to be available to sailors and
Marines both at the halt and on the
move, which will require ruggedized
end-user devices and systems that facili-
tate mobility throughout the battlefield.
There must be a stronger look ata much
higher amount of SATCOM connec-
tions with virtualized waveforms being
atop requirement for ensuring security.
Ideally, the Marine Corps must auto-
mate its primary, alternate, contingency,
and emergency plans in such a way that
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it can dynamically maneuver the spec-
trum and route to ensure it has access
to its data stores, both on-prem and in
the cloud if need be. Multiple satellite
constellations and a way to manage
communicating with several constel-
lations simultaneously to ensure there
is resiliency through diversity. Thisisan
example of technological anti-fragility
which turns potential shocks to the net-
work into operational strengths.

Using hybrid adaptive networks with
muti-orbit, muti-frequency SATCOM
capabilities offers many advantages for
Marine Corps operations. Enhanced
connectivity, especially in remote or
denied areas where terrestrial networks
might be unavailable or unreliable. Spe-
cifically for Marine Corps stand-in forc-
es executing enhanced advanced base
operations. This is essential for survival
inside the enemy’s weapons engagement
zones. Operations inside the weapons
engagement zones will require mobility
and transport optionality for contin-
ued survivability. This will also increase
control and visibility over critical data
and applications.

Conclusion

The seductive allure of hyperscale
cloud services in military operations
conceals a complex and multifaceted
landscape. There s alot to consider, and
itappears that the Marine Corps should
be cautious in moving too fast. While
these cloud services present undeniable
benefits, including cost savings, scal-
ability, and flexibility, they also harbor
significant risks. Theloss of control and
overdependence on external commer-
cial providers with potentially divergent
interests are among the foremost con-
cerns.

The integration of AI/ML, particu-
larly in the form of lethal autonomous
weapons systems, raises a new set of
ethical and operational challenges. To
navigate this complex terrain effec-
tively, the Marine Corps must carefully
consider the alignment of AT systems
with mission-critical objectives. Focus
should be placed on transparency, ac-
countability, and reliability. Most of all
lethality.

The fragility of an overall reliance
on technology is concerning, especially
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of the nation’s industrial base poses a
critical concern, as it directly impacts
operational readiness and resilience
for technology sustainment. In an era
marked by dynamic and complex chal-
lenges, the Marine Corps must endeavor
to become antifragile, harnessing dis-
ruptions to become stronger and more
adaptable.

To mitigate these risks and chal-
lenges, alternative approaches, such as
hybrid adaptive networks that utilize
SATCOM muti-orbital constellations,
should become a staple of naval services’
network topologies. These hybrid net-
works provide enhanced connectivity,
mobility, survivability, and reduced
dependence on only a few commercial
providers, thereby addressing some of
the most significant concerns associated
with hyperscale cloud services.

In the end, while technology and
hyperscale cloud services can be valu-
able tools, they should always comple-
ment and enhance the capabilities of
military forces, rather than replace the
indispensable qualities of human judg-
ment, leadership, and critical thinking,
Striking the right balance between these
technological advancements while
maintaining human-centric strategies
is the key to addressing the challenges
posed by the lure of hyperscale cloud
services and Alin military operations.
This careful equilibrium will define the
success and resilience of Marine Corps
C2 in the ever-evolving landscape of
modern warfare.
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Challenges for
Military Aerospace

The annual global aerospace summit

rom 11-13 September, the U.S.

Chamber of Commerce hosted

its annual Global Aerospace

Summit, convening leaders
from across industry, several govern-
ments, and media to discuss the future
of and challenges facing all things avi-
ation and space. With over 1,200 at-
tendees and over 120 speakers, the 2023
summit proved to be the largest yet. At-
tendees heard firsthand perspectives on
the state of aerospace from CEOs of
major and moderate airlines, acrospace
logistics organizations, and aerospace
entrepreneurs, as well as five U.S. House
Representatives, three Senators, twelve
Federal agency and department leaders,
one state governor, and the Space Force
chief of staff. Notably absent were any
uniformed representatives of the Army,
Navy, Air Force, or Marine Corps to
observe and record the event.

Plenty of topics during the seventeen
hours of programming foretold both
challenges and opportunities for mili-
tary aviation. The most pressing topics
that will affect the military’s ability to
compete in the aerospace ecosystem in
the near term are the relatively easy ac-
cess to space for many organizations,
the looming boom of commercial un-
manned vehicles, workforce shortages,
and supply chain constraints. While
these issues are already impacting the
civilian market, military aviation will
need to pay closer attention to these
issues given its higher standards for re-
cruitment, procurement, and security.!

Space

The topic of state and non-state
organizations achieving relatively easy
access to space was a recurring topic
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during the Summit’s Space Day. Even
without robust space programs, these
organizations present new challenges
to the DOD’s ability to conduct global
operations. Some capabilities that or-
ganizations could easily (for the right
amount of capital) acquire in space
include advanced communications, a
wide range of observation capabilities
with spotting artillery firings and im-
pacts (forest fire spotting satellites being
one specifically mentioned capability),
and the ability to use one spacecraft
to reposition satellites and other space-
craft.? Many of these capabilities previ-
ously belonged only to aselect few state
actors but are now at the disposal of our
allies and adversaries. While the Space
Force, along with other government and
commercial partners, face these chal-
lenges, the entire Joint Force should be
aware that future conflicts will extend
beyond our atmosphere.

Summit presenters discussed at
length the protection of U.S. and allied
flagged space assets, both government
and commercial. This includes the space
just above Earth and future assets out
to the Moon and Mars. The growth of
the commercial space industry promises
to boom in the coming years, and the
United States, China, other nations,
and private organizations are all eying

deep space and lunar development for
commercial purposes.> Some com-
mentators have posited that space-
based commercial assets could come
into conflict with each other and—in
a worst-case scenario—threaten to pull
nations into conflictand pull terrestrial
conflict into space and beyond.* The
concept of space warfare is no longer the
stuff of science fiction: the Joint Force
needs to ensure that its space-based
defensive planning and procurements
are maintaining pace with the growing
interests and threats in that sector.

Air

Many concerns and advancements in
civilian aviation were discussed during
the Summit’s Aviation Day that will
strain and challenge military aviation
in the coming decade. Electric vertical
take-off and landing vehicles are here,
they are gaining certification, and they
are not going anywhere; the same is
true for all types of unmanned aerial
vehicles. Many of these vehicles are
artificial intelligence/remotely piloted
and can serve as aerial taxis or aerial pri-
vately owned vehicles.> These emerging
technologies present a world of advan-
tages for civilian and military life, but
they are also a safety and surveillance
concern for our military facilities. It is
only a matter of time before on-base
residents will be delivered to their do-
miciles in electric vertical take-off and
landing while other residents will have
their groceries delivered via a drone.
Even if these vehicles are not allowed
on bases, many military airfields bor-
der major civilian population centers.
This increased traffic near approach pat-
terns will greatly increase the potential
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for airborne mishaps. The addition of
these private aerial vehicles will also al-
low adversaries new vantage points to
observe and sense force postures while
home and aboard. There are some in the
military and Federal Aviation Admin-
istration already combating these risks,
but the problem set is about to explode
over the next decade.

Other safety concerns that were
discussed that are crucial for military
aviation included the growing shortage
of civilian air traffic controllers and air-
field infrastructure around the country.
With a large percentage of annual mili-
tary flight hours being earned into and
out of civilian airfields, it is easy to see
why the shortage of civilian air traffic
controllers is a concern.® This problem
is on top of the fact that the Federal
Aviation Administration just seated a
Senate-confirmed administrator after
a year-plus gap and no new Federal
Aviation Administration authoriza-
tion passed into law. Furthermore, there

were discussions involving the aging
infrastructure at many airports around
the country. There are efforts underway
across the country to modernize many
airfields, but the shortage of capital may
keep the updates from maintaining pace
with natural deterioration.” All these

the summit. While most of the major
airlines are not having issues hiring new
aircrew, the same cannot be said for
smaller or regional airlines. There s talk
of extending the required airline pilot
retirement age from 65 to 67, but this is
only a temporary fix.8 The same prob-

There are efforts underway across the country to
modernize many airfields, but the shortage of capital
may keep the updates from maintaining pace with

natural deterioration.

issues should be discussed by Service
aviation leads and risk-mitigated by air-
crew prior to flights away from home
stations.

A shortage of pilots, maintenance
personnel, and challenged supply chains
were also mentioned at length during

lem was mentioned about air traffic con-
trollers, qualified aircraft maintenance
personnel, and manufactured aircraft
parts workers. The lack of maintenance
personnel at airfields adds to the air-
crew problem while the lack of quali-
fied manufacturers further constrains
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aviation supply chains.” Additionally,
the need to find sub-manufacturers who
are reliable over the next few decades is
becoming a growing concern, especially
with the fact that China produces a very
large number of subcomponents in the
aviation industry.!0

The reason these issues are concerns
for the military will surprise no one.
First, the military will recruit aircrew
and maintenance personnel from the
same pools as civilian companies. With
recruiting already a challenge, the mili-
tary needs to find more ways to recruit
and retain quality personnel. One ma-
jor airline mentioned a program that
allowed any employee (or their fam-
ily) who had been employed by the
company for two or more years in any
position to test for and then train to be-
come a pilot (other airlines have similar
programs).}! This program has resulted
inan increase in new pilot hiresand in-
creased pilot retention for the company.
This process sounds like a warrant of-
ficer track that only the Army uses for
new pilots and a program that other
branches could adopt.

Civilian aviation supply chains have
been constrained for a while now, and
there are concerns that will also have
effects on military supply which has
much higher requirements for where
certain parts and sub-parts can be
manufactured. As the few aerospace
component—producing companies run
low on critical subcomponents, they
will limit who can purchase certain
parts, their prices will skyrocket, or a
combination of these or other conse-
quences.!> Military aviation logisticians
and acquisition personnel should look
at how they are going to repair and re-
supply aircraft now and over the next
decade or they risk giving adversaries a
significant advantage in mission-capa-
ble aircraft.

Finally, sustainable aviation fuels,
electric propulsion, and electric ground
support equipment are emerging and
will be on many airfields soon.!3 There
are three reasons why these emerging
technologies are going to be important
for military aviation. First, the DOD
needs to decide when/if they are going
to invest in the next generation aircraft
that will operate on sustainable aviation
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tuels or electric propulsion. Secondly,
there is no infrastructure on mod-
ern military airfields to recharge and
maintain electric vehicles (aircraft or
ground support equipment).1 Finally,
finding civilian airfields capable of sup-
porting military aircraft when flying
cross-country will become more chal-
lenging and expensive if the DOD lags
behind the civilian sector in adopting
these technologies. The emergence of
these technologies is a net positive, but
military aviation needs to get ahead of
them before they become unnecessary
challenges.

Conclusion

Opverall, the U.S. Chamber of Com-
merce’s Global Aerospace Summit was
an amazing event and spanned a wide
array of topics. Undoubtedly, the mili-
tary aerospace professionals who spoke
at or attended this year likely walked
away with different assessments of the
future. Voices of the military are key
to informed debates about the tech-
nological, budgetary, and policy issues
surrounding aviation and aerospace.
Recognizing this, the U.S. Chamber
is seeking to expand the audience of
future Global Aerospace Summits and
include more representatives from the
U.S. military. There should be a similar
effort within the Services to ramp up
public-private information sharing and
collaboration in aviation and aerospace.
Robust public-private partnerships and
shared strategizing will help the United
States soar in these industries, ensure
continued U.S. leadership in technology
and innovation, and support a dynamic
workforce. Otherwise, the U.S. military
risks losing its advantage in the highest
domains.
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Hacking the Minds of
Decision Makers

Preparing strategic corporals for future warfare

n 2017, the Chairman of the

Joint Chiefs of Staff established

information as a new joint func-

tion, which prompted the Marine
Corps to adopt it as its own warfighting
function.! Under this warfighting func-
tion, leveraging information through
multi-domain operations or all-domain
operations dominates the media as per-
sistent buzzwords across the military
and private sectors.2 Many experts strive
to understand these concepts; however,
the skillful use of information and its
powers were demonstrated during the
height of the Islamic State of Iraq and
Ash-Sham (ISIS) and the Russian ag-
gression in Crimea and Ukraine.? The
ability to develop unorthodox solutions
to complex problems is a hallmark of in-
formation planners. Rather than relying
solely on history, deployment experi-
ence, or wargames where solutions and
outcomes are publicly known, informa-
tion planners encounter problems that
cannot be read about in open source due
to classification. Placidly, the mindset of
an information maneuver professional
is no different from any other service
member: employing a warfighting ap-
proach to exploit an enemy or friendly
center of gravity analysis to his or her
advantage.* As such, creative minds
drawing ideas from both fiction and
non-fiction can have a significant im-
pact on mission success.> In an age
of competition, the DOD anticipates
operating in a contested information
environment. The Marine Corps must
send more experienced information ma-
neuver Marines to professional military
education and employ them in unit/
staff training to equip decision makers
and strategic corporals with the ability
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to plan and incorporate information
forces into all levels of war.¢

Faculty and students at Marine
Corps professional military education
(PME) do not possess the requisite
knowledge or experience to educate the
force on operations in the information
environment (OIE).” Since the creation
of the Marine Corps 17X X information
maneuver occupational field (OccFld)
in 2022, there has been a limited popu-
lation of retained Marines and expe-
rienced personnel outside of Marine
Corps Forces Cyberspace Command
(MARFORCYBER), Marine Corps
Forces Space Command (MARFOR-
SPACE), and Marine Corps Informa-
tion Command (MCIC).8 Even fewer
are assigned as instructors or students
to formal schools outside of entry-level
training.” Meanwhile, “numerous state
and non-state actors have come to see
cyber means as a powerful force mul-
tiplier ... [using] malicious cyber to
achieve asymmetric advantages, tar-
geting U.S. critical infrastructure and
degrading U.S. military superiority ...

[threatening] the safety, security, and
prosperity of the American people.”0
As the DOD engages in great power
competition, MAGTTFs “are currently
unable to effectively operate in [the
information environment] because of
a limited number of [OIE] personnel,
rudimentary equipment, and a lack of
intelligence support. Present deficien-
cies are addressed through reach back
agencies or an arduous request process
for specialized support.”! Furthermore,
Marines are not exposed to OIE request
processes or planning considerations
during PME. Due to a lack of educa-
tion on OIE, future decision makers
and strategic corporals remain unable
to make justified decisions involving
the employment of information forces
or understand how to request effects
from an OIE capability.

Training also does not resemble
potential OIE effects U.S. forces will
encounter against near-peer adver-
saries.12 Oftentimes, unit leaders are
primarily concerned with completing
training vice inducing valid injects or
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friction they incessantly face in con-
tested environments with competitors
like China, Russia, Iran, and North
Korea. These adversaries will deny,
degrade, disrupt, destroy, or manipu-
late information. Potential examples
include spoofing a senior officer’s ac-
count to issue fake or modified orders
or even using ransomware to deny
funding for logistical movements or
supply purchase requests. The most
extreme examples of cyber espionage in-
clude stealing designs of critical DOD
assets since at least 2012 for follow-up
exploitation: “the Patriot Advanced
Capability-3 air defense system, the
F-35 and the F/A-18 fighter aircraft,
the P-8A reconnaissance aircraft, the
Global Hawk UAV, the Black Hawk
helicopter, the Aegis Ballistic Missile
Defense System, and the Littoral Com-
bat Ship.”13 Cyberspace attacks could
also degrade or destroy command and
control assets, as well as the sensing
platforms, required to conduct naval
gunfire support or fire missions from
expeditionary advanced bases on en-
emy targets ashore.!* Current unit/
staff training places decision makers
and strategic corporals at a disadvan-
tage, where trainees lack the ability to
develop courses of action incorporating
“cyber capabilities to be used in crisis or
conflict.”!> Additionally, exponential
technological advances and social
media have changed the character of
war where scrutiny from the media
and the court of public opinion will
forever compel service members to
serve as “the most conspicuous sym-
bol of American foreign policy.”1
Decisions and actions by service
members, declared hostile forces,
and non-combatants on the battle-
field with personal electronic devices
can “potentially influence not only
the immediate tactical situation but
the operational and strategic levels as
well.”!” Failure to conduct training
with problems service members may
face in the information domain will
lead to delayed decision cycles. Thus,
leaders will remain overwhelmed
with trying to devise solutions to
complex problems they never ex-
perienced or resolved in a training
environment.18
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The rotation of senior and experi-
enced 17X X leaders—staff non-commis-
sioned officers, chief warrant officers,
captains, and majors—to PME and key
billets throughout the Marine Corps
can ameliorate education, training, and
the integration of OIE with combat-
ant commander and MAGTTF require-
ments. First, the Marine Corps must
increase the 17X X faculty and student
population at PME. Gen Berger’s Com-
mandant’s Planning Guidance describes
PME as “student-centered learning
using a problem-posing methodology

... leaders will remain
overwhelmed with try-
ing to devise solutions....

where our students/trainees are chal-
lenged with problems that they tackle
as groups in order to learn by doing
and also from each other.”!® Lessons
learned from a diverse conference group
or staff during seminars, lectures, cur-
riculum development, or wargames are
intangible, especially when including
personnel from the information maneu-
ver OccFld: cyber, psychological opera-

tiOl’lS, electromagnetic spectrum ope€ra-

Command and Control of the Cyber Mission Force
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Figure IV-1. Command and Control of the Cyber Mission Force

1702 majors and/or 1710/1720 chief warrant of-
ficers as well as 1799 master sergeants/master
gunnery sergeants should be embedded in certain
or all CCMD COIPEs, who are also co-located with
CCMD staffs. (Figure provided by the author from Figure IV-
1,JP 3-12 Joint Cyberspace Operations).

tions, space, and civil affairs. Increasing
OIE vignettes in exercise scenarios and
non-lethal commentary at PME opens
the aperture to a new level of military
planning, where future leaders/decision
makers can request effects or capabili-
ties that may reside with United States
Cyber Command, a joint task force/
joint staff, or another governmental or-
ganization.?Y By creating a planning en-
vironment that normalizes “asking for
authorities to use tools in new domains”
or other diplomatic, informational, mil-
itary, economic, financial, intelligence,
and law enforcement instruments of
power, future planners can maximize
the ability to incorporate information
fires into all levels of war.?! Gen Glavy,
current Deputy Commandant for In-
formation, challenges 17XX profession-
als to achieve national military objec-
tives and “educate and empower the
rest of Marine Corps [about OIE].”??
Cultivating OIE enlightenment across
the Marine Corps begins with formal
education supplemented with training.
The fusion of command, control, au-
thorities, and responsibilities at MAR-
FORCYBER, MARFORSPACE, and
the MCIC presents a multitude of
opportunities. In terms of the 17XX
cyberspace component of the infor-
mation maneuver OccFld. assigning
subject-matter experts (SMEs) to key
billets within the Marine Expedi-
tionary Force Information Groups
(MIGs) and Combatant Command
Cyberspace Operations-Integrated
Planning Elements (CO-IPEs) will
assist with training and profession-
alizing the force about cyberspace
operations and OIE writ large. “CO-
IPEs are staffed by the [service cyber
components]” with personnel who
have ideally been on a team or pos-
sess relevant operational experience
in the cyber mission force “and are
co-located with each CCMD [com-
bantant command] for full integra-
tion into their staffs.”?3 As such, the
CO-IPEs provide direct liaison au-
thority/reach back to United States
Cyber Command for full spectrum
cyberspace planning and execution.
The Marine Corps has little to no
representation at CCMD CO-IPEs
and must create and staff these billets
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with experienced 17XX majors/chief
warrant officers and senior enlisted per-
sonnel to bolster both cyberspace and
OIE concepts of support.24 This buy-in
will provide an exponential return on
investment, increasing the speed and
tempo of cyberspace operations. Dur-
ing real-world planning or wargaming,
experienced 17X X cyberspace person-
nel should compile or generate effects
requests to the combatant commander
to give them “practice in decision-mak-
ing againsta thinking enemy” because
the current generation of commanders
are not acclimated to this domain.25
Furthermore, operational effects in the
information environment do not nec-
essarily lead to service members bein
physically endangered on the battlefield.
By conditioning decision makers with
non-lethal options, this awareness will
boost their confidence in approving the
cyberspace concept of operations and
other OIE initiatives. The addition of
17XX cyberspace Marines to CCMD
CO-IPEs will spawn serendipitous
value to a CCMD staft by capitalizing
on the Marines’” understanding of an
amphibious ready group/MEU (Spe-
cial Operations Capable) employment
in the Marine Corps planning process
and ability to advance cyberspace op-
portunities by leveraging an integration
between Marine Special Operations
Command and MARFORCYBER .26
Separately, the MIG is the primary
Marine Corps organization tasked with
fighting the information environment

while simultaneously denying adversar-
ies freedom of action in support of the
MAGTE.?” Key lessons learned from
after-action reports and pre-deployment
training have shown an appreciation for
this new domain based on influence
operations synchronized with cyber
injects.?8 A recent example of a MIG

cal network. The influence operations
and cyberspace attack created in the
aforementioned vignette could realis-
tically delay decision cycles on actual
battlefields rather than just in an exer-
cise. Sending personnel with experience
from MARFORCYBER/MARFOR-
SPACE/MCIC, who are also familiar

If spearfishing emails about

the weather were distrib-

uted to the entire battalion, then a single click on a

malicious hyperlink by just

one Marine could poten-

tially compromise the entire battalion’s tactical net-

work.

success includes influence and decep-
tion operations during a force-on-force
exercise where a battalion commander
almost charged alance corporal for fake,
snarky remarks made on social media
about the commander and the exercise.
The lance corporal’s charges were short-
ly followed by a weather disinforma-
tion campaign where weather reports
were amplified to create the perception
that the weather would end the exercise
earlier than expected.?? If spearfishing
emails about the weather were distrib-
uted to the entire battalion, then a
single click on a malicious hyperlink
by just one Marine could potentially
compromise the entire battalion’s tacti-

with exercising in virtual environments,
will enable the MIGs to design similar
exercise networks that can effectively
train the operating forces at all echelons
of command. “For the Marine Corps
to remain competitive as a joint—force
contributor, Marines must embrace the
information warfighting function” by
appointing experienced personnel to
key billets to train and advise decision
makers and planners: reinforcing the
integration of information forces into
military operations.3?

A counterargument claims decisive
actions against a near-peer adversary
will involve physical maneuver using
expeditionary advanced based opera-
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Source: Chief of Staff Paper #1 Army Multi-Domain Transformation

Competition and Conflict, March 16, 2021, p. 12.

The Marine Corps and Army possess similarities between the MIGs and MDTFs, prompting collaborative efforts. (Figures provided by the author from
Figure 4-1, MCRP 1-10.1 Organization of the United States Marine Corps [left] and The Army’s MDTF Congressional Research Service report dated 16 March 2023 [right]).
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LtGen Glavy, CG, U.S. Marine Forces Cyberspace Command, speaks with Marines during
MAGTF Warfighting Exercise 2-23. (Photo by LCpl Pedro Arroyo Jr.)

Transitioning from a generation of counterinsurgen-
cy operations, Gen Smith has made it clear the Marine
Corps must “partner and integrate with the Navy at
every level possible to provide the joint force with sea
based expeditionary forces” ...

; -
Then BGen Bill Seely, Task Force Iraq commander, visited the Ministry of Peshmerga in Erbil,
Iraq, 2019. (Photo by Sgt 1st Class Gary Witte.)
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tions; the Marine Corps does not need
to focus on the information warfight-
ing function during training to achieve
success. Although service members
will need to operate “from the thin air
and high altitudes of the mountains,
to the sweltering heat of triple canopy
jungles,” it blatantly disregards a criti-
cal requirement: placement and access
inside an enemy’s weapon engagement
zone. This will require the synchroniza-
tion of influence operations, deception
of the adversary’s sensors and common
operational picture, and electronic
warfare to enable effective lethal fire
and maneuver.3! Transitioning from
a generation of counterinsurgency op-
erations, Gen Smith has made it clear
the Marine Corps must “partner and
integrate with the Navy at every level
possible to provide the joint force with
sea based expeditionary forces” by em-
bracing naval integration and immers-
ing the FMF into understanding the
Navy’s composite warfare concept.3?
Marines on the keyboard or develop-
ing OIE concepts in a sensitive com-
partmented information facility will
not be crucial to mission success on the
battlefield; the priority of efforts should
address only the MEUs and amphibious
exercises to meet the commandant’s in-
tent. PME and unit/staff training “must
be focused on winning in combat in
the most challenging conditions and
operating environments.”3 Therefore,
incorporating OIE into education and
training should be secondary.
Irrevocably, operations in the infor-
mation environment will continue to
dominate current and future warfare.
In planning rooms of the operating
forces and behind closed doors at the
Pentagon, it is paramount that senior
decision makers and strategic corporals
possess the right education and train-
ing to succeed. In a future operating
environment, it is no longer about “the
smartest person in the room [or the
most senior] ... the smartest guy or gal
in the room is the room.”34 Victory in
future warfare will demand Joint Force
and whole of government alliances and
partnerships, with credible suggestions
derived from the lowest levels. By inte-
grating experienced 17XX information
maneuver professionals into PME—as
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students and instructors—and plac-
ing them in critical billets, the Marine
Corps and DOD will ensure the right
planners are in the room to drive op-
erational requirements and objectives.
This simple hack will allow us to train
each other and develop options for deci-
sion makers across the range of military
operations, using the competition con-
tinuum as a reference point.*®
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Building All-Domain
Communicators

An MOS structure for the communicator of the future
by Maj Adrian Felder, Capts Ed Frasier, Philip King, Ben Williams & MGySgt Ben Price

o stay relevant and adaptable

in the modern tactical land-

scape, the Marine Corps’

06XX Communications
field must undergo a transformation.
Rapid advancements in technology
and the expansion of the information
environment have rendered our current
MOS structure—rooted in post-Cold
War communications concepts—inad-
equate for meeting the evolving needs
of commanders. The future 06XX field
must prioritize cross-disciplinary foun-
dational concepts and foster a culture
that promotes knowledge sharing, con-
tinuous learning, and skill development
at all levels.

Future Community Requirements

There are three elements that dif-
ferentiate the future 06X X community
from the status quo: communicators
must enable the Marine Corps Enter-
prise Network, be employable in cross-
functional communications teams as
small as two Marines, and be able to
rapidly adapt to emergent systems and
networks.

While Marine Corps Headquarters
information, command, control, com-
munications, and computers has identi-
fied that the warfighting network of the
future will be the Marine Corps En-
terprise Network, our MOS structure
has not adapted to this reality.! Marine
Corps Cyber Operations Group and the
network battalions now provide services
previously maintained at the tactical
edge, changing the skill requirements
for communications Marines. Future
communicators must understand the
breadth of this network and be trained
to support it from various echelons.
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>Maj Felder serves with the 3d MarDiv Communications Company.

>>Capt Frasier serves at The Basic School.

>>>Capt King serves at the 7th Communication Battalion.

>>>>Capt Williams serves with MAG 12.

>>>>>MGySgt Price serves with the 2d MarDiv Communications Company.

Even transmissions Marines—who
previously had little to do with internet
protocol employment—now are inter-
twined with it. Future Marine Corps
Enterprise Network enablers must have
abroad foundation of knowledge to en-
able a vast collection of command and
control services across the enterprise
network.

Commanders have recently commu-
nicated the need for communicators
who possess a broader range of skills
and are able to maneuver in the infor-
mation environment as small teams.
This requirement has resulted in the
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development of the Expeditionary
Communicator Course by the Com-
munications Training Battalion.? Cur-
rently in experimentation, this course
has been successful in producing all-
domain communications NCOs able
to operate independently at not just in
infantry units but in other FMF units
where small nodes are critical. However,
with the current construct, the number
of expeditionary communicators in any
given unit will be limited to a handful.
The future MOS structure must take
the lessons learned from Expedition-
ary Communicator Course and scale
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it across the 06XX forces to provide
increased communications flexibility
and maneuver to all FMF commanders.

Commanders also have more ability
than ever before to procure and inte-
grate non-program of record commu-
nications capabilities at lower echelons,
resulting in communicators operating a
far wider range of systems—more than
can be taught in a single course. The
introduction of commercial off-the-
shelf systems like MPU-5s, PACSTAR
suites, and Kymeta terminals—all in-
ternet protocol-based—means that fu-
ture communicators must be trained
to rapidly integrate new technologies
that they may have no formal instruc-
tion on. To do this, formal training
must focus on underlying concepts to
enable technical decision making, not
the operation of specific systems.

A New Structure

To meet these requirements, we
propose changing the career path for
06XX enlisted Marines by developing
all-domain communications generalists
who then progress to become discipline
specialists after their first term. The en-
try-level 06XX Marine changes from
discipline-specific (i.e. 0621s, 0631s,
etc.) toan 0611 all-domain communica-
tions Marine. 0611s are trained in foun-
dational communications knowledge,
from radio frequency propagation to
internet protocol subnetting, providing
aknowledge base to be leveraged in vari-
ous positions. 0611s will graduate from
entry-level training able to be positioned
in any basic communications billet.
From there they will receive on-the-
job training from specialists (NCOs)
and chiefs (SNCOs) specific to a unit’s
requirements.

The second tier of this structure is
the discipline-specific specialists we are
accustomed to—though the disciplines
themselves may change as communica-
tions evolve. Transitioning at their first
re-enlistment, retained 0611s will com-
pete for specialist boat spaces like 0627
satellite operator or 0661 expeditionary
communicator. MOS selection will be
based on the experiences at their first unit
as well as personal preference. AsNCOs,
these second-term communicators will
be required to attend the respective su-
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MCWS-X Night. Marines with 3d MarDiv Communications Company establish a Marine Corps
Wideband Satellite Expeditionary terminal as part of an expeditionary communications
node. (Photo provided by author.)

pervisor’s course for their discipline,
which will serve as the MOS granting
school. Through this training, specialists
will acquire the knowledge to put them
on the path to becoming experts while
retaining the all-domain communica-
tions mentality learned as an 0611.

After NCO, specialists advance to
their respective chief MOS. Completing
the chief’s course through a blend of vir-
tual and in-person MCCES instruction,
these SNCOs advance to be notonly a
subject-matter expertin their discipline
but also educated in communications
integration and how to manage and
conduct effective on-the-job training
within their units. The training role is
critical within the new paradigm due
to the chiefs’ responsibility to facilitate
knowledge transfer between the NCO
specialists and the newly minted 0611s
in alignment with a unit’s mission. By
placing technical knowledge transfer at
the forefront of chiefs’ responsibility,
we ensure that training and technologi-
cal evolution remain at the forefront of
the 06X X community.

The top tier of the enlisted career
path does not change. Upon reaching
E-8, discipline chiefs transition to be
0699 communications chiefs. With all
communicators beginning their careers
as generalists and with a continued em-

phasis on discipline integration through
the NCO and SNCO ranks, this tran-

sition will become more streamlined.
Through the E-1 to E-9 progression,
enlisted communicators now begin and
end their careers maneuvering across
the entire communications domain.

Community Benefits

This structure provides organiza-
tional, operational, and cultural ben-
efits. Organizationally, the structure
emphasizes retention of quality 0611
Marines as they transition to specialists
due to the increase in career agency pro-
vided to the individual Marine, align-
ing with Talent Management 2030’s
direction to both leverage Marines’
pre-existing talents and increase lateral
move flexibility. This agency begins ata
Marine’s arrival at her first unit with her
ability to explore various communica-
tions disciplines and continues at her
first re-enlistment with the selection of
aspecialist MOS tailored to her experi-
ences and knowledge. Providing this
autonomy to the Marine will be done
with no negative impacts on Service
requirements, utilizing first-term boat
spaces to ensure that MOS staffing is
met.

Operationally, the flexibility enabled
within the FMF is critical to commu-
nicators’ ability to adapt to future mis-
sions and technologies. Through the
introduction of the 0611, the 06XX
adopts a mentality of any communicator,
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any system, similar to the any Marine,
any weapon arms room concept intro-
duced in Infantry Battalion Experiment
2030. Units decide what systems—what
“weapons—they need their communi-
cators employing and are able to train
firstterm Marines on mission-specific
equipment. With support from the dis-
cipline specialists and chiefs, all-domain
communicators will enable more effi-
cient troop-to-task organization and the
deployment of smaller communications
elements.

Our structure creates a culture of
knowledge transfer and training to en-
sure the long-term sustainment of the
communityasa learning organization.
The combination of all-domain gener-
als and discipline specialists, chiefs, and
trainers and their interdependency on
one another breaks down the current
walls between our siloed MOSs. It is the
specialist’s job to provide training for
the 0611s he leads and the chief’s job
to oversee this training and ensure the
0611s are employed where and how the
unit needs it. The addition of necessary
MOS:s for skills that have historically
been taught but not tracked emphasizes
the fact that training and education are

MCWS-X Day. Marines with 3d MarDiv Communications Company establish a Marine Corps
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continuous. Marines begin and retire
from their careers as all-domain com-
municators.

Challenges

The most significant challenge that
the all-domain communicator concept
faces is defining and developing the
0611 MOS. Marine Corps Commu-
nication-Electronics School must distill
the key concepts of current entry-level
courses into an all-domain communi-
cator course of similar length. It can
do this by focusing the 0611 periods of
instruction on critical communications
functions (i.e. communications security
practices and systematic troubleshoot-
ing) and theory (i.e. radio frequency
propagation and internet protocol
routing and switching) while removing
system-specific training. The end state
is that entry-level 0611s have enough
knowledge to make them successful
when they reach their first unit while
not delaying the current training time-
line.

Changing the community’s culture
regarding follow-on technical training
and education must also be addressed.
Without an emphasis on knowledge

Wideband Satellite Expeditionary terminal as part of an expeditionary communications

node. (Photo provided by author.)
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transfer and continuous learning, this
MOS structure will likely fail. To ensure
0611s, specialists, and chiefs maintain
and adapt their skills within the tech-
nological operating environment, FMF
units must bear some responsibility for
technical training facilitation. This will
require allocating manpower to the
problem, which is why chiefs will take
an active role in it. SNCOs must drive
the training plans for their Marines,
coordinating on-the-job training as
necessary while also leveraging exter-
nal organizations like communications
training centers and Marine Corps Tac-
tical Systems Support Activity. Units
should want to send their Marines to
training. Itis short-term pain that reaps
long-term benefits.

Driving the Transformation
Transforming our current stove-
piped MOS structure into one that
embraces the all-domain communica-
tion concept is a challenging endeavor
that will not be accomplished quickly or
effortlessly. It requires a collaborative ef-
fort between all stakeholders including
Manpower and Reserve Affairs, the oc-
cupational field manager, Marine Corps
Communication-Electronics School,
monitors, and FMF units. However,
by steering the communications com-
munity in this direction, we ensure we
will possess the necessary training and
personnel to effectively deliver commu-
nications in future operating environ-
ments, whatever they may look like.

Notes

1. Information Division, Capabilities Devel-
opment Directorate, Combat Development &
Integration, Marine Corps Enterprise Network
2030 Concept of Employment (COE), (Quantico:
2023).

2. Marine Corps Communications-Electronics
School, Commaunicator of the Future Initiative
Overview Version 7,(Twentynine Palms: 2021);
and Gidget Fuentes, “Pilot Course Aims to Build
Marines’ Skills as Communicators for the Fu-
ture Fight,” US Naval Institute News, February
28,2023, https://news.usni.org/2023/02/28/
pilot-course-aims-to-build-marines-skills-as-
communicators-for-the-future-fight.
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IDEAS & Issues (INFORMmATION & C4)

Managing CMMC
Status Validation for
COTS Equipment in Gray
Space Acquisitions

Strategic approaches to CMMC compliance in gray-space technology acquisitions

he DOD encounters unique

obstacles when securing its

systems and networks in

an evolving landscape. The
acquisition and management of com-
mercial-off-the-shelf (COTS) items
within the gray cyberspace realm pres-
ent challenges. These difficulties arise
from the differences in vulnerability
management between blue cyberspace
devices and the “green gear” devices
that operate within the gray cyber-
space realm. Acquiring DOD blue
space devices may only sometimes be
practical as DOD priorities differ in this
context. As a result, the convenience
and functionality gained through gray-
space procurements often come at the
expense of security, introducing risks to
operations. Effectively addressing this
issue requires management of Cyber-
security Maturity Model Certification
(CMMC) status validation for COTS
equipment obtained in gray space to
safeguard confidentiality, integrity, and
availability.

The Challenge of Acquiring Devices
in Gray Space

The gray cyberspace realm presents
an environment where distinguishing
between adversary activities becomes
challenging. Within this arena, the
DOD confronts the task of procuring
green devices primarily comprising
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COTS items while ensuring their cy-
bersecurity meets standards. In contrast
to blue cyberspace, where the DOD can
control device specifications and secu-
rity standards, the emphasis on cyber
hardening may be lower in gray-space
acquisitions. Regarding gray-space in-
vestments, it is often not practical for
the DOD to purchase devices to those
found in blue space. The DOD’s obli-
gations and priorities differ between
these two realms. For instance, while a
Samsung $20 device may undergo cyber
hardening in blue cyberspace, a device
obtained through gray-cyberspace
channels, like Samsung S20s obtained
via Persistent Systems Inc., may not
receive the same priority level.

The Trade-Off Between Convenience
and Security

In the pursuit of convenience and
functionality, the DOD has adopted
COTS equipment procured in gray
space. Undoubtedly, this has improved
efficiency and flexibility in operations
and introduced security risks requiring
attention. Introducing COTS equip-

ment into the blue-space environ-
ment has expanded the attack surface
and increased vulnerability to cyber
threats. These devices might have un-
dergone difterent security evaluations
than their counterparts in blue space.
Consequently, they can become tar-
gets for adversaries seeking to exploit
these vulnerabilities. Therefore, while
gaining convenience and functionality
from procurement practices, the DOD
must acknowledge this security trade-
off and take measures to communicate
and mitigate these risks.

The Issue: Managing COTS Equip-
ment in Gray Space

One of the challenges faced by the
DOD is effectively managing COTS
equipment obtained in gray space to
ensure confidentiality, integrity, and
availability. This problem has impli-
cations as compromised devices could
jeopardize military operations, sensitive
information, and national security. Pos-
sible solution: collaborating with exter-
nal vendors. A solution to address the
challenges associated with managing
COTS equipment in gray space is to col-
laborate with third-party vendors spe-
cializing in cybersecurity and CMMC
status validation. These vendors can
oversee DOD equipment procurement,
mainly focusing on acquisitions within
gray space. Relying solely on internal
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DOD processes to tackle this issue has
limitations, mainly due to procedures
that often need to be revised. Engaging
a third-party vendor becomes an option
to expedite the resolution and ensure
that COTS equipment in gray space
meets cybersecurity standards.

Advantages of Involving Third-Party
Vendors

1. Expertise and Efficiency: Third-party
vendors possess knowledge in cyberse-
curity and CMMC compliance. They

specialized vendors for this essential task.
6. Scalability: Third-party vendors can
scale their services based on the evolv-
ing needs of the DOD. As technology
advances, the DOD can expand its
validation efforts with support from
these vendors.

Challenges and Considerations

While engaging third-party vendors
presents a solution for managing COTS
equipment in gray space, some factors
need careful consideration:

Relying solely on internal DOD processes to tackle
this issue has limitations, mainly due to procedures
that often need to be revised.

can efficiently validate the security pos-
ture of COTS equipment while ensur-
ing it aligns with required standards.
Their agility and focus on cybersecurity
contribute to expediting the validation
process.

2. Enhanced Collaboration: By collabo-
rating with vendors with expertise in
this domain, there is an opportunity
for cooperation between various stake-
holders involved in managing COTS
equipment within gray space. This col-
laborative approach fosters improved
communication channels and shared
expertise for outcomes.

3. Independent Validation: Third-party
vendors offer a perspective on COTS
equipment, ensuring that biases or
limitations do not influence DOD as-
sessments. Thisindependent validation
adds credibility to the verification of
CMMC status.

4. Streamlined Processes: The DOD’s
bureaucratic procedures can be slow
and burdensome. Involving third-party
vendors helps expedite these processes,
ensuring the validation and deployment
of COTS equipment.

S. Efficient Resource Utilization: The
DOD can optimize its resources by
leveraging third-party vendors. Using
manpower and expertise to validate
CMMC status, the DOD can focus on
its primary missions while relying on
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1. Vendor Selection: Choosing vendors
with a proven track record in cyberse-
curity and CMMC validation is crucial
for success.

2. Data Security: Handling sensitive
military data necessitates security
measures. Vendors need to demon-
strate their capability in safeguarding
information.

3. Cost Benefit Analysis: Considering the
costs of involving third-party vendors
compared to the benefits is crucial. Even
though it may result in expenses, the
enhanced security and reduced risk of
compromise can justify the investment.
4. Regulatory Compliance: Vendors must
comply with regulations and standards
that govern cybersecurity, data protec-
tion, and CMMC validation.

S. Integration with DOD Processes: The
collaboration between the DOD and
third-party vendors should be seam-
less. It is crucial to have communica-
tion and integration with existing DOD
processes.

Conclusion

Managing vulnerabilities in COTS
equipment obtained in gray space pres-
ents a complex challenge for the DOD.
While convenience and functionality
are factors, they should not compromise
security. Recognizing the importance
of validating vendors’ CMMC status

is a step toward addressing this issue.
Engaging third-party vendors who ex-
cel in cybersecurity and CMMC vali-
dation can expedite the process while
ensuring that COTS equipment meets
security standards. These vendors bring
expertise, independence, and efficiency,
reducing delays and optimizing DOD
resources. In a world that is becoming
more interconnected and filled with
cyber threats, the DOD must priori-
tize the security of COTS equipment
in gray-space acquisitions. This goes
beyond compliance; it is an aspect
of national security. The DOD can
strengthen its cybersecurity measures
by forming partnerships with third-
party vendors and provide enhanced
protection for its personnel and assets

in gray cyberspace. o
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Adding Focus to
Digital Frameworks

hile the Marine Corps
has always embraced
advancements, the
fast-paced digital trans-
formation calls for a shift toward soft-
ware-centric solutions rather than just
relying on hardware. This transition is
not only driven by technology but also
strategically important. By integrating
artificial intelligence (AI) and block-
chain technologies into domains such
as predictive maintenance, intelligence
analysis, cybersecurity, and coalition
operations, the Marine Corps can sig-
nificantly transform its operations.
The transition towards digital
frameworks is a trend and a strategic
imperative. As modern battlefields
become increasingly complex, quick,
data-driven decision making has be-
come paramount. Al and blockchain
technologies provide the Marine Corps
with the necessary tools to adapt and
excel in this new era of warfare.

Al
A nticipatory Maintenance

Using Al algorithms makes it possible
to analyze equipment data and anticipate
when a piece of machinery is likely to
experience failure. This proactive ap-
proach to maintenance allows for repairs,
minimizing downtime, and enhances
operational efficiency. The advantages
go beyond cost-saving measures; they
directly impact the success of missions.

Furthermore, the application of
Al in maintenance can be extended
to various types of equipment rang-
ing from vehicles to weapons systems.
This adaptability makes Al an invalu-
able asset in ensuring the readiness of
the Marine Corps.
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Intelligence Analysis

Through its ability to process large
amounts of data, Al can uncover pat-
terns or threats that might elude human
analysts. This capability significantly
enhances the speed and accuracy of in-
telligence gathering, thereby improving
decision-making processes.

Moreover, AT has the potential to aid
in filtering out noise from vast amounts
of data, allowing for the discovery of
valuable insights. This becomes par-
ticularly advantageous in warfare sce-
narios where adversaries employ uncon-
ventional tactics and blend into civilian
populations.

Autonomous Systems

Al can guide drones and other un-
manned systems to carry out tasks such
as reconnaissance or supply operations.
These autonomous systems minimize
the risks faced by personnel and can
operate effectively in otherwise inac-
cessible environments.

Additionally, deploying these sys-
tems in coordinated groups allows
tackling intricate missions that pose
challenges for individual units. This
collective intelligence displayed through
swarm technology proves valuable dur-
ing reconnaissance missions, search and
rescue efforts, and even combat situa-
tions.

Cybersecurity

Al algorithms can actively monitor
network behavior and swiftly identify
abnormal patterns indicative of cyber-
attacks—often faster than traditional
cybersecurity measures. In an increas-
ingly prevalent era of cyber warfare, the
Marine Corps must stay ahead with ro-
bust cybersecurity measures.

Furthermore, Al can be utilized to
safeguard communication channels,
ensuring the confidentiality and integ-
rity of information. This is especially
crucial in environments where secure
communication is paramount.

Combat Simulation and Training

Al can simulate combat scenarios in
realtime, enabling more effective and
diverse training sessions. Traditional
training approaches often rely on set
scenarios that may not adequately pre-
pare Marines for the unpredictability
of real-world operations.

Moreover, these simulations can be
customized based on unit performance,
providing targeted training that ad-
dresses specific weaknesses. This level
of customization was previously out of
reach with traditional training methods
and represents a significant advance-
ment in combat readiness.

Decision Support

Al can analyze variables in complex
situations and provide commanders
with recommendations during decision-
making processes. In the heat of battle,
commanders are faced with making
decisions that could have far-reaching
consequences. Al can assist by analyz-
ing large volumes of data to provide
practical insights.
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Additionally, the use of Al in deci-
sion support is not limited to combat
situations. It can also be applied to
administrative tasks, allocating hu-
man resources toward more intricate
responsibilities that require emotional
intelligence and nuanced comprehen-
sion.

Blockchain
Ensuring Security in Supply Chains
Blockchain has the potential to create
records detailing the origin, handling,
and current location of each piece of
equipment within a supply chain. This
reduces the risk of fraud or tampering.
In operations, maintaining the integrity
of the supply chain is critical because
any compromise can lead to mission
failure and put lives at stake.
Furthermore, the transparency pro-
vided by blockchain can significantly
enhance supply-chain efficiency. It
enables realtime tracking of assets, fa-
cilitating inventory management and
anticipating requirements.

Enbanced Communication Security

Blockchain cryptographic features
can make intercepting or tampering
with communications complex. In
an evolving landscape of information
warfare, it is crucial to emphasize the
importance of secure communication
channels.

Moreover, blockchain can establish
networks that are less susceptible to at-
tacks. This becomes particularly valu-
able when centralized communication
hubs are impractical or face the risk of
compromise.

Verification of Identity

Blockchain presents a tamper-proof
method for managing digital identities,
significantly reducing the risks of iden-
tity theft or impersonation. In opera-
tions, ensuring accurate identification
is paramount for maintaining security.

Additionally, blockchain-based
identity verification can be employed
in coalition operations to guarantee
that only authorized personnel can
access sensitive information. This can
substantially enhance the security and
effectiveness of operations.
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Data Integrity and Accountability
Blockchain technology allows the
creation of an immutable and secure
record encompassing various data types,
such as personnel records and mission
reports. Ensuring the integrity of data

In operations, main-
taining the integrity of
the supply chainis criti-
cal...

holds importance for both operational
success and accountability.

Moreover, this technology estab-
lishes a system where every action is
meticulously documented and subject
to audit, thereby introducing account-
ability in military operations.

R ALY
SUPPORTING MARINES

Conclusion

Integrating Al and Blockchain tech-
nologies offers numerous advantages to
the Marine Corps. Shifting from hard-
ware-based systems to digital frame-
works represents both a technological
transition and a strategic imperative.

Embracing these technologies can
substantially enhance efficiency, secu-
rity measures, and decision-making ca-
pabilities. The Marine Corps stands to
gain significantly from this transition,
positioning itself as aleader in modern
warfare.
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Refocusing Cyberspace
Technology

Optimizing for the conflict phase of war

he emergence of China and

Russia as peer threats has il-

luminated a new vector for

the Marine Corps. The result
is Force Design 2030 and a heavy focus
on the competition phase of war. Cy-
berspace technological advances have
followed suit. Immediate commercial-
off-the-shelf solutions are now preferred
over legacy acquisition. Offensive cy-
ber operations emerged as a legitimate
warfighting capability in the cyberspace
domain. Moreover, government civil-
iansin the information technology (IT)
workforce and acquisition fields remain
asignificant part of this comprehensive
effort.

Even so, many of these solutions are
presently optimized for competition but
not conflict. A dependence on commer-
cial solutions and contractor support
has drawbacks in deployed, kinetic envi-
ronments during conflict. Additionally,
offensive cyber operations are not yet
tuned to readily support tactical con-
flict. Moreover, the government civilian
information technology and acquisition
workforces are not adequately incentiv-
ized to innovate at the tempo of conflict,
resulting in an unnecessary, parallel de-
pendence on outside vendors. The fol-
lowing sections defend these concerns
and suggest ways to address them.

Conflict vs. Competition

We describe the conflict phase of war
as kinetic warfare between peer adver-
saries. During this phase, uniformed
service members engage in their tradi-
tional, unique combat roles, primarily
in forward-deployed locations. Clearly,
conflict should be avoided when pos-
sible because the aggregate losses could
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Figure 1. Conflict vs. Competition (WCDP 1-4). (Source: MCDP 1-4 Competing.)

be inconceivable. Accordingly, Amer-
ica’s adversaries are convinced that the
costs of warfare outweigh the benefits
of peace. We maintain this equilibrium
by preparing our Marines for conflict,
ensuring every Marine is trained and
deployable with the finest warfighting
capabilities.

Competition, a more active form
of deterrence, is the constant state of
power balance between nations. This

phase of warfare has led to the growth
of the information domain and the gray
zone, where adversarial nations seek to
make incremental gains against one
another without provoking outright
conflict. Consequently, cyber and in-
fluence capabilities are now engaged in
daily, real-world operations. Force De-
sign 2030 energized the Marine Corps’
role in competition, emphasizing the
purpose of gray-zone activity and stand-
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in forces. After years of land battles in
the desert, this imperative direction has
oriented the total force magnificently.
Certainly, competition is the universally
preferred position on the warfighting
continuum (Figure 1 on previous page),
but we only remain here by deterring
conflict. However, to do so, cyberspace
technology must convincingly support
this premise.

Challenges
Commercial solutions

Industrial-age acquisition processes
with multi-year development timelines
are no longer viable ways to implement
cyberspace technology for conflict. By
the time these solutions are realized,
they are obsolete. Costly requirements
analysis and spiral development pro-
cesses led by the military are no longer
necessary. Instead, commercial vendors
perform these tasks for us and provide
instant, off-the-shelf solutions. The cost
savings from traditional acquisition are
often returned in software updates,
bulk spares, and hotline support, mak-
ing these solutions extremely practical.
In response, every MEF has developed
parallel operations and maintenance
budgets to purchase such technology
from companies like Google, ViaSat,
Microsoft, and Cisco. Instant hardware
and software are delivered to the FMF,
while the maintenance and complexity
of these systems are retained in com-
mercial data clouds or warranty repair
depots. Resilient satellite links and fiber
optic transport validate this course of
action during Service-level exercises.
The end state is fast and reliable capa-
bilities maintained mainly by vendors,
easing the burden on uniformed service
members and greatly aiding our efforts
during competition.

However, a closer analysis of this cir-
cumstance yields concerns about effec-
tiveness during conflict. First, excessive
dependence on vendor support during
high-intensity battles may be unreal-
istic. I have several personal examples
of vendors failing to adequately sup-
portequipment fielding and command
and control systems in Afghanistan and
Iraq. Though some of this can likely be
blamed on shotty contracting, I argue
the vendors were generally averse to
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overseas duties after their equipment
was sold and distributed to the military.
To further complicate matters, propri-
etary restrictions often prevented Ma-
rines from adequately configuring and
repairing specific systems and equip-
ment, rendering them useless when they
were most needed.

Realistically, this should not be a
surprising conclusion. Military ser-
vice members are uniquely qualified
for combat deployments, not civilians.
The Uniform Code of Military Justice
binds service members to follow orders
and was specifically developed to aid
warfighting in these environments. For
good reasons, civilians are not bound
to these same rules. Subsequently, we
should never expect civilians to be
forward deployed, particularly during
conflict.

Second, many tech giants in Silicon
Valley are not incentivized to contract
with the DOD. Several have profitable

... dependence on ven-
dor support during
high-intensity battles
may be unrealistic.

business relationships with China, of-
ten preventing concurrent contracting
with the U.S. military. Some companies
cannot compete with the contracting
advantages given to small businesses
and protected class owners. Other firms
cannotafford the professional assistance
required to navigate bureaucratic barri-
ers to government contracting, so they
avoid it altogether. These hurdles have
created a restricted market that does not
tully benefit from free enterprise and
optimal outcomes. This preventable
course often yields ill-suited capabili-
ties for conflict against our adversaries,
something we cannot afford.

Offensive Cyber

Competition chiefly exists in the in-
formation environment, resulting in
the development of the information
maneuver occupational field that en-

compasses cyber, space, and influence
operations. These professions were spe-
cifically established to address warfight-
ing during competition. Highly special-
ized Marines serve in these niche billets,
mainly in the National Capital Region,
engaged in daily real-world operations.
Similar existing MOSs (communica-
tions, signals intelligence, and commu-
nications strategy) generally have more
traditional warfighting roles within the
FMF, focused mainly on conflict rather
than competition.

Cyberspace recently emerged as the
primary warfighting domain within
competition. This is predominantly
because offensive actions in cyberspace
do not seem to yield kinetic responses,
but they do establish gains within the
gray area, precisely meeting the objec-
tives of competition. Offensive cyber-
space capabilities are maintained at Fort
Meade with U.S. Cyber Command and
Marine Forces Cyber Command. The
capability is split between joint opera-
tional requirements and the objectives
of deployed Marine forces.

Within this model, MAGTF com-
manders do not have organic offensive
cyber assets at their disposal. During
the conflict phase, MAGTF command-
ers would leverage direct support re-
lationships with Marine Forces Cyber
Command to attain effects on targets.
Assuming communications links to
make this long-distance request are
not compromised, there is still an
unsatisfactory time lag in this reach-
back model. This is a perfect example
of how competition has erroneously
taken precedence over conflict. In a
high-intensity kinetic battle, MAGTF
commanders need unity of command,
not handshake agreements, to achieve
their end states.

Moreover, cyberspace remains an
overclassified warfighting domain. Clas-
sifications are meant to protect sources
and methods. In most cases, general
concepts do not need to be classified.
These unnecessary restrictions on infor-
mation sharing prevent commercial in-
terests and academic professionals from
advancing the body of knowledge in
this field. The result is a mysterious,
highly bureaucratic capability man-
aged at the highest levels of the DOD.
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This is satisfactory for the small group
of cyber operators that independently
engage the gray zone each day. However,
a conventional conflict requires proper
integration of all warfighting capabili-
ties across all domains, and information
sharing is vital to this fusion.

Civilian Workforce

Our government civilian informa-
tion technology and acquisition work-
forces remain central to our warfighting
mission’s success. They are designed to
augment military service members in

IDEAS & Issues (INFORMmATION & C4)

ing furloughs and shutdowns. The ef-
fect is contracted FMF solutions that
bypass the formal acquisition process
and resist dependence on government
civilians. Examples include wireless
LANS, high-speed satellite terminals,
and cloud-based tactical data centers
that are replacing tactical equipment
at both stateside MEFs.

Way Ahead

The stated challenges can be over-
come with simple changes. First, there
can be no misunderstanding that ser-

The best deterrence for warfare is a force prepared for
conflict, not one that is an expert in competition.

daily stateside roles. They also provide
leadership and continuity to absorb
the shock of active-duty transfers and
deployments. These workers’ current
hiring and retention practices are syn-
onymous with those of a tenured uni-
versity professor. Pay is generally fixed
and unlinked from performance, and
termination is extremely rare. These
jobs were initially intended to promote
the civil servant culture of American
sacrifice, with benefits and job security
in return. This Industrial Age system
still has relevance in static, administra-
tive jobs that depend on routine and
repetition rather than influence and
creativity. Itis also adequate under the
supervision of senior uniformed service
members, a luxury that is had during
competition but not conflict.
Unsurprisingly, this system does
not work in IT fields. Success in IT
requires more than assembly-line ac-
tions. Self-study, research, and blazing
initiative are needed to keep up with
this fast-paced field. Sadly, our stale
and inefficient pay and performance
structure has placed our IT civilians
and procurement experts in disadvan-
taged positions. There is little finan-
cial or professional incentive for them
to create cutting-edge solutions at the
tempo of conflict. Consequently, they
serve in non-essential roles that do not
extract true potential, as evidenced dur-
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vice members make their unique con-
tribution to America during conflict.
Competition can be outsourced to
civilians but conflict cannot. Though
competition is preferred, preparation
should weigh towards conflict, or else
deterrence will fail. Our contract with
America deserves no less.

Second, commercial solutions must
be adopted without dependence on
physical vendor support during con-
flict. Marines must have the training
and authority to locally repair, replace,
or reconfigure systems and equipment
as required. Cloud-based solutions can-
not be a critical vulnerability. Instead,
local “cloudlets,” redundant transport,
and versatile TTPs should seamlessly
overcome a loss of any cloud capability.
Furthermore, a streamlined contracting
system should invite all businesses to
compete fairly for DOD contracts in an
open marketplace and incentivize them
to do business with America rather than
China.

Third, organic offensive cyber op-
erations teams should begin training
with MAGTTFs, providing independent
support. With the proper constraints,
MAGTF commanders can utilize lim-
ited, organic offensive cyber capabilities
to support greater maneuver efforts. In
the case of personnel shortfalls, defen-
sive cyber operators who already reside
in the FMF can begin practicing these

roles. Much like the evolution of elec-
tronic warfare capability delegation
from strategic to tactical levels over
the last 50 years, offensive cyberspace
operations must follow the same course.
In addition, a review of classification
procedures within cyberspace opera-
tions should release the bureaucratic
stranglehold that has unnecessarily
plagued information sharing since the
inception of the cyberspace domain.
The total force can then become aware
of this capability in preparation for con-
flict.

Fourth, our government civilians
who manage and procure IT solu-
tions should be hired and retained
according to modern pay and bonus
structures that incentivize performance
rather than presence. Sharp bonuses
that compete with the civilian technol-
ogy sector should be awarded to those
who seek autonomy and produce fast
results. Employees should be encour-
aged to swap positions or move to the
private industry every three years, fa-
cilitating the flow of new ideas. Local
supervisors should freely define position
descriptions and easily manage person-
nel without the fear of whiplash from
bureaucratic officials. This streamlined
employment process is used in large cor-
porations, tech start-ups, and fast-food
restaurants. We, too, can do better for
our civilians.

Concluding Remarks

The best deterrence for warfare is a
force prepared for conflict, not one that
isan expertin competition. Our tactical
maneuver force is aware of this, but our
cyberspace technology efforts require
more focus. Unlike many of America’s
former adversaries, today’s peer threats
have a cyberspace technology capability
that rivals ours. Therefore, a reorienta-
tion of commercial technology procure-
ment, offensive cyber capabilities, and
civilian I'T workforce incentives is now
in order. Time is running out.

Author’s Notes: Credit to the Hoover Institu-
tion’s “Tech Track II” for inspiring this article.
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The Planetary Metaverse
and the Navy and
Marine Corps Team

Meeting the challenges of the 21st century

fter recently retiring from

the Marine Corps and join-

ing a technology company,

things look different from
the other side of the fence. The degree
of technological change and innova-
tion is even faster than I thought. The
rapid democratization of information
and the increase in digital connectivity
leads to a natural clash of cultures for
hierarchical-based organizations like
the Navy and the Marine Corps. The
current culture of the Navy and the
Marine Corps that drives innovation
is often at odds with the culture of in-
novation and adoptive change that is
driving the rest of society. The former
relies on the expertise and experiences
of the few, the latter depends on the
shaping and technical acumen of many.
Hence the Navy and the Marine Corps
will continue to lag because innovation
driven by a 20th-century organizational
model will always struggle to meet the
challenges of the 21st century where
the marketplace decides what is best
based on user preferences and value to
the consumer. Since there is no true con-
sumer-driven military marketplace for
innovation, where the best ideas emerge
because of bottom-up military market
demand, external rapid technological
changes will continue to dictate how the
Navy and the Marine Corps respond
and adapt to our adversaries’ technical
advancements in the future. The key
is for the Navy and the Marine Corps
cannot rapidly synthesize innovation
from civilian global markets. How to
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change this fact is fundamental in ad-
vancing technology as an enabler. As
VADM Rondeau (Ret) states, “Today,
strategic competition is fundamentally
an innovation race. To prevail, we must
quickly secure technological advantage,
as well as the cognitive agility to employ
it effectively.” She further explains that
decision advantage is decisive in warfare
and that, “Innovation, co-creation, and
agility of mind and application have
been and always will be essential fac-
tors in warfare. Cognitive agility is the
intersection point of effect that brings
knowledge to capability and provides
decision advantage.”

Decision advantage sounds nice
but enabling it with physical and vir-
tual infrastructure is where the rubber
meets the road. This requires a dramatic
change in how we deliver information
to support cognitive agility by moving
from an on-premises data center model
to a hybrid-cloud-based infrastructure
model that leverages the best of what
commercial technology has to offer.
If both the Navy and Marine Corps
continue to pursue an enterprise cloud-
based data-centric architecture on com-
mercially available cloud environments
for both ILS and ILG, the foundation
will be set for some exciting and cur-
rently available technological advance-

ments in the areas of gaming, exercising,
modeling, and simulation (GEMS).
The recently published Marine
Corps new doctrinal publication
MCDP 8 states, “The information
environment is the global competitive
space that spans the warfighting do-
mains, where all operations depend on
information. It includes information
itself and all relevant social, cultural,
psychological, technical, and physical
factors that affect the employment of
forces and bear on commanders’ deci-
sion making.”?> With this definition in
mind, let us examine how the infor-
mation environment is changing in the
world of serious gaming (aka, wargam-

ing).

The Future is the Metaverse

One meaningful change has been
how GEMS is beginning to transform
the future of the internet which is in-
creasingly called the Metaverse. There
are many definitions of the Metaverse
currently out there, and it is constant-
ly being defined. However, here are a
couple of good thoughts on what the
Metaverse means and the changes that
are coming to us all:

“The next wave of internet, the digiti-
zation of people, places and things and
their interactions ... enable you to build
your own immersive worlds ... that are
accessible from anywhere or any device.”
Satya Nadella—Microsoft CEO.
Along the same type of thinking:

“The next generation of the Internet
that is always real-time and mostly
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3D, mostly interactive, mostly social
and mostly persistent.” John Ricciti-
ello-Unity CEO.

The metaverse then merges consum-
er, enterprise, and industrial informa-
tion environments into a world that
we may not recognize in a few years.
When you think about it, the fusion
of data, both structured and unstruc-
tured, allows for the conditions to
process enormous data estates to sup-
port decision advantage in complex
environments. This is where artificial
intelligence and machine learning (AI/
ML) come into the equation. Regard-
less of the medium, humans alone do
not possess the ability to sift through
these copious amounts of information
and produce the insights necessary to
achieve decision advantage. Therefore,
AI/ML supports decision advantage
that is centered on speed and accurate
interpretation of copious amounts of
information: to sense and then make
sense of one’s information environment
and then most importantly to act in
a way that achieves the desired effects
of one’s actions. The question is how
does a warfighting organization like the
Navy and the Marine Corps get there
with the aid of technology? One way
is using GEMS tools and metaverse-
enabling technologies. Here, gaming
takes on a new meaning where experi-
mentation and campaign modeling en-
able a new world of possibilities.

Wargaming and Gaming Engines
GEMS technologies begin with 3D
geophysical maps and terrain services
which are nearly realtime accurate and
enhanced to create realistic physic-based
virtual environments enabled by gam-
ing engines such as two immensely pop-
ular engines such as Unity or Unreal.3
Remarkably, these gaming engines can
utilize Entity Component Systems
where over 10,000 attributes can be
given to a single entity. For those who
have used XBox games such as Flight
Simulator, you get a sense of what type
of realism can be shown to provide
an immersive experience. Once these
technologies are fused together and
engineered into high-capacity cloud-
based services, you now move from the
metaverse to the Planetary Metaverse.
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The Planetary Metaverse

The Planetary Metaverse is designed
for mission-critical environments like
combat simulations or disaster recov-
ery. It enables the fusion of geophysical
maps and terrain, modern collabora-
tion technologies, digital twins, Inter-
net of Things, and high-performance
edge platforms to become extensions
of an extensibility platform. There is a
planetary metaverse building. The key
question is how do we leverage it? One
way is to take traditional wargaming
and course of action analysis to levels
never achieved before. With the right
authoritative data sources, the Planetary
Metaverse can be “fully informed™
whereby users can conduct wargames
in near realtime scenarios that allow for
detailed simulations to occur before a
final decision is made. The Planetary
Metaverse can allow wargame design-

ers to capture and log analytics and
then apply AI/ML models to exam-
ine probabilities of success, risk factors,
and human factors before a course of
action is decided. It is human-centric
and aids cognitive decision making
in complex environments. The 38th
Commandant of the Marine Corps,
Gen Berger, stated, “The National De-
fense Strategy has directed us to focus
in new areas, and this requires us to
think, innovate, and change. Address-
ing these new missions starts with ideas,
ideas are developed into concepts, and
concepts that are then tested and re-
fined by wargaming, experimentation,
and M&S.” The Planetary Metaverse
supports these actions because an ac-
curate representation of the operational
environment integrated with realtime
sensor networks and data analytics, we
can continuously update the opera-
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tional environment while simultane-
ously using the Joint Planning Process.
The resultis not only a better plan but
abetter rehearsal, execution, and debrief
due to the near realtime nature of the
operating environment. The mixture of
people and technology must change to
make better decisions which results in
better cognitive agility and more fully
informed decision advantages against
our adversaries.

Stakeholders

There are several potential stake-
holders in the Planetary Metaverse. As
it pertains to wargames and war plan-
ning, the Planetary Metaverse can allow
for distributed game players (blue, red,
and white cell participants) to emulate
strategic, operational, and even tactical-
level actions in wargames. Depending
on how the game is designed, they can
simulate, analyze, and replay actions
against a game clock. To capture key
decision points and apply sentiment
analysis which can provide insights
into the way commanders and their staft
respond to certain events. Further, the
ability to analyze with machine learning
models means actions can have artifi-
cial intelligence algorithms applied to
provide optimized courses of action,
both on the blue and red sides of the
map. To understand and simulate the
information environment, effects of a
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The mixture of people and technology must change
to make better decisions which results in better cog-
nitive agility and more fully informed decision advan-
tages against our adversaries.

blue forces and adversary’s weapons
engagement zone and overlay electro-
magnetic capabilities over a 3D accurate
geospatial terrain map brings decision
advantage to another level for war plan-
ners. This is just one of the possible sce-
narios of this technology.

GEMS Tools and JADC2

Most importantly, the use of GEMS
tools within the Planetary Metaverse
construct helps address some of the
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most important desires of the DOD
Defense Science Board (2021) and their
efforts to close the gaps in the JADC2
strategy.® Whereby virtual exercising
increases readiness and enhances war-
fighter lethality and survivability. The
Planetary Metaverse directly addresses
the line of effort 3 of the DOD JADC2
strategy by providing a data-driven
fabric for “shared situational aware-
ness, synchronous and asynchronous
global collaboration, strategic and

operational joint planning, realtime
global force visualization and manage-
ment, predictive force readiness and
logistics, realtime synchronization
and integration of kinetic and non-
kinetic joint and long-range precision
fires, and enhanced abilities to assess
Joint Force and mission partner perfor-
mance”” The modeling and simulation
aspect of GEMS can directly address
this and seeks to ensure that modern
models support the requirements of the
JADC2 strategy. Itis also the only cost-
effective way of training battle manage-
ment algorithms at the sophistication
required for decision advantage is going
to be in the synthetic world by fusing
data from the real world into it.

Summary
The Navy and Marine Corps can
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prepare for this growing technological
change and what the Planetary Meta-
verse has to offer by first establishing a
single integrated ILS and IL6 hybrid-
cloud network for both enterprise and
tactical use. Establish a modern identity
and access management policy and zero-
trust architecture that ensures security
and moves from an on-premises data
center model to a hybrid-cloud-based
infrastructure model that leverages the
best of what commercial technology has
to offer. Continue to invest heavily in
robust transport (terrestrial and celes-
tial) infrastructures, equipment, and
experiments daily. This bedrock cloud-
based data estate can provide the type
of realistic simulation environments
that really evaluate operational ideas
and concepts through planning and
wargaming using realtime 3D spatial
environments the Planetary Metaverse
can provide. Lastly, the Navy and the
Marine Corps must create a business
model where models and assets of all

" DEFEND

kinds can be tokenized and used in a
pay-for-play construct and thus thrive
in a digital marketplace within the
Planetary Metaverse. Only then will
the Navy and the Marine Corps be able
to position themselves to be able to fully
adopt GEMS tools and begin to fully
realize the DOD strategy for JADC2
and further the cognitive agility of its
forces and maintain decision advantage
against our adversaries.

Notes

1. Ann Rondeau, “Rebalancing the Science and
Artof War for Decision Advantage,” Proceedings
148, No. 8 (2022).

2. “Metaverse has also been called ‘3D Inter-

net.”—Unity’s head of Government Solutions,
John Cunningham.

3. Gaming engines definition: A game engine
isa software framework primarily designed for
the development of video games and includes
relevant libraries and support programs. The
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Your Multi-Mission Persistent Aerial Platform
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c-UAS, MANET radio, 4G/5G communications
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“engine” terminology is like the term “software
engine” used in the software industry.

4. Fully Informed means it can be fused with
realtime or near realtime data sources (classified
or unclassified).

5. Megan Eckstein, “Marine Planners Using
Commandant’s Guidance to Start Crafting
Future of the Corps,” USNI News, September
18, 2019, https://news.usni.org/2019/09/18/
marine-planners-using-commandants-guid-
ance-to-start-crafting-future-of-the-corps.

6. Defense Science Board, January 2021, GEMS
Executive Summary FINAL.pdf (cto.mil).

7. Department of Defense, Summary of the
JADC2 Strategy, (Washington, DC: 2022).
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The Marines’ Startup

Creating a culture of innovation in a maneuver manner
by GySgt Jeremy A. Kofsky & 1stLt Carter McCausland

he Marine Corps is the most
innovative of the Services:
it is enshrined in doctrine,
constantly extolled by lead-
ers, and several organizations exist to
drive this innovation and provide the
Marines on the forward edge with the
leading edge of technology and pro-
cedures. Similar small-unit efficacy
is seen daily in Go-Pro footage from
Ukrainians along the Donbas trench
line and the hamlets and fields of Za-
porizhzhia, Ukraine. From the use of
drones to battlefield manufacturing
and improved tactics, the innovation
of the numerically inferior Ukrainian
military has blunted the sledgeham-
mer of the supposedly invisible Rus-
sian military juggernaut. However, if
similar innovation were tried in the
Marine Corps, despite the innovative
culture embiggened within Marines, it
would encounter untold resistance; one
need only look at the Force Design 2030
debates to see what any shift from the
norm portends from structural equities
within and without the Marine Corps.
While there are many reasons for
structural lethargy built within the
Marine Corps bureaucratic technology
centers and acquisition fields, there also
needs to be a balance between the need
for larger (DINOSAUR) programs
and nimbler tactical-driven innova-
tions. By adopting the strategy of the
free-market start-up, the Marine Corps
can live up to its true innovative culture
and apply maneuver warfare edicts to
appropriately support an innovation
ecosystem within the Marine Corps
that is dynamic, proactive, and, above
all, sustainable. This maneuver warfare
analogy is specifically apropos as several
innovative companies still have AMCDP
1 asafoundational document to spread
innovative underpinnings throughout
their organization.
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>>1stLt McCausland is an Intelligence Officer with 2d Intelligence Battalion. He
has eight years of experience in venture capital as a Founder, General Partner,
and Board Member at two investment funds and manages over ten million dol-

lars in assets.

Innovation ecosystems take on
many types and stripes. The baseline
definition of an innovation ecosystem
is “the evolving set of actors, activities
... and the institutions and relations,
including complementary and substi-
tute relations, that are important for
the innovative performance of an ac-
tor or a population of actors.” This
wide-ranging definition has resulted
in different versions of ecosystems, all
possessing unique from “place-based”
to “distance-modeled” ecosystems. The
end goal is the same: create innovations
to support grassroots and eventually
wide-spectrum activities. The use of
systemic programs of record at the larger
headquarterslevel is still important, but
similar to how IBM still relies on the lat-
est Silicon Valley startup to drive their
own research, the Marine Corps should
endeavor to create and formulate an in-
novation/startup culture that begins at
the fireteam level and halts to catch fire
from there.

Operational Planning
The six essential elements to create
an innovation ecosystem are:
1. Set the Aspiration and a Bold Vision.
2. Cluster and Partner Strategy.
3. Capital and Funding Venture Capi-
tal, Business/Academic Research and
Development, Federal Funding,

4. Talent and Community Building.
5. Real Estate, Infrastructure, and
Place Making.

6. Diversity, Equity, and Inclusion.
While these techniques were developed
mainly to support the private sector,
they can also be hugely successful in
the government and public sector, de-
spite the bureaucratic slowness inherent
within these organizations.

Set the Aspiration and a Bold Vision

The Marine Corps has already set
the conditions on several of the essential
elements, but the further flourishing
of the innovation ecosystem requires
an adherence to the spirit of maneuver
warfare principles. The element of Sez
the Aspiration and a Bold Vision has
already been codified and expounded
upon by Force Design and expeditionary
advanced basing operations. Sundry at-
tachments and annexes to cover issues
like talent management, installations
and logistics, training and education,
and their concepts for employment,
namely the Stand-In Forces Concept,
further reinforce the principles and
create concrete examples to launch in-
novation with aspirational endpoints,
intent, and maneuver room for people
to innovate within those areas.
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Cluster and Partner Strategy
Understanding the various organiza-
tions that can support initiatives with
specialists and innovators outside an
internal organization allows for a be-
spoke tailored approach to innovation
to have ideas be matured and incubated
while still in the not-fully developed
space. One of the largest failings of in-
novation in the military is the innate
desire to have a fully formed idea by
one person/small group and, if at any
step of the way, there is hesitation or an
unanswered question, then approval
can be automatically withdrawn and
innovations have to be started from the
ground up. The military is filled with
literally hundreds of thousands of bril-
liant people; would a smarter strategy
not be to allow these groups a mecha-
nism to collaborate and utilize yes and
collaboration methodologies?

Capital and Funding
Typically, the reason ideas and in-

The
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novation die in stasis is they do not fit
into a proper line item, budgeting cycle,
or are not the right “color” of money.
While there needs to be controls on
budgeting to prevent boondoggles
and other forms of malfeasance, the
innovation sphere requires innovative
budgeting mechanisms so people can be
allowed to succeed by failing. Becoming
better costs money and aligning general-
ized “innovation” budgeting through

be thought of as a venture capital or
“investment angel,” and the Marines, as
the “founders” or “executive members,”
have a fiduciary duty to give both the
DOD and their Marines an accurate
picture of where their capital is best
placed for maximum returns.

Talent and Community Building
Bringing together diverse talent is
important, but so is the ability to make

Bringing together diverse talent is important, but so
is the ability to make talent that feels hidden visible

to others.

either research and development fund-
ing, public/private through research
agencies/universities, and/or opera-
tions funding are potential ways to in-
crease investments. The DOD should

talent that feels hidden visible to others.
The radio operator and micro-minia-
ture radio maintainer can create com-
mercial oft-the-shelf signature manage-
ment detectors; they just need to know

he Tun Tavern Legacy Foundation is a 501(c)(3) non-profit

organization whose mission is to rebuild and re-establish The Tun.
The foundation needs to raise $19 million to complete the project. When
completed, it will serve as a functioning tavern reminiscent of the colonial
Philadelphia mariners' tavern that it was, serving period-influenced
refreshments, food, and entertainment and offering an educational
experience through exhibits, historical documents, and special events. The
new location will be approximately 250 yards from the original site, in the
heart of Philadelphia's “0ld City" district.

Many organizations whose history began at The Tun, such as the
United States Marines (1775), Pennsylvania, Freemasons (1731), St. Andrew’s
Society (1747), Society of St. George (1729), The Friendly, Sons of St. Patrick
(1771), United States Navy (1775) are involved in reestablishing The Tun in
Philadelphia to support veteran causes, Shriner's Hospitals, educational
scholarships, and qualified charities. The Tun™ is scheduled to open
in November 2025, coinciding with the Navy and Marine Corps 250th
Homecoming Celebration in Philadelphia. A groundbreaking ceremony is
planned for November 2024

Marine Corps Gazette « April 2024

www.mca-marines.org/gazette

79



they can. They have the talent, train-
ing, and want to do great things; what
they lack is a marshaling force to har-
ness them into a collective team. This s
where a collaborator, fusion expert, or
project manager can be indispensable
as they can provide this oversight, en-
able collaboration, and identify those
hidden talents within an organization.
This should be a typical role of a leader
in an organization but sometimes gets
buried under the minutiae of day-to-day
tasks, and itis a learned skillset. Having
project management, lean six sigma, or
other project oversight programs as part
of regular professional military educa-
tion can go along way in improving this
underutilized and critical component
of innovation.

One of the best examples (and at
the institutional level, the only) of this
type of organization currently in the
Marine Corps is the Marine Innovation
Unit. The Marine Innovation Unit’s
novel approach is they take a litany of
hyper-intelligent and successful reserv-
ists with backgrounds in some of the
best tech companies, consulting firms,
and research institutions in the world
and throw them against some of the
Marine Corps’ biggest issues. The novel
partof this is there is no real rank struc-
ture within the working groups (the
unit is still a Marine Corps unit and
adheres to Marine Corps customs and
courtesies), good ideas win out; these
Marines choose their assignments and
work with their overall program man-
ager to align their interests and skills
to specific problems; and collaboration
happens remotely where the Marines
live so they can best focus on idea for-
mulation and collaborative solutions
vice a regimented planning cycle.

Real Estate, Infrastructure, and
Place Making

Having innovation campuses is
another critical aspect of a successful
innovation ecosystem. While remote
work can work in hyperspecialized ar-
eas, breaking down walls and dragging
out ideas is best done in a room with
a bunch of whiteboards and plenty of
black coffee. The II MEF Innovation
Campus and the 1st Maintenance Bat-
talion’s Innovation Manufactory are
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examples of this and allow for the quick
creation, optimization, and production
of smaller-scale ideas, typically of a tac-
tical nature fitting neatly within the
Marine Corps’ overall mission state-

This warrior spirit of in-
novation continues to-
day o000

ment of tactical excellence creating
strategic effects. Increased use of these
areas and the continued springing up
of innovation campuses throughout
Marine Corps bases will likewise in-
crease returns on investment and allow
for more solutions in a start-up model
mode.

Diversity, Equity, and Inclusion
Asdiscussed in earlier sections, var-
ied and disparate skill sets are needed to
make a lot of the modern innovations
the military needs. They also need to
have a variety of experiences and back-
grounds. Similar to how a person from
the city will likely not know about is-
sues with wildlife and farm animals,
a person from the country will likely
not understand the cacophony of noise
and people associated with an urban
setting. Both of these would be able to
contribute in equal ways to reconnais-
sance equipment designed to work in
both areas, however. A person brand
new to the Marine Corps likely has no
preconceived biases about the Marine
Corps limitations and, therefore, can
look at a problem with a naive level of
genius a senior NCO or officer may
lack simply by their inculcation in the
Marine Corps. Balancing all these dif-
ferences creates a more holistic process
and product/innovation in the end.

Silicon Marines?

The beauty of the Marine Corps is
anything is, within reason, capable of
happening due to the organization’s
ethos on mission accomplishment above
all. In terms of the specifics of a pro-
fessional military education program
within a unit that emphasizes maneuver

warfare, one needs both codified and
zealotry to accomplish the objective.
Having a return on investment and
showing the usefulness of thinking
Marines is key. Once a decision is made
to begin an innovation program, a ca-
pable cadre of instructors needs to be
recruited and mentored to a standard.
Achieving buy-in from leadership is an-
other critical aspect of this operation.
If Marines see they are merely doing
this for the learning experience, but the
command really does not care, then the
program will die on the vine. Leader-
ship carving out time for classes and
building maneuver warfare into their
operations will enable a nimbler orga-
nization, and people will begin to see
the successes of the Innovation process
and, therefore, will want to build on it.
Sustainment might be the hardest part
of this as the program has to last past the
initial cadre; otherwise, it was merely a
cult of personality and not a program.

The drive for innovation is as old as
combat; since the days a Neanderthal
figured out a rock was more effective
than bare hands. The Neanderthal did
not have to go through a series of pro-
gram boards, budget cycles, and other
“necessary” processes. They figured out
what worked for their situation, used
it, and discussed it around the camp-
fire with their tribe. This warrior spirit
of innovation continues today but is
bogged down in the best-intentioned
programs of the Pentagon. The future
success, and indeed lives, of those in
the future trenches, atolls, and fjords
of combat in the next battles deserve
the ability and the support to innovate
in a manner more violent and quicker
than those opposing them. Let’s give
them those tools and be amazed by the
outcome.

Note
1. Ove Granstrand and Marcus Holgersson.
“Innovation Ecosystems: A Conceptual Review
and a New Definition.” Technovation, Novem-

ber 26,2019, https://www.sciencedirect.com/
science/article/pii/S0166497218303870.
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Space & Cyber

Combined-arms capabilities for the conflict phase of warfare

he space and cyber warfight-

ing domains have emerged

and been formalized now

for nearly a decade. Both
domains are associated with newly
formed combatant commands, and the
space domain even has its own associ-
ated Service. Despite this, many tactical
commanders still lack a comprehensive
understanding of integrating these do-
mains into traditional conflict. Aside
from the theoretical knowledge that
these domains underpin both friendly
and adversary command and control,
several tactical commanders know little
else. This article distills cyber and space
into digestible concepts for tactical
commanders while also proposing ways
to improve the employment of these
combined-arms capabilities during the
conflict phase of warfare.

Background

Space and cyber roles and respon-
sibilities are categorized similarly into
offensive actions, defensive actions,
and daily operations.! Offensive op-
erations target the adversary, defensive
operations focus on protecting friendly

by LtCol Arun Shankar

>See bio on page 70.

have operational responsibility for these
domains. They perform independent
missions as well as provide support for
other CCMDs.

Due to the abstract nature of com-
puter networks, USCYBERCOM
centrally manages many of its roles,
including oftensive cyberspace opera-
tions. Moreover, there isan overarching
demand to centralize computer network
domains under one joint umbrella,
rather than by the individual Services.
Consequently, this would aggregate
defensive operations and daily main-
tenance operations at USCYBERCOM,
leaving little authority to tactical com-
manders. USSPACECOM has a similar
approach, aiming to centralize global
satellite operational management un-
der one umbrella, tactically operated by
the U.S. Space Force (USSF). Though

the other Services provide component

This aggregation of resources ... stems from a real-
ization that space and cyberspace are independent
warfighting domains that require global resource

management.

capabilities, and day-to-day operations
involve operating and maintaining sat-
ellites and computer networks. U.S.
Space Command (USSPACECOM)
and U.S. Cyber Command (US-
CYBERCOM) are the warfighting
combatant commands (CCMD) that

82 www.mca-marines.org/gazette

commands to USSPACECOM, their
relevance is negligible compared to the
USSF.

This aggregation of resources in
both CCMDs stems from a realiza-
tion that space and cyberspace are in-
dependent warfighting domains that

require global resource management.
The focus on centralized ownership of
these domains is akin to the emergence
of the Strategic Air Command and the
eventual transition to the Air Force in
1947. In short, it was rightfully believed
that airpower was a strategic assetin its
own warfighting domain, able to oper-
ate independently of ground warfare
to achieve strategic gains. Since 1947,
we have seen numerous air operations
achieve such outcomes.

Part of this strategic role is the estab-
lishment of air superiority—ensuring
air activities are conducted without pro-
hibitive enemy interference. Similarly,
USCYBERCOM and USSPACECOM
have strategic responsibilities in estab-
lishing cyber and space superiority, in-
dependent of any adjacent warfighting
mission. Specifically, the competition
phase of warfare (Figure 1 on the fol-
lowing page) is dominated by the space
and cyber warfighting domains, where
most actions derive strategic value.

Consequently, it can be said that
USSCYBERCOM and USSPACECOM
operate at the operational level of war.
They bridge national policy and tacti-
cal actions through campaign planning,
Actions at the operational level have a
strategic impact, hence the link to stra-
tegic goals. They also contribute to the
global integration of all CCMD efforts
and support global campaign plans.

Space and Cyber within the Marine
Corps

Present State. Space and cyber capa-
bilities have only recently been intro-
duced to the Marine Corps. Restrictions
on capabilities and authorities prevent
the full use of these capabilities at the
tactical level where the FMF resides. Of-
fensive cyber capabilities almost solel
reside at or near USSCYBERCOM
within the Marine Corps Cyberspace

Marine Corps Gazette « April 2024



Conflict

Violence __
Threshold

Return to
Competition

Competition

Return to
Competition

gaining and maintaining cyberspace
superiority. They also provide defen-
sive capabilities on the Marine Corps
Enterprise Network (MCEN).
Conversely, Marine Corps Forces
Space Command (MARFORSPACE)
maintains a planning capability, dis-
tributing most space professionals and
assets to the FMF. In essence, this model
is the converse of MARFORCYBER,
which is focused on enabling the FMF
to eventually support geographic com-
batant commanders. Moreover, the
Army, Navy, and Air Force have recently
shifted most of their crucial space capa-
bilities to form the USSF, significantly
reducing their own force offerings to
USSPACECOM. Asa result, the USSF
provides the overwhelming majority of
space capabilities to USSPACECOM,

Figure 1. Conflict vs. Competition (MCDP 1-4). (Source: MCDP 1-4 Competing.)

Warfare Group in support of their op-
erational mission. Defensive cyber op-
erators reside within the Service at the
Marine Corps Cyberspace Operations
Group and the communications bat-
talions. Daily operations are performed
by the long-standing communications
MOS community. Offensive and de-
fensive space capabilities are similarly
distributed between USSPACECOM
and the FMF but on a much smaller
scale due to equipment costs and the
dominance of the USSF.

The MEF Information Group aggre-
gates all information-related capabilities
for the FMF in each of the three MEFs.
Asaresult, the bulk of space and cyber
capabilities within the FMF reside with-
in these formations. Space and cyber
planners liaise with the Marine Corps
Information Command (MCIC), where
effects can be requested. They also serve
as resident subject-matter experts for
the MEF Information Group and MEF
commanders.

Marine Corps Forces Cyberspace
Command (MARFORCYBER) holds
most of the Service’s cyber capability.
As a Service component to a CCMD,
its capabilities are rightfully prioritized
and centralized at USCYBERCOM.
Organic and attached Marines are
provided exceptional training and real-
world experience while in support of
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dominating the culture and execution
of the mission.

Future State. Optimally, Marines
desire the use of space and cyber capa-
bilities as combined-arms assets during
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the conflict phase of warfare. Afterall,
many of the tradeoffs that resulted in
Force Design were predicated on these
assumptions. However, the Corps’ re-
cent campaign of learning has revealed
that this tactical employment of space
and cyber capabilities is easier said than
done. This future state will require
changes in strategic policy and Joint
Force operations.

First, the Marine Corps should gain
offensive space and offensive cyberspace
capabilities and authority at the tactical
level. 70 be clear, this means that O-5 and
O-6 level commanders should have the
personnel and resources to execute offen-
stve space and cyberspace actions without
reach-back support. Specifically, Marine
Corps commanders charged with dis-
tributed, decentralized, stand-in force
missions need these resources more than
ever before. Awaiting these means when
conflict eventually demands them is too
late. Commanders cannot realistically
understand these capabilities unless
they practice exercising them in an au-
thentic, expeditionary manner. Once
these resources are granted, the MEF
Information Groups should expand
their support beyond the MEF com-
mand element. They should train and
educate O-S and O-6level commanders
on using cyber and space capabilities as
truly tactical, combined arms weapons
during conflict.

Second, we must acknowledge that
space and cyber are not only tactical
combined-arms capabilities but also stra-
tegic capabilities that can be planned and
executed at the operational level of war.
The Marine Corps’ contribution to this
effort is the presentation of forces and
capabilities to USSPACECOM and
USSCYBERCOM. These CCMDs will
use these capabilities to achieve space
and cyberspace superiority, independent
of FMF operations. Though this model
isolates some Marines from their tradi-
tional warfighting roles and culture, itis
anecessity to ensure the Marine Corps
makes a proper contribution to the over-
all Joint Force. There is precedent for
this, as we make similar concessions
with Marine Security Guard require-
ments and the staffing of Marine Special
Operations Command operators.

Third, the dominance of the USSF in
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the space domain should be reexamined.
The USSF creates dilemmas for space
contributions from other Services. In
the present model, USSPACECOM
headquarters is staffed by each military
branch, but the overwhelming subordi-
nate component contributions are from
the USSF. This is not an optimal joint
warfighting model. Perhaps a standard
like USSCYBERCOM should be exam-
ined, where Service component mem-
bers are trained by USSPACECOM
entities to perform missions presently
only assigned to the USSF. For instance,
sailors, soldiers, Marines, and airmen
could be trained to be satellite operators

... tactical commanders
must know how to seize
superiority in these
warfighting domains
and return fire with ac-
curacy and precision.

and subordinate commands could be
reorganized to accommodate these truly
joint contributions. In this way, space
contributions are shared more evenly
among the branches, and service mem-
bers return to their individual Services
with unique skills and experience that
can benefit the greater Joint Force.
Fourth, the specialized nature of space
and cyber occupational fields is much
more suited for restricted officer assign-
ments than the current unrestricted officer
manning model. Instead of shoehorning
unrestricted officers into these MOSs
by fantasizing about analogous career
paths, we should reconsider using war-
rant officers and limited duty officers
to fulfill these duties, much like the
Army does with helicopter pilots. Per-
haps these officers can be commissioned
through a similar path as unrestricted
officers but designated on a restricted
career path from their inception. In
this way, there is no need to inundate
boards with endless precepts and the
creation of O-S level “commands” to
keep these officers competitively pro-

moted. In the event that unrestricted
officers are needed to laterally move
from other MOSs into the space or cy-
ber communities solely for leadership
roles, warriors with deployed experi-
ence and former command roles should
be chosen before officers looking for
quality-of-life improvements and future
civilian employment. These budding
occupational fields deserve our best
warfighters leading the way.

Concluding Remarks

The space and cyberspace capabili-
ties mandated by Force Design have not
yet been fully realized. Our campaign of
learning has revealed many challenges
with full implementation within the
FMF. Central to this is a lack of capa-
bilities, resources, and authorities to
execute offensive space and cyber ac-
tions at the tactical level. Moreover, to
satisty Joint Force requirements and
FMF demands, the Marine Corps must
create resources for both mission sets,
acknowledging that they do not overlap
in most cases. Relevant contributions to
the space superiority mission are com-
plicated by the creation of the USSF
and its overmatched presence within
the domain. Lastly, restricted officers
should fill most billets in these occu-
pational fields, as there is no reasonable
way to create an analogous career path
for unrestricted counterparts.

Until these changes can be achieved,
future exercises should incorporate
space and cyber effects at a granular
level, forcing commanders to truly un-
derstand these targeting processes and
the consequences of decisions. White
carding space and cyber is no longer
acceptable, and neither are passive de-
fensive scenarios that force commanders
into degraded communications envi-
ronments. Instead, tactical command-
ers must know how to seize superiority
in these warfighting domains and re-
turn fire with accuracy and precision.
We must move quickly—the lethality
of our force depends on it.

Notes

1. Department of Defense, /P 3-12, Cyberspace
Operations, (Washington, DC: 2018).
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Effective Naval
Integration Starts with
Naval Education

Building a stronger blue-green team

“The changing charac-
ter of war demands we
educate and train our
Marines with the most
relevant and contem-
porary doctrine.”’
—Force Design 2030
Annual Update,
June 2023

arine Corps force mod-

ernization initiatives,

emerging concepts, and

real-world conflict and
competition have increased the demand
for closer Navy and Marine Corps in-
tegration. Integrated commands, such
as Task Force 61/2 Naval Amphibious
Forces Europe/2d MEB, have become
commonplace in FIFTH, SIXTH, and
SEVENTH FLEET task organizations,
along with experimentation of Marine
littoral regiments and MEUs supporting
naval operations, activities and invest-
ments. These commands’ operations, ac-
tivities, and investments greatly increase
the requirement that Marines under-
stand naval and joint tactics, techniques,
and procedures while also broadening
staff member vernacular and Service
cultural understanding across the Naval
Services. To clarify upfront, integration
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by Maj Daniel J. Crain

>Maj Crain is a Marine Infantry Officer currently serving as a Course Manager and
Amphibious Warfare Tactics Instructor (WTI) at Expeditionary Warfare Training
Group-Atlantic (EWTGLANT). His currentfocus is training and educating Navy and
Marine Corps staff members in amphibious operations and naval integration.

throughout the rest of this article will
refer to Navy and Marine Corps staff
members working in close coordination,
within a maritime task organization, to
facilitate sea power on behalf of their
common superior’s objectives (i.e. Joint
Force commander, Joint Force maritime
component command, FLEET com-
mander, or combined task force).2

With the increasing requirement for
naval integration, demand for education
regarding naval operations and integra-
tion has also risen. The expeditionary
warfare training groups (EWTGs) re-
ceive numerous requests for training
support and formal course offerings
from staffs ranging from Echelon VI
commands (battalions/squadrons) to
Echelon IT commands (Service compo-
nents). These requests for training and
education typically span topics ranging
from the planning process to emerging
concepts as described in Force Design
2030.3 Ultimately, commands are seek-
ing to increase their staft’s shared un-
derstanding of Service cultural differ-
ences, the synchronization of effects in
support of the FLEET and Joint Force
maritime component commander, and
overarching support to emerging con-
cepts and real-world operations, activi-
ties, and investments.

Though widely unknown across the
Marine Corps, courses exist to prepare
Marine staft members to integrate with
their Navy counterparts, but a clearly
defined staff training continuum out-
lining billet requirements does not and
thus must be codified and implemented.
Stated simply, unlike the Navy, the Ma-
rine Corps generally does not mandate
formal course attendance for staff bil-
lets. Instead, the Marine Corps relies
almost entirely on the Commandant’s
Professional Entry and Intermediate-
Level Education Boards to be the sole
educator on topics such as amphibi-
ous operations, naval integration, and
emerging naval concepts. This results in
avariety of experiences based on modal-
ity (seminar vs resident programs) and
tully disregards the enlisted ranks of
the Marine Corps.

Conversely, within the Navy, com-
manders of U.S. Fleet Forces and U.S.
Pacific fleet direct pipeline and fleet
response training plan (completion for
all carrier strike groups, expedition-
ary strike groups, amphibious ready
groups, destroyer squadrons, compos-
ite warfare commander and warfare
commander watch teams, as well as
prospective carrier strike groups/expe—
ditionary strike groups commanders).
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This training is specifically directed in
the strike group training continuum.*
Many of the courses listed within this
policy are open to Marine enrollment
and span topics related to Composite
Warfare Commander construct, fleet
organizations, amphibious doctrine,
and naval concepts such as distributed
maritime operations, littoral operations
in a contested environment, and expe-
ditionary advanced base operations.

To be clear, the Marine Corps
does recommend specific course at-
tendance for MEUs through orders
such as the “Standard Operating
Procedures (SOP) For Marine Ex-
peditionary Units (MEUs)” and the
“Marine Expeditionary Unit (MEU)
Pre-Deployment Training Program
(PTP).”> However, these orders do
not specify billet attendance, nor do
they include courses oriented toward
naval, expeditionary, or amphibious
operational education.

Formal training and education
commands, such as the EWTGs, rec-
ognize that the changing character of
war requires closer Navy and Marine
Corps integration across the discipline
of naval education. Marines assigned as
staff members must understand naval
integration and interoperability ear-
lier, but far too often this necessity is
overlooked until the commencement of
exercise planning, unit composite, or
worse still—deployment. The Marine
Corps path toward naval integration
at the staff level must start with na-
val education through formal course
completion. It should start in the class-
room where Marines learn emerging
concepts, shared doctrine, cultural
nuances, and common vernacular.

As already highlighted, a blueprint
for naval education and commander and
staffis available and actively used across
the broader Navy surface fleet. With
this in mind, the Marine Corps should
establish a standardized MAGTF com-
mand elementstaff training continuum.
This training continuum would direct
formal course requirements for individ-
ual staff members assigned to MAGTF
command elements integrating within
maritime task organization (i.e. Navy
and Marine Corps operational fleet
forces).
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“The era of near-peer and peer adversarial chal-
lenges across the spectrum of the maritime domain is
upon us, and the integrated Naval Force is preparing
to meet them. The challenges that exist when fight-
ing in the open oceans, within island chains, and into
thelittorals are causing a resurgence in tactical prow-
ess and discussion within the Navy and the Marine
Corps. The future fight dictates that both services are
undoubtedly tied to each other and the intertwined
integration needs to permeate all facets of manning,

training, and equipping.

... the changing char-
acter of war requires
closer Navy and Marine
Corps integration ...

To better educate Marines, the op-
portunity exists for the development
of a training continuum directing for-
mal course requirements for staff mem-
bers assigned to MAGTF command

elements who may integrate within a

”e

maritime task organization. Its objec-
tive should not be to dictate required
training to achieve a certain type of cer-
tification (i.e. deployment or joint task
force certification) but rather to specify
courses staff members must attend to
be most successful within an integrated
command element.

The Marine Corps, writ large,
lacks knowledge of the numerous
Navy courses and commands that ex-
ist to support the development of staft
members and prepare them for Navy-
Marine Corps integration. These for-
mal schoolhouses span the EWTGs,
tactical training groups, Surface and

Theodore Roosevelt and Makin Island Expeditionary Strike Force. (Photo by Petty Officer 3rd Class
Brandon Richardson.)
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Figure 1. (Figure provided by author.)

Mine Warfare Development Center,
Naval Aviation Warfare Development
Center, and Naval Information War-
fighting Development Center—to name
only a few. The following staft training
requirements (Figure 1.) is a proposed
starting point for further development
of such a training continuum.

Similar to the Navy’s approach,
training courses should be completed
before Marines report to their newly
assigned duty station and be scheduled
in conjunction with permanent station
change of duty orders and receive prior-
ity for quotas.” That said, completion
of courses may be influenced by many
factors such as existing prospective
educational and Service background
experience, available training time, and
the training event schedule.

As the Marine Corps returns to its
roots as an FMF and looks to integrate
more fully into a naval expeditionary
force, the EW'TGs and numerous other
schools are postured to support those
endeavors in a multitude of areas. The
personnel, experience, and training
across Navy, Marine Corps, and joint
schools are ready to meet the intent of
both the Chief of Naval Operations and
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the Commandant of the Marine Corps
force guidance. That said, knowledge
starts with awareness of what training
and educational opportunities already
exist. Implementation of a staff training
continuum allows the Marine Corps to
fully harness the expertise that is readily
accessible and better prepare MAGTFs
for integration with the Navy and the
broader Joint Force.

Notes

1. Gen David H Berger, Force Design 2030, 2023
Annual Update,(Washington, DC: June 2023).

2. Office of the Joint Chiefs of Staff, /P 3-32 Joint
Maritime Operations, Incorporating Change 1,
(Washington, DC: 2021).

3. Force Design 2030, 2023 Annual Update.

4. Commander, U.S. Fleet Forces Command,
Strike Group and Staff Tactical Training
Continuum, COMUSFLTFORCOM/COM-
PACFLTINSTRUCTION 1500.49, (Norfolk:
2022).

5. CG, II MEF, IT Marine Expeditionary Force
Order 3100.3E, (Camp Lejeune: 2018); and CG,
1 MEF, I Marine Expeditionary Force Order
3120.94, (Camp Pendleton: 2017).

6. Col T.F. Kisch, Academic Year 2024, Course
Catalog, (Norfolk: 2024).

7. Tactical Training Group, Pacific, courses
available at https://www.ttgp.navy.mil; Tacti-
cal Training Group, Atlantic, courses available
at hetps://www.csg4.usff.navy.mil/tegl; Expe-
ditionary Warfare Training Group, Pacific,
courses available at https://www.ewtgpac.navy.
mil; Expeditionary Warfare Training Group,
Atlantic, courses available at https://www.csg4.
usff.navy.mil/ewtglant; Joint Targeting School,
courses available at https://www.jcs.mil/Doc-
trine/Joint-Training/Joint-Functional-Schools/
JTS; CYBERCOM, https://www.cybercom.
mil; Surface and Mine Warfare Development
Center courses available at https://www.surf-
pac.navy.mil/nsmwdc; Naval Aviation War-
fare Development Center courses available at
https://www.airpac.navy.mil/Organization/
Naval-Aviation-Warfighting-Development-
Center; Naval Information Warfighting De-
velopment Center courses available at https://
www.navifor.usff.navy.mil/Organization/
Operational-Forces/NIWDC.

u%%wc

Marine Corps Gazette « April 2024



WALTER E. WASHINGTON CONVENTION
CENTER, WASHINGTON D.C.

APRIL 30 - MAY 2, 2024

REGISTRATION IS OPEN

350+ Exhibiting Companies,
OBJ 1 Wargaming Convention,
Briefings from Senior Leaders
and DoD Personnel, the Latest
Warfighting Innovations,

and More.

Scan the
QR Code
for More
Information

Modern Day Marine is not open to the public. All registrants must
provide proof of identity with a Government issued photographic ID
and must demonstrate that they have an “identifiable relationship”
with the Marine Corps.

MARINE GORPS
ASSOCIATION The Department of Defense, the Department of the Navy, or U.S.

\ / Marine Corps does not endorse any company, sponsor or their
products or services




IDeEAs & Issues (PME)

Educate to Win

Preparing Marines for victory in the next war

n the early hours of the next large
conflict, it will be the Marines on
the ground who will buy time for
the generals and admirals to ori-
entate to the operational picture and
begin the decision-making process.
Those Marines will be the first eyes
and ears in complex scenarios and their
ability to make informed decisions will
reverberate throughout the operational
and strategic levels. As such, it is im-
perative that we educate our Marines
from day one on how to observe, think
critically, and make educated decisions
as much as we train them how to be
strong, fast, and accurate. It will not
be enough for our aircraft mechanics,
logisticians, and infantry to only think
about their jobs. Those Marines need
to be educated enough to know how
their roles will affect grand plans and
how to derive alternate means to achieve
the why even if they are prevented from
accomplishing the standard technicali-
ties of their MOSs. Officers can provide
their commander’s intent all day, but
if their troops are not trained to think
critically, then thatintent s all but use-
less. Leaders today need to enable their
Marines to draw upon ample education-
al resources so that the Marine Corps
will be the fiercest and most intelligent
fighting force in the world tomorrow.

Buying Time with Education

The preparations that most orga-
nizations make for conflict rarely are
adequate for actual hostilities, resulting
in initially high losses of time, resources,
and manpower. Even in the best orga-
nizations, it takes time for leaders to
make the organizational and strategic
changes that are required to conduct
more effective campaigns during cha-
otic periods. These leaders can be gifted
more crucial time for analysis and re-
orientation if their troops at the tactical
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>See bio on page 52.

level are making educated decisions that
slow down and frustrate the enemy—
even if only by minutes or hours. This
concept has played out countless times
from the opening days of World War IT
where on the ingenuity of the Marine
defenders on Wake Island diverted criti-
cal Japanese resources,! to the Battle of
the Bulge where fireteam-sized pockets
of soldiers frustrated the German ad-
vance,? and to Iraq where the highly
skilled troops in the cities gave the gen-
erals time develop the successful surge
strategy.® All these scenarios, and so
many more, clearly demonstrate where
critical decision making at the tactical
level created operational and strategic
maneuver space for hard-pressed com-
manders.

If war with the People’s Republic
of China happens, the Marine Corps
in the Pacific will likely find itself out-
numbered and stretched thin, with a
small chance that anyone will accu-
rately predict the time and location
of the opening salvos.# This environ-
ment is why we must educate Marines
today and train them to think bigger
than their individual jobs. The young
Marines manning fighting positions
and airfields need to have been trained
tactically and educated formally in such
a way that they can face a myriad of
unknown situations and make deci-
sions that will gain military and po-
litical ground which will help achieve
operational and strategic goals. This
is not to say that a platoon of tacti-
cally sound doctors of philosophy
and engineering majors is going to
prevail against a technical over-match
or an enemy with superior position-
ing. But, with the complexity of mod-
ern warfare, the Marine Corps can ill

afford not to have highly educated

Wargaming, both tabletop and computer-based, are powerful tools to reinforce planning
and decision-making skills in professional military education. (Photo by PFC Samuel Ellis.)
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troops forward deployed, especially
with the ample opportunities available.

The Marines today are smarter than
at any time in the past, but so are our
adversaries.5 It is imperative for every
leader in the Marine Corps to person-
ally seek out more education for them-
selves and encourage their troops to go
above and beyond required professional
military education (PME), MarineNet
courses, and the Commandant’s Pro-
tessional Reading List. Noncommis-
sioned officers and junior officers need
to carve out time from busy workloads
and workups to allow their Marines
the maneuver space to expand their
knowledge and cognitive abilities. Staff
noncommissioned officers and senior
officers need to make additional edu-
cation a requirement for those same
noncommissioned officers and junior
officers. There is no reason why a ser-
geant on his third deployment or work-
ing twelve-hour shifts, six days a week
is earning a degree while other Marines
are working standard hours and just
biding time until they rotate.® Leader-
ship needs to be engaged to ensure that
every Marine’s mental capacity is being
expanded as rigorously as their physical
capacity is.

Professional Military Education
The Marine Corps should also re-
examine how it requires and delivers
PME—especially for its officers. There
is significant value in the Marine Corps
PME program, ensuring that Marines
of similar grades have a base knowledge
of staff skills and operational planning,
but the nearly zero-sum game of being
PME complete for the next promotion
should have more latitude. It makes lit-
tle sense for an infantry officer with suf-
ficient time in line companies, on staffs,
and with a Master of International Rela-
tions to be passed over for not having
their PME complete. It makes even less
sense to have a limited duty officer with
an exceptional resume and bachelor’s
and master’s engineering degrees de-
vote even more of their precious time
to learning materials that may not make
them a better officer in their field. By no
means should the Marine Corps scrap
the PME program, but there should be
better means for determining if a Ma-
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rine should have a level of PME waived
or be given a much-reduced version of
a PME program. There may simply be
cases where more educated and experi-
enced people are being pushed to the
side because they didn’t conform to the
organization’s educational norms.

The Marine Corps needs the bulk
of its personnel synchronized in its
warfighting methods to ensure that it
can deliver proper mass at the point of
attack at the correct time, and this is
where PME comes into play. However,
the Marine Corps also needs a cadre of
Marines who have achieved academic
success outside of the Service’s approved
programs to ensure fresh ideas are cul-
tivated. Is the institution really harmed
if that cadre does not have one level of
PME in a few cases? If a Marine wishes
to pursue a program on their own and
they have the requisite professional ex-
perience, then the institution should
allow them a pass on PME and embrace
their cognitive growth. BGen Forrest
Poole said it best when he encouraged
the 2023-2024 Commandant’s Fel-
lows and Marine Corps War College
students to change the way that they
think, to take electives on subjects they
know nothing about, because the Ma-
rine Corps needs them to think differ-
ently to win the next war.”

The push for a fully educated force,
whether it be through PME or civil-
ian education has proven time and time
again to be a game changer for the Ma-
rine Corps.8 At any given time, the Ma-
rine Corps has about one-third of its
complement in a school and it pulls a
large percentage of its officers out of
the fleet completely for a year (or more)
of further education.? This education
has paid dividends for the Marine
Corps from its officers drawing on
their Army!? and Navy War College!!
lessons in World War 1,12 to Marines
in World War II using automotive me-
chanical skills to conduct hasty aircraft
repair,!3 up to enlisted Marines using
engineering,'#law enforcement, medi-
cal, and many other types of learned
civilian skills in Iraq and Afghanistan
to enhance stabilization operations.!®
The question is then, if education is
of known value, how do we get the
other two-thirds of the Marine Corps

to continue their education while also
carrying out their primary assignments?

Educational Options

This article would never argue that
any Marine should neglect their pri-
mary assignments for additional edu-
cation. However, if all levels of leader-
ship embraced educating the full force,
time could be found without cutting
into a Marine’s performance or their
liberty. Universities such as American
Military University and Troy Uni-
versity (just two examples of many)
have short semesters, flexible class
schedules, and only charge tuition as-
sistance while offering a wide array of
traditional courses.!® Embry-Riddle
Aeronautical University Worldwide
and Sonoran Desert Institute have
similar setups while offering unique
degrees in acronautics (maintenance,
airfield management, metrology, etc.)
and firearms science (gunsmithing
and ballistics); knowledge that could
be useful for Marines who must deal
with unforeseen scenarios in future op-
erations.l” These civilian universities
have designed many of their programs
so that service members can further
their educations in a moderately paced
fashion and within normal fiscal means.
Another option for a minimally intru-
sive educational experience is Sophia
Learning. This organization charges
99 dollars per month and offers over
50 college courses that students can
complete at their own pace.!® Sophia
Learning provides the students with all
the materials and course requirements
while leaving the rest to the student’s
discretion and timeline. When the stu-
dent has gotten as far as they want to
go with Sophia Learning, their credits
transfer to any number of civilian col-
leges for degree completion. With these
options, there is little reason why lead-
ers could not encourage and assist their
Marines in furthering their education.

U.S. Naval Community College and
the Air University’s Online Master’s
Program are two free options for Ma-
rines to achieve a higher level of educa-
tion while also staying in the profes-
sional education realm. The U.S. Naval
Community College was developed in
partnership with several civilian univer-
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sities to allow enlisted service members
a flexible means to achieve an associate
degree. The degrees that this unique or-
ganization offers cover areas such as nu-
clear science, cyber, leadership, aviation
maintenance, and logistics while also
providing an impressive curriculum
of professional naval education.!® The
credits earned here are also transferable
so that enlisted service members can go
on to achieve their bachelor’s at other
institutions if they so wish. The Air
University’s Online Master Program
offers senior O-3 and O-4 officers the
option of earning a Master of Military
Operational Art and Science with con-
centrations in nuclear weapons, leader-
ship, or operational warfare while also
earning credits for traditional profes-
sional military education and joint
professional military education phase
1. This program is highly challeng-
ing while offering a delivery method
comparable to Marine Corps Univer-
sity distance education programs and
other civilian universities.?? Taking that
program before or after Marine Corps
Command and Staff College gives offi-
cers unique views into how each branch
views the same level of warfighting and
presents officers with new ways of ap-
proaching problem sets. Both, the U.S.
Naval Community College and the Air
University’s Online Master’s Program
will ensure that our fleet Marines have
access to free, flexible, and highly valu-
able educations while they continue to
learn their primary jobs and conduct
operations.

A final means of using education
to ensure that the Marine Corps is
prepared for the next conflict is with
SkillBridge. This program allows ser-
vice members to be granted up to 180
days of permissive duty to focus solely
on training full-time with approved
industry partners. Many see this as a
program to just thank service members
for their dedication by allowing them
to have a fully paid internship for the
final months of their contract.?! Where-
as some commands may see this as a
burden since the Marine’s billet is left
empty until their actual end of active
service date, neither perspective articu-
lates three critical warfighting effects
that SkillBridge provides.
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The most direct benefit of Skill-
Bridge is to allow the Marine several
dedicated months to learn a new skill set
on the military’s dime and time. Many,
if not most, of these service members
will transition to Inactive Ready Re-
serve or the Retired Reserves. In case
of alarge war, it will be these reservists
with their newly acquired civilian skills
who will bolster the active ranks. The
second way SkillBridge will support
future combat operations is through
recruiting. These Marines who get to
participate in SkillBridge will have a
great opportunity granted them during
their final active months. This oppor-
tunity will likely leave a positive view
of their time in service while also help-
ing them to be successful in the civilian
world. These successful veterans will
reflect positively on the Marine Corps
and will be seen by potential recruits
who may desire to emulate their success.
Additionally, successtul veterans with a
positive view of the Marine Corps may
suggest enlistment to quality citizens
they encounter in civilian life. The fi-
nal means by which this program will
help gain battlefield success is through
morale. Young Marines will see the Ma-
rines before them be rewarded for their
service with a fully funded internship of
their choosing. This will demonstrate to
the young Marines that their leadership
and the Marine Corps appreciate the
stress that they had gone through over
their contract. A Marine who knows
their work is appreciated is more likely
to work harder, train better, and fight
tougher. SkillBridge is nota drainina
unit’s staffing goal; rather, itis an invest-
ment into the Marine Corps fighting
ability in the future.

Conclusion

Education alone will not win the
next war. The Marine Corps needs
people who are physically fit, disci-
plined, and highly trained in their pri-
mary fields and in basic Marine skills.
However, the same Marines are likely
to be dispersed and partially isolated in
the opening stages of any war with the
People’s Republic of China. We need as
many of these Marines to be educated
and able to think of solutions to prob-
lems as they appear with only their wits

and the resources at hand. The Marine
Corps spirit and highly educated Ma-
rines will buy time for the Joint Force to
enact the plans that will lead the Nation
to success in any conflict.

Just imagine a small unit of Ma-
rines assigned to defend and operate a
remote forward arming and refueling
point airfield in the first island chain.
You may have a Marine who has studied
the dicey cultural history between the
United States and the islands’ native
population, another who has a degree
in airfield operations, another with a
gunsmithing degree, a reservist who is
a fully experienced engineer, and sev-
eral with working knowledge of part-
ner services communication styles and
cultures. This unit could accomplish
amazing feats with just the knowledge
and skills that their Marines bring to the
table. The potential is endless for what
the Corps could accomplish if most of
its Marines were educated with the vast
opportunities available to them while
on active duty if only encouraged and
provided the opportunities to do so.
This effort just takes buy-in from the
leaders of those Marines.
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Khalkin Gol War

Expeditionary operations in remote locations

common situation in

warfare is conducting ex-

peditionary operations in

regions beyond regular lo-
gistical support. This situation is cov-
ered in Decision Games Khalkin Gol
War in World at War issue #95.

The historical background for the
game goes back to the summer of 1939
when the Soviet Union and Japanese
Empire were technically at peace. In
May, there was a clash between their
respective forces at the Khalkin Gol
River on the ill-defined border be-
tween Japanese-occupied Manchuria
and Soviet-dominated Outer Mongolia.

The bigger picture was that the
Japanese were fighting an undeclared
war with the Republic of China. Mos-
cow sided with the Chinese largely to
maintain the balance of power in East
Asia and saw the clash at Khalkin Gol
asa chance to gain a victory that would
give the Japanese second thoughts about
moving into Mongolia.

At this time, Manchuria (or Man-
chukuo as the Japanese termed it, mean-
ing empire of Manchuria) was a major
possession of Tokyo and the base for
the Japanese Kwantung Army whose
leaders had their own policy, which
included further expansion toward
Inner Asia. (Incidentally, the Japanese
referred to the fighting here as an inci-
dent to avoid the international diplo-
matic implications of declaring war.)

In any event, the clash at Khalkin
Gol escalated into a series of moderately
sized battles as both sides reinforced
the frontier: the Japanese with more
Kwantung units as well as Manchu-
kuoan and Inner Mongolian forces, the
Soviets with their Far East Red Army
and Outer Mongolian formations.
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by Mr. Joseph Miranda

>Mr. Miranda s a prolificboard wargame designer as well as being the
past editor of both Strategy & Tactics and Modern War magazines. His
designs include a wide range of topics from the classical era to the near
future and have covered combined-arms, low-intensity conflict, and
hybrid operations. He is a former Army Officer and has conducted nu-
merous professional seminars on modeling and simulation. Mr. Miranda
has also authored several Decision Games special interest publications
to include an upcoming issue on the First Indochina War.

The fighting around Khalkin Gol
continued over the summer—with nei-
ther side gaining an immediate deci-
sion (and is also known as the Battle of
Nomonhan after a nearby village). The
Soviet Red Army had superior numbers
of light tanks and armored cars. The
Japanese Army Air Force had the edge
in the skies, while their Army infantry
possessed superior tactical skills.

Providing additional difficulties was
the logistical situation. Both the Soviet
and Japanese armies were operating at
the end of extreme lines of communica-
tions. The main battlefield lacked rail
connections back to friendly bases,
while the road net was inadequate—to
say the least.

Finally, the Kremlin placed Gen
Georgy Zhukov in charge of the
Khalkin Gol front. Zhukov carefully
built up hislogistical system, employing
truck convoys to move men and supplies
forward while the Red Air Force chal-
lenged the Japanese in the skies. On 20
August 1939, Zhukov launched a corps-
sized mechanized assault, exploiting the
maneuverability and shock effect of Red
Army tanks. The Japanese, command-
ed by Gen Michitaro Komatsubura,
fought hard but could not deal with
the Soviet armor. In mid-September,

the Japanese high command in Tokyo

agreed to a ceasefire, and the Khalkin
Gol Incident was resolved with a border
change in favor of Moscow.

Nonetheless, there were officers
within the Kwantung command who
wanted to continue the fight, moving
up reinforcements to Khalkin Gol
from other parts of Manchukuo in
an attempt to gain a victory on the far
Mongolian frontier. Their proposal
was flatly turned down by Tokyo, but
what if they had gotten their way and
the Khalkin Gol incident had turned
into a full-scale war? That is the topic
of the game which models campaigning
in a remote theater of operations.

Campaign on the Steppes

The Khalkin Gol game map shows
the military geography of the theater
of operations including western Outer
Mongolia, Manchukuo, Menjiang (Jap-
anese-controlled Inner Mongolia), and
bordering regions of the Soviet Union
to the north. Most of the terrain is wide
open steppe or desert, with intervening
marshes. Some ranges of hills and low
mountains run along the periphery,
making for a sort of arena. Several small
rivers bisect the map.

Communications are via a network
of roads and trails (the term roads is used
rather loosely here, these being mainly
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improved tracks). There is a rail line run-
ning from Manchukuo to the Soviet
Union but none in the Mongolias where
most of the fighting will take place.
Control of roads is important because
this enhances ground unit mobility. It
also makes possession of junctions vital
as a way to switch forces laterally.

There is an unbuilt railroad follow-
ing a course from the Soviet town of
Borzya (on a spur of the Trans-Siberian
Railroad) to Tamsag Bulak in Outer
Mongolia near Nomonhan. The Soviets
can build this railroad in the course of
ascenario by expending supply. While
this construction can take the course
of the campaign, it pays off in the long
run by providing the ability for the
Red Army to rapidly move its units
and supply forward. Soviet victory in
battle hinges on the buildup of theater
infrastructure.

Logistics are a major part of the
game. Players can mobilize supply units
which they can then use to support op-
erations. The game uses a multi-impulse
sequence of play. Normally, each unit
can move and attack only once per turn.
But if the player expends supply, units
within alogistical radius can take a sec-
ond impulse during the turn. If you set
up your logistics properly, your forces
can conduct sweeping maneuvers and
big breakthroughs. This requires plan-
ning a turn ahead to get supply units
into position and get back to controlling
lines of communications.

Aerodromes are on the map (the
circled infinity symbols). These are vital
because they are used to base air units
which can then fly missions. It is here
where the Japanese have an edge because
their air units have longer ranges than
their Soviet foes. The range factor takes
into account both aircraft fuel capac-
ity and doctrinal factors. The Japanese
were trained up for long-range opera-
tions whereas the Red Air Force at this
time was oriented toward close support
missions. (This is a way to place both
material and non-material factors into
a single game function.)

There are three air missions: air su-
periority (to attack enemy air units in
aerodromes), ground attack (to attack
enemy ground units, especially enemy
supply units), and close air support (to
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enhance friendly combat forces engaged
with the enemy). Airstrikes are vital be-
cause they are a way to project combat
power forward in areas where it can be
otherwise difficult for ground units to
operate. The vertical dimension over-
comes groundbased limitations. The
Japanese also have an air supply group
that can provide logistics support to
units that would be otherwise cut off
by outrunning their lines of commu-
nications.

There is no interception of incoming
airstrikes owing to a lack of air warning
systems and operating in a pre-radar
environment. Thus, airpower is mainly
an instrument of offensive warfare. This
gets back to the game strategy. Ground
forces seize aecrodromes to move air units
forward and then conduct airstrikes to
enhance further offensive operations.

The game map also shows major
objectives (red stars), largely towns
important for military and political

Japanese assault on Nomonhan. Japanese 7th Division (green units) makes a
frontal attack on Nomonhan village which is held by two Soviet regiments (brown
units). Japanese are supported by a supply unit (which can be expended to pro-
vide an attack bonus) and two airstrikes based on the Hailar aerodrome. Soviet
north flank is secured by a mechanized cavalry brigade and their south flank

by Inner Mongolian cavalry (orange units). Japanese north flank is secured by
Manchukuoan cavalry (blue) and the south by an armored cavalry regiment.
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reasons. The village of Nomonhan is
a major objective because it was a cen-
ter for the border conflict which led to
the Khalkin Gol campaign in the first
place. Other objectives include towns
that were logistical and transportation
centers (such as the aforementioned
Tamsag Bulak). Essentially, players are
fighting to gain a dominant position in
the theater which can then be translated
into a later negotiated settlement on
your side’s terms.

There are other ways to project pow-
er. One is by unconventional warfare.
Players can dispatch agents and attempt
to convert them into partisans thatare
useful for operating in the enemy rear
area. The agent and partisan units are
named after various intelligence orga-
nizations and fronts that participated
in the original campaign. It is all part
of joint operations in a campaign on
a far frontier of the emerging Second

World War. )
us{Fvic

Zhukov builds a railroad. Japanese
vanguard has advanced westwards out of
range of its groundbased supply system.
The Japanese air supply group provides
support to the armored cavalry regiment.
Meanwhile, Gen Zhukov has used the Far
East Military District engineers to push
the Soviet railroad as far as Bain Tuman
which serves as the forward supply point.
The main Soviet jumping-off point is

the town of Borzya across the border

in the Soviet Union. There, a Red Army
tank brigade and another supply unit
prepatre to rail up to the front. The Red
Army armored train provides security
against Japanese-controlled Menjiang
partisans (green unit) attempting to

cut Soviet lines of communications.
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° KHALKIN-GOLWAR is an operational-level, two-player wargame covering a “what
wonl.n ’"‘“"‘”‘“"""W‘"" vy if” Japanese-Soviet war in Mongolia in 1939. The historical campaign saw a series
at WAB Daseipin—| T usipon—| Aot S of limited actions in the late spring and early summer of 1939 along the Khalka River
L S (Khalkin Gol) on the Manchukuoan/Quter Mongolian border. The campaign ended in a
corps-level battle in August 1939 in which the Soviets decisively defeated the Japanese
KHALK'N GOL and produced a cease-fire between the two antagonists. The assumption of the game
is that both Tokyo and Moscow decided instead to turn this into a full-scale war.
Each turn of play represents a month of operations. Each hex on the map is ap-
proximately 30 kilometers across. Ground units are mostly built around divisions, with
breakdowns into brigades and regiments. Air units represent anything from an elite
squadron to a mediocre group.

@}

W
]
=

Xy

L8]
]
-

e
'
w

. D-Day at Saipan is a solitaire game that
Hlz D-D ol simulates the first five days (15 to 19 June
o  mcomm AT i 1944) of the US invasion and conquest of
s R R R - % the island of Saipan. Despite heavy resis-

' === TR : : 3 L tance, over 8,000 Marines of the 2nd and

| _ |=H —_— T ' & r 4th Marine Divisions managed to reach

= D——— ' s " the shore that first morning and by the end

itk s of the day approximately 20,000 men had

established a beachhead, despite having
suffered over 2,000 casualties. Over the
next five days the Marines were joined by
the Army’s 27th Infantry Division and be-
gan pushing inland toward Aslito Airfield
and Japanese forces in the southern and
central parts of the island. Conquest of the
island provided a secure base that put the
Japanese home islands within range of
B-29 bombers.

ORDER ONLINE: decisiongames.com/wpsite/mcaf
Bulk orders please call 661-679-6821




Books

Active Measures

reviewed by Capt Ayesha Ahmad

homas Rid’s 2020 released
book is a rare combination
of an interesting spy adven-
ture and standard history
textbook. Rid uniquely interweaves
large historical events with the stories
of individuals, agencies, governments,
and leaders. As a leading expert in the
field of information technology con-
flict, Rid reinforces the importance of
understanding the information envi-
ronment as it continues to influence
strategic decisions. Active Measures:
The Secret History of Disinformation
and Political Warfare can serve as the
foundation for understanding today’s
dynamic operational environment
and is therefore worth a read for all
Marines.
Thomas Rid begins his work with
a quick introduction to the nature of
information and influence. He then
defines for the reader the purpose of
disinformation as “exacerbation [e]
existing tensions and contradictions
within the adversary’s body politic, by
leveraging fact, fakes, and ideally a dis-
orienting mix of both.” While simul-
taneously providing three distinctive
elements to define active measures,
“[active measures] are not spontane-
ous lies by politicians, but the me-
thodical output of large bureaucracies
... contain an element of disinforma-
tion ... is always directed toward an
end, usually to weaken the target ad-
versary,” Rid subsequently sections
the book into historical periods cover-
ing 1921-2017. In each section, Rid
illustrates the political environment
of the time, detailing both the physi-
cal and emotional nature of the peo-
ple and their leaders. He then weaves
in the active measure tactics used by
opposing and friendly governments,
analyzing each one’s flaws and suc-
cesses. Rid concludes his book with a
relevant and current analysis of truth,
its nature, and its relations to both an
individual and society, ultimately pro-
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>Capt Ahmad is an Air Support
Control Officer deployed in support
of JTF MATTHEW with the 24 MEU,
commanded Air Support Company,
Marine Air Support Squadron 1,
and is a qualified Weapons and
Tactics Instructor. She is currently
a candidate for MS in Information
Warfare Systems Engineering from
the Naval Postgraduate School.

viding one answer to the philosophi-
cal question: what is truth?

The world is evolving at a rapid rate
due to technological advances in in-
formation sharing. It is therefore criti-
cal every professional warfighter has a
basic understanding of the current in-
formation environment and its mod-

Active Measures ... pro-
vides a unique lens to
view the last century by
linking political objec-
tives with tactical em-
ployment strategies.

ern history. MCDP 1 suggests that
the nature of warfare does not change;
rather, the means of warfare evolve
with human advances. In the Digital
Age, information—and its propaga-
tion—has become a weapon. It is with
that recognition the Marine Corps
updated its doctrine to add informa-
tion as the seventh warfighting func-
tion with MCBULL 5400—pub-
lished in 2019. This addition indicates
the information domain is critical
to current and future engagements.
Its integration and understanding
by all must therefore be on par with

ACTIVE MEASURES: The Secret
History of Disinformation and
Political Warfare. By Thomas
Rid. New York, NY: Profile
Books, 2020.

ISBN: 9780374718657, 488 pp.

fires and sustainment. Like in many
endeavors to gain a complete under-
standing, history provides the most
obvious starting point. Active Mea-
sures is the place to start. It provides
a unique lens to view the last century
by linking political objectives with
tactical employment strategies. It pro-
vides a foundational understanding
through historical examples of disin-
formation tactics and insight into the
philosophical question of what truth
is. Other suggested readings on this
topic includes Hoodwinking Hitler by
William B. Breuer and Rid’s full pub-
lished works.

usgimc
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Books

Commandos

reviewed by MajGen Ted Hopgood

he exciting and riveting ac-

tions of this outstanding

book are told in a remark-

ably clear and inspiring
fashion!

The author, Col Camp, spent his
26-year active duty career either train-
ing for combat or actually leading
men in battle. He knows well of what
he writes as he spent his career at or
near the tip of the spear. His portrayal
of the unique personalities and skills
that combine to make an elite fighting
force are both clear and entertaining.
Each well-described training evolu-
tion is graphically described and will
stimulate either memories or awe,
usually both! An example of the real-
ism that bleeds from every page is the
hand-to-hand combat instructor, Maj
William Fairbairn. This instructor,
who developed the Fairbairn-Sykes
Commando Dagger which is still in
use today, teaches either win the fight
or die.

In June 1942, two U.S. Marines
were ordered to detach from the 1st
Raider Battalion and report to the
British Army for commando train-
ing. Capt Jim Cain and GySgt Leland
Montgomery, along with a soon-to-
be-reduced group of British soldiers,
are welcomed to the commandos with
a “little stroll.” The seven-mile forced
march from their arriving train stop
to their new home, the Commando
Basic Training Center at Achnacarry,
located in the rugged highlands of
Northwest Scotland, is an attention-
getter as well as an accurate pacesetter
for the unrelenting training and com-
bat action that rapidly ensue.

The traditional and never-to-be-
forgotten introductory  greeting,
which gains immediate control over
the trainees, will ring true to every
former recruit and officer candidate.
“By the time you complete training,
you will belong to the finest troops
in this war, the commandos. When
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>MajGen Hopgood is a retired Ma-
rine Corps Officer.

the time comes for you to face the
Hun and he sees the determined
glint in your eyes and the cold steel
of your bayonet, he’ll drop his rifle
and run like the hounds of hell are
after him!” This brief but pointed
“welcome aboard” is delivered by the
6-foot-6 Commando colour sergeant
who greets the new trainees from be-
hind his beautifully waxed handlebar
mustache, extending inches on either
side of his mouth. Readers will ob-
serve Colour Sergeant Angus Bourne
throughout this compelling story.
Bourne is the epitome of British mili-
tary excellence, and as his aspiring
commandos will soon learn, he is “as
tough as woodpecker lips!”

The delivery of pithy instruc-
tion and the exchange of humorous
dialogue between all the trainees and
their rock-hard training staff make
this book so much more entertaining
than just a bland after-action report.
Of course, our two U.S. Marines

RICHARD CAMP

COMMANDOS

SET EUROPE ABLAZE

<A ’ & E" _I

COMMANDOQS: Set Europe
Ablaze. By Richard D. Camp.
Philadelphia, PA: Casemate
2021.

ISBN: 978-1636240084, 237 pp.

from the commando trainees are ex-
pertly explained by the author with
fast-moving accuracy.

Colour Sergeant Bourne not only
leads the trainees, now designated
as Commando 62, but he also joins
it! Never at a loss for words or giving
sound advice, his guidance, delivered
daily, will soon prove its worth on the

An example of the realism that bleeds from every
page is the hand-to-hand combat instructor, Maj Wil-
liam Fairbairn. This instructor ... teaches either win

the fight or die.

are quick to give out as much guff as
they receive! Never to be out-done,
outshot, or out-marched, the skipper
(Capt Cain) and the gunny (GySgt
Montgomery) quickly join their new
mates in their competitive and de-
manding training evolutions. The all-
out effort and combat skills required

big line. “After seven weeks when we
leave here, you will be exceptionally
skilled killers. Our training includes
small arms explosives, field craft, map-
reading, field problems, and physi-
cal exercise.” The commando school
standard is a seven-mile march with
packs and rifles in one hour.
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No safety nets are used to ease
the challenges of the Tarzan Course
(ropes and trees) or when abseiling
(rappelling down a cliff). As team
morale builds and the difficulty
of training increases, trainees who
might have a liability, such as fear of
height, are slowly coached through
the requirement but then must com-
plete the challenge at full speed. Com-
mando training is not pass/fail. It is
“pass” fully or report back to your
unit. There are no participation med-
als.

A live-fire training raid near the
end of their seven-week instruction
cycle is interrupted with orders to re-
turn to base. A real mission, critical to
the war effort, is assigned to 62 Com-
mando. A fourteen-man commando
raiding party, with Capt Cain in the
lead boat and GySgt Montgomery and
Colour Sergeant Bourne in the second
craft, is assigned to land on a Channel
Island occupied by a German FREYA

Books

surveillance radar station. The com-
mandos are ordered to destroy the ra-
dar site, capture a radar operator, and
bring back key radar components.

The execution of this demand-
ing and dangerous raid is exception-
ally well-described by Camp. The
close-quarter fighting is not without
friendly casualties. Readers will feel
like they are members of the raiding
party and experience the fear and ex-
citement of close, personal combat.
Part IV of this captivating story is the
harrowing return of the now blood-
ied 62 Commando to its launch point
at the Portsmouth Naval Base. With
torpedoes and direct fire delivered by
the thoroughly aroused German Na-
val forces landing amongst the boats
carrying the Commando 62 team, the
author describes the perilous night-
time ocean battle with non-stop, ev-
ery-page excitement.

This book has it all! Readers will

sweat through difhicult training, ex-

perience vivid and heroic combat,
and even smile over a bit of mild ro-
mance for the skipper. Enhancing the
genuine feel of this expertly crafted
book are cameo appearances by both
Churchill and Lord Mountbatten.
And, to further pique interest, Lo-
reena McNeal, a captivating Scottish
Lassie, and Capt Cain, the dashing
Yank, share a mutual attraction but
the war keeps them separated, or does
it? Nonetheless and fortunately, Lo-
reena is assigned to the Cabinet War
Room in London where she becomes
privy (as is the reader) to the comman-
do raid and its uncertain outcome!

usgvic

IPCOMING VIRTUAL EVENTS T0 SUPPORT TODAY'S MARINES

IT'S NOT TOO LATE!

Join our Shores of Tripoli 20 virtual run! The second line of the Marines' Hymn,
“to the shores of Tripoli,’ pays tribute to the Battle of Derna where Marines fought in
their first battle abroad and received the nickname “Leatherneck'

On April 27, 2024, run, walk, row or bike 20 kilometers (12.4 miles) to honor the
original Leathernecks. Text shoresoftripoli to 41444 to register.

ARINE CORPS

aion | FARN-MORE ABOUT UPCOMING- EVENTS AT
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SAVE THE DATE!

The Marine Corps Association Foundation's 2024 Giving Day will be held on

June 11, 2024.

This day long fundraising campaign will bring together Marines, families and
friends of the Corps to raise funds for the Foundation’s mission of supporting
Today's Marines and enhancing their professional development.

MCA-MARINES.ORG/EVENTS
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Upcoming 2024 Monthly Themes

June Edition
Author drafts due: NLT March 20, 2024

July Edition

Author drafts due: NLT April 17, 2024

August Edition
Author drafts due: NLT May 15, 2024

September Edition
Author drafts due: NLT June 20, 2024

October Edition

Theme: MCISRE
Author drafts due: NLT July 17, 2024
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Editorial Policy

Our basic policy is to fulfill the stated purpose of the Marine Corps Gazette by providing
a forum for open discussion and a free exchange of ideas relating to the U.S. Marine Corps and
military and national defense issues, particularly as they affect the Corps. Material submitted for
publication is accepted or rejected based on the assessment of the Editor-in Chief. The Gazerte
provides a platform for fact-based discussion and welcomes both content written by Marines
as part of their official duties and content written independently by Marines and the public.
Professional ethics, copyright law and ease of reading demand that writers provide the sources
of direct quotations and paraphrases. Assertions of fact that are not common knowledge and
cannot be easily checked must be supported with a verifiable source.

The Board of Governors of the Marine Corps Association has given the authority to
approve manuscripts for publication to the Editor-in-Chief. The Editorial Advisory Panel
judges all Gazerte writing contests. Editorial Advisory Panel members are listed on the Gazerte’s
masthead in each issue. The panel represents a cross section of Marines by occupational
specialty, professional experience, age, rank, and gender. A simple majority rules in its decisions.
Corrections and retractions can be published on the Gazerte webpage within two working days
and normally appear in the next available print edition of the magazine.

Writers’ Guidelines

The Gazette welcomes material in the following categories:
* Commentary on Published Material: The best commentary can be made on the
Gazette’s LinkedIn® page.
* Letters to the Editor: Limit to 300 words or less and DOUBLE SPACED. Email
submissions to gazette@mca-marines.org. Letters are an excellent way to correct
factual mistakes, reinforce ideas, outline opposing points of view, identify problems,
and suggest factors or important considerations that have been overlooked in previous
Gazette articles.
* Feature Articles: Normally 2,000 to 5,000 words, dealing with topics of major
significance. Manuscripts should be DOUBLE SPACED. Ideas must be backed up by
hard facts and evidence presented to support logical conclusions. In the case of articles
that criticize, constructive suggestions are sought. Footnotes are required for direct
quotations, and paraphrasing. Use the Chicago Manual of Style for all footnotes and
citations. A list of all source materials used is required, to include bibliography, journal
articles, and interviews.
* Ideas & Issues: Short articles, normally 750 to 1,500 words. This section can include
the full gamut of professional topics so long as treatment of the subject is brief and
concise. Again, DOUBLE SPACE all manuscripts.
* Book Reviews: Prefer 300 to 750 words and DOUBLE SPACED. Book reviews should
answer the question: “This book is worth a Marine’s time to read because ...” Please
be sure to include the book’s author, publisher (including city), year of publication,
number of pages, and the cost of the book.

Timeline: We aim to respond to your submission within 45 days; please do not query until
that time has passed. If your submission is accepted for publication, please keep in mind that
we schedule our line-up four to six months in advance, that we align our subject matter to
specific monthly themes, and that we have limited space available. However, we will do our
best to publish your article as soon as possible, and the Gazette staff will contact you once your
article is slated. If you prefer to have your article published online, please let us know upon its
acceptance.

Submissions: Email articles as an attachment to gazette@mca-marines.org. Save in Microsoft
Word format, DOUBLE SPACED, Times New Roman font, 12 point. Photographs and
illustrations must be in the public domain or the author’s original work. Specify the source.
In the case of copyrighted images, proof of permission/license to use must be provided by the
author. The Defense Visual Information Distribution Service (DVIDS) and unit/installation
combat camera sections are the best sources of public domain photographs. Photographs must
be in high resolution native files TIFF, JPEG, or PNG format (300 dpi) and not embedded in
the Word document. Please attach photos and illustrations separately. (You may indicate in the
text of the article where the illustrations are to be placed.) One sentence captions are welcome.
Include the author’s full name, mailing address, telephone number, and email addresses—both
military and commercial if available. Any queries may be directed to the editorial staff by calling
(703) 640-0180.
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Ensure readiness with
Skydio Al-powered drones

It takes every member of the Marine Corps, working together, to deter and win
conflict. With world-leading artificial intelligence capabilities, Skydio drones are
force multipliers that create effective human-machine teams across the Corps.

Generating tactical
advantages downrange

See the enemy first. Skydio drones deliver
organic and real-time intelligence,
surveillance, and reconnaissance (ISR),
empowering field units and command staff
with actionable insights. Navigating complex
environments autonomously, these small,
uncrewed aerial systems (SUAS) generate
asymmetric situational awareness advantages
with minimal cognitive load for operators.

Ensuring ship and aircraft
readiness

Maintain asset health. Skydio drones
streamline the inspection of ships and assets,
reaching areas that are otherwise inaccessible
or hazardous. With high-resolution imaging and
3D modeling capabilities, drones identify
potential issues before they become
operational setbacks, ensuring that the Marine
Corps remains battle-ready at all times.

Protecting personnel at
bases and installations

Secure your perimeter. Skydio drones bolster
base security by providing continuous
surveillance and rapid response capabilities.
Autonomous patrols detect threats with both
visual and thermal cameras, without putting
personnel at risk, creating a security posture
that deters adversaries and protects Marines.

The future operating environment is now.

Agility, efficiency, and readiness are critical.

Skydio is standing by to serve you.

Learn more at skydio.com/solutions/defense



&€ PERSISTENT SYSTEMS [ | il
g

NETWORKING
THE BATTLEFIELD

An all-domain multi-mission TRL 9 solution
approved for use on USMC networks

PERSISTENTSYSTEMS.COM



	MCG0424_COV1_R1
	MCG0424_COV2
	MCG0424_01_R1
	MCG0424_02
	MCG0424_04_R1
	MCG0424_06
	MCG0424_07
	MCG0424_08
	MCG0424_09
	MCG0424_10
	MCG0424_11
	MCG0424_12
	MCG0424_14
	MCG0424_15
	MCG0424_16
	MCG0424_17_R1
	MCG0424_18
	MCG0424_19_R1
	MCG0424_20_R1
	MCG0424_21
	MCG0424_22
	MCG0424_24_R2
	MCG0424_25
	MCG0424_26_R1
	MCG0424_28_R1
	MCG0424_29
	MCG0424_30
	MCG0424_31_R2
	MCG0424_32
	MCG0424_33
	MCG0424_34
	MCG0424_35
	MCG0424_36
	MCG0424_38_R3
	MCG0424_39
	MCG0424_40
	MCG0424_41_R1
	MCG0424_42
	MCG0424_44
	MCG0424_45
	MCG0424_46
	MCG0424_47_R1
	MCG0424_48
	MCG0424_49
	MCG0424_50
	MCG0424_51
	MCG0424_52
	MCG0424_53
	MCG0424_54
	MCG0424_55
	MCG0424_56_R1
	MCG0424_57
	MCG0424_58
	MCG0424_59
	MCG0424_60
	MCG0424_62
	MCG0424_63
	MCG0424_64
	MCG0424_65
	MCG0424_66
	MCG0424_68_R1
	MCG0424_70
	MCG0424_71
	MCG0424_72
	MCG0424_73
	MCG0424_74_R1
	MCG0424_75
	MCG0424_76
	MCG0424_77
	MCG0424_78_R1
	MCG0424_80
	MCG0424_82
	MCG0424_84
	MCG0424_86
	MCG0424_87
	MCG0424_88
	MCG0424_90_R1
	MCG0424_91
	MCG0424_92
	MCG0424_94
	MCG0424_95
	MCG0424_98
	MCG0424_100_R1
	MCG0424_104_R1
	MCG0424_COV3
	MCG0424_COV4



