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Ideas & Issues (MCISRE/OIE)

Failed domestic policies and strat-
egies have allowed the cyber-
space warfighting domain to be 
increasingly, if not wholly, reli-

ant on foreign supply chains—mainly 
from China. This article evaluates the 
President’s National Cyber Strategy of 
2018, conducts an analysis of the cyber-
space supply chain’s threats and dangers, 
and makes recommendations on secur-
ing the cyberspace domain. 

Failed and Failing Strategy
	 The President’s National Cyber Strat-
egy of 2018 addresses many of the se-
curity concerns that the DOD and the 
United States face as a whole. Still, it 
only briefly identifies and, for the most 
part, glosses over the United States’ 
most critical vulnerability: reliance on 
foreign hardware manufacturing from 
China. The strategy states explicitly 
that it will promote an adaptable, sus-
tainable, and secure technology supply 
chain that supports security based on 
best practices and standards.1 However, 
it fails to identify and address U.S. reli-
ance on foreign hardware acquisitions 
and procurements. Chinese hardware 
at the microelectronic component level 
through complete electronic systems 
comprises most of the cyberspace in-
frastructure. It represents 90 percent 
of the world’s smartphones, computers, 
and other electronics.2 Reliance on more 
than 90 percent of the supply from one 
country is not a sustainable supply chain 
approach. Ironically, China understands 
the need for self-reliance in cyberspace 
supply chains and is attempting to re-
move the United States as part of its 
microelectronic supply chain. Commu-
nist leaders see advanced technology as 
a path to prosperity and to restoring 

China’s national greatness. Xi Jinping 
is quoted as, “Self-reliance is the base of 
the struggle for the Chinese nation to 
stand among the peoples of the world.”3 
The Chinese know that their technol-
ogy is behind the United States when 
it comes to technical advancement, and 
they will steal what they do not have. 
On multiple stages, Gen Alexander has 
described the Chinese theft of Ameri-
can intellectual property, which is the 
“greatest transfer of wealth in history,” 
likely costing the United States upward 
of $400 billion per year.4

Threats and Dangers
	 Often overlooked and misunderstood 
is how aggressive China is in the cy-
berspace domain. China is using cyber 
espionage for military and economic 
advantages. In 2018, the Justice De-
partment estimated that more than 90 
percent of economic espionage cases 
involved China, and more than two-
thirds of the cases involved the theft of 
trade secrets were connected to China; 
this is in spite of China’s 2015 pledge 
not to use espionage for their economic 
benefit.5 One primary attack vector 
that could be easily used by China is 
a supply chain attack where counter-
feited electronic parts are intentionally 
introduced into the supply chain. The 
key to understanding a supply chain 
attack is understanding what constitutes 
a counterfeit part and how parts can be 

injected into the system. A counterfeit 
electronic component is defined as an 
unlawful or unauthorized reproduction, 
substitution, or alteration that has been 
knowingly mismarked, misidentified, or 
otherwise misrepresented to be an au-
thentic, unmodified electronic part from 
the original manufacturer or a source 
with the express written authority of the 
original manufacturer or current design 
activity—including an authorized after-
market manufacturer.6 As per the Fed-
eral Acquisition Regulations definition, 
China has, in fact, intentionally infected 
U.S. cyberspace interests with compro-
mised hardware. During a top secret 
probe, which remained open more than 
three years, investigators determined 
that counterfeit chips allowed the at-
tackers to create a stealth doorway into 
any network that included the altered 
machines. Multiple people familiar with 
the matter say investigators found that 
the chips had been inserted at factories 
run by manufacturing subcontractors in 
China.7 Since most U.S. original equip-
ment manufacturers manufacture in 
China, there is a much higher likelihood 
of inserting intentionally compromised 
equipment with backdoors into the U.S. 
supply chain at U.S.-operated facilities 
in China. 

Broken Policy with Good Intentions
	 The United States needs a whole of 
government and industry approach to 
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break the dependence of Chinese manu-
factured micro electrotonic parts. Small 
policy advancements such as the Trade 
Agreement Act (TAA) have proven in-
capable and ineffi cient when trying to 
break the reliance of foreign original 
equipment manufacturers and U.S. cor-
porations that manufacture in China. 
One example of a failed TAA regula-
tion is the policy stipulation: provide 
a certifi cate of origin or certifi cation 
from the manufacturer verifying that all 
products represented as manufactured 
in the United States or a designated 
country are TAA-compliant.8 Ulti-
mately, this policy has done nothing 
to prevent Chinese manufacturing but 
instead introduced an additional step 
into the process: the assembly of Chi-
nese components in the United States 
with a “Made in the USA” sticker on 
the device. The policy fails to address 
where sub-components are manufac-
tured. Components of the size of a grain 
of rice, which can create vulnerabilities 
into a network, may now have “Made 
in the USA” on them. Ultimately, if the 
United States wants to remove China 
from the supply chain, U.S. corpora-
tions have to return manufacturing 
to the United States. At this time, the 
incentives to move micro-electrotonic 
manufacturing back to the United 
States do not exist. The United States 
will need a signifi cant paradigm shift of 
the corporate tax code, laws, and incen-
tives to protect our supply chains that, at 
this time, are too arduous to overcome. 

Conclusion
 The hyper reliance on Chinese 
hardware, coupled with inadequate 
U.S. policies and strategies, should be 
alarming to U.S. policymakers, legisla-
tors, senior government offi cials, and 
American citizens. Increasing U.S. re-
liance on China for microelectronics 
while China is strategically and systemi-
cally attempting to remove the United 
States from Chinese supply chains can 
be likened to the pre-positioning of a 
Pearl Harbor-like cyber event. U.S. na-
tional security is becoming ever more 
threatened by China as each day goes 
by. Outside of the attack vectors men-
tioned in this article, China has an even 
easier alternative. They could simply cut 

off all micro-electronics exports to the 
United States, which would hold the 
Nation hostage for years to come in the 
cyberspace domain. If the United States 
does not immediately address these stra-
tegic gaps in policy, China will surpass 
the Nation as a near-peer adversary in 
all warfi ghting domains. 
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