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T
his excerpt from MCDP 1, 
Warfighting, has proven par-
ticularly relevant with the ad-
vent of cyber warfare. Recent 

technological advances have allowed 
hackers to conduct cyberattacks against 
the United States and countries around 
the world. The 2015 Office of Person-
nel Management hack, for example, 
resulted in the theft of 21.5 million 
Federal employees’ personal informa-
tion. In 2007, a series of coordinated 
cyberattacks crippled the Estonian 

government, banks, media, and other 
institutions—bringing the country “to a 
virtual standstill.”2 Most recently, Rus-
sia has employed cyber operations as 
part of the conflict in Ukraine.3

In the absence of treaties or statutes, 
the DOD and Marine Corps have taken 
steps to adapt to and regulate this new 
wrinkle in modern warfare. Several 
DOD documents relevant to this dis-
cussion are classified; those documents 
will not be addressed and limit this ar-
ticle’s permissible scope.  

The United States does not stand 
alone in its quest to regulate cyberspace 
and cyber warfare. An international 
group of experts developed the Tallin 
Manual and Tallin Manual 2.0, which 
seek to establish an international code 
to govern cyber operations. While the 
Tallin Manual and the Tallin Manual 
2.0 provide useful guidelines, they are 
not binding on the United States. It 
would benefit the United States to take 
a leading role in the development of 
domestic and international standards, 
both as a world leader and because such 
standards will improve America’s ability 
to act and react decisively, consistently, 
and in coordination with our allies.  

Current Legal Framework
Modern warfare is analyzed under 

two primary sources of authority: the  
U.N. Charter and the Law of Armed 
Conflict (LOAC). Cyber warfare, how-
ever, presents several challenges that the 
definitions in the U.N. Charter and the 
LOAC may not adequately address.

The U.N. Charter. The U.N. Charter 
establishes many of the basic principles 
for international relations. Various inter-
pretations of the U.N. Charter have oc-
casionally resulted in political tensions, 
such as balancing a state’s right to sover-
eignty with a state’s right to preemptive 
self-defense. Sovereignty versus preemp-
tive self-defense remains an ongoing 
source of friction in international rela-
tions and international law—a problem 
that will be exacerbated if the conduct 
of cyber warfare is analyzed within a 
framework that does not account for 
its intricacies. 

Article 2 of the U.N. Charter grants 
states the right sovereignty, stating, 

[a]ll Members shall refrain in their in-
ternational relations from the threat 
or use of force against the territorial 
integrity or political independence 
of any state, or in any other manner 
inconsistent with the Purposes of the 
United Nations.4

Article 51 grants states the right to self-
defense. It reads, in part, 

Nothing in the present Charter shall 
impair the inherent right of individual 
or collective self-defense if an armed 
attack occurs against a Member of 
the United Nations, until the Secu-
rity Council has taken the measures 
necessary to maintain international 
peace and security [emphasis added].5

The U.N. Charter, understandably, 
does not address issues specific to cy-
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War is both timeless 
and ever changing. 
While the basic nature 
of war is constant and 
methods we use evolve 
constantly ... [o]ne ma-
jor catalyst of change 
is the advancement of 
technology. As the hard-
ware of war improves 
through technological 
development, so must 
the tactical, operation-
al, and strategic usage 
adapt to its improved 
capabilities to counter-
act our enemy’s.1
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ber warfare in several ways. The U.N. 
Charter does not define the “force” that 
may not be used “against the territory 
integrity” of any state, nor does it define 
“armed attack.” Cyberattacks resulting 
in physical damage, and thus having 
the effect of a physical attack, would 
likely constitute force in violation of Ar-
ticle 2. One could argue, however, that 
cyberattacks that do not result in the 
manipulation of physical objects (such 
taking information from an electronic 
database) may not constitute “force” 
against a state’s “territorial integrity” 
as the terms are commonly understood. 
This represents a potentially danger-
ous gray area, and one that our enemies 
could exploit. 

Additionally, as with traditional war-
fare, no clear guidance exists on how 
far the right to self-defense, as articu-
lated by Article 51, extends. A state’s 
right to self-defense is not absolute, 
and it remains unclear when action 
in cyberspace crosses the line between 
“preemptive self-defense”6 and a viola-
tion of another state’s sovereignty.7

The LOAC. The DOD applies the 
LOAC to all military operations. The 
LOAC is a combination of the “Hague 
Tradition” and “Geneva Tradition.”8 

The Hague Tradition regulates the 
means and methods of warfare, such 
as the tactics, weapons, and targeting 
criteria.9 All military operations must be 

evaluated in terms of necessity, propor-
tionality, distinction, and humanity.10

The LOAC applies to both interna-
tional armed conflicts (IACs) as well 
as non-international armed conflicts 
(NIACs). However, the distinction 
between the two categories of conflict 
could prove critical to other issues such 
as use of force and the status of enemy 
combatants. The ability to attribute an 
attack to its source will be crucial in 
determining whether an IAC or NIAC 
framework applies.

IACs. The U.N. classifies armed 
conflict between two states as IACs. It 
bases this classification on Common 
Article 2,11 which is supplemented by 
Additional Protocol I.12  Cyber warfare 
in an IAC poses few legal problems. If 
a foreign military or government con-
ducts cyberattacks against the United 
States as part of a conflict, the United 
States could respond in accordance with 
U.N. Charter Article 51 and the LOAC, 
constrained only by the principles of 
necessity, distinction, proportionality, 
and humanity. Those foreign operatives 
working on behalf of the state would 
be entitled to the same protections as 
any other prisoner of war.

NIACs. The more complex scenario 
would involve one or more non-state 
actors that conduct cyberattacks against 
the United States. One can easily imag-
ine a scenario in which a terrorist orga-

nization, or other organizations operat-
ing independently of any nation-state, 
attempts to bring down all or parts of 
the DOD or Marine Corps network. 
These actions and actors would likely 
fall within the NIAC framework. 

NIACs, or “armed conflict[s] not of 
an international character occurring in 
the territory of one of the High Con-
tracting Parties,”13 trigger additional 
Protocol II obligations for the state party 
involved in the conflict.14 NIACs have 
traditionally involved the imposition 
of international regulations on entirely 
internal conflicts, such as the Colom-
bian government’s struggle against the 
Revolutionary Armed Forces of Colom-
bia. But this definition has expanded 
in recent years; multiple international 
courts have recognized that NIACs may 
exist across international borders.15

Unlike combatants in IACs, combat-
ants in NIACs do not receive combatant 
immunity, prisoner of war status, or 
protections for their actions.16 Foreign 
cyber operatives will likely fall some-
where along a spectrum between “no 
state support” and “state or military 
employee.” The Marine Corps should 
have a plan for how to classify actors 
at various points along this spectrum, 
providing various levels of support, and 
train Marines on what protection those 
actors are entitled to. Once we accurate-
ly categorize these actors, we will next 
have to determine at what point they 
become valid military targets depending 
on their actions in cyberspace. Com-
mander’s intent should then empower 
decision-makers at the appropriate level.  

Improving our Combined Arms 
The Marine Corps relies on ma-

neuver warfare to defeat its enemies. 
Part of this approach includes the use 
of combined arms, which MCDP 1 de-
fines as “the full integration of arms in 
such a way that to counteract one, the 
enemy must become more vulnerable 
to another.”17 Speed provides a crucial 
means to exploit the enemy’s gaps that 
the combined arms dilemma exposes. 
The cyber domain is no different. 

The Marine Corps is aware that its 
reliance on electronics could prove to be 
a critical vulnerability in battle. A suc-
cessful enemy cyberattack could act as a How far does our right to self-defense go? (Photo by LCpl Angela Wilcox.)
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force multiplier for an otherwise inferior 
force, drastically slow our operational 
tempo such that we lose relative speed 
over the enemy, and severely limit the 
Marine Corps’ ability to use combined 
arms. In a near-peer engagement, the 
ability to move our personnel and air-
craft close to and into enemy territory 
both undetected and unimpeded will 
be critical for shaping operations. De-
veloping cyber capabilities organic to 
the MEFs and empowering decision-
makers at the MEF level would allow for 
a quicker response, thus improving our 
relative speed and exposing our enemies 
to a combined arms dilemma earlier in 
the fight.

Moving Forward
Domestically, the United States has 

recognized the immediacy of the cyber 
threat, as evidenced by the 2017 Na-
tional Security Strategy and the 2018 
National Defense Strategy (NDS). While 
discussing how to protect the United 
States in the cyber era, the National 
Security Strategy noted that informa-
tion sharing and layered defenses will 
be key to deterring and defeating rogue 
actors.18 The NDS enacted this intent, 
stating that we will

invest in cyber defense, resilience, and 
continued integration of cyber opera-
tions into the full spectrum of military 
operations.19

The Marine Corps Cyberspace Com-
mand addresses and develops defenses 
to cyberattacks, assesses system vul-
nerabilities, and prepares to digitally 
“maneuver” in support of operational 
forces.20

Internationally, the Tallinn Manual 
distinguishes between “use of force” 
and “armed attack”21 and concludes 
that cyber operations can qualify as 
an armed attack, particularly in cases 
involving substantial injury or physical 
damage.22 Additionally, some members 
of the group posited that a “sufficiently 
severe non-injurious or destructive cyber 
operation, such as that resulting in a 
state’s economic collapse, can qualify 
as an armed attack.”23

These domestic and international 
measures represent a great deal of prog-
ress and a useful baseline in an emerging 
field. The United States should seek to 

lead the global community in this area. 
The DOD will benefit from having a set 
of rules for responses and engagement 
criteria. While not a necessity, signing 
and ratifying a single international 
framework can both improve relations 
with our allies and allow the DOD to 
improve interoperability during com-
bined operations. Such a framework will 
also facilitate decentralized decision-
making as to whether an “attack” has 
occurred and allow MEFs to respond 

quickly and decisively in fluid situa-
tions. 

Decentralized decision-making re-
mains especially important to the Ma-
rine Corps. Our structure and doctrine 
place decision-making responsibility on 
our personnel closest to the ground. 
Predictability and known rules of en-
gagement may become critical con-
siderations for these individuals. Our 
MAGTFs and MEFs would benefit 
from an organic cyber warfare element 

We rely on maneuver warfare to out think our enemies. (Photo by Cpl Mark Lowe.)

The personnel closest to the ground are the responsible decision makers. (Photo by Cpl Mark 

Lowe.)
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that could react instantaneously to an 
enemy cyberattack, conduct a coun-
terattack, and relay relevant informa-
tion to the GCE, ACE, or LCE. Such 
decentralization is also consistent with 
the NDS’s directive to integrate opera-
tions “into the full spectrum of military 
operations.” Cyber and electronic war-
fare will likely take on an increasingly 
prominent role in future conflicts; we 
owe our Marines the power to make 
critical decisions with confidence and 
consistency so we may continue to win 
battles in any clime and place. 
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