Thriving In the
nformation Age

Why Marine Corps commanders must maximize
their existing information-related capabilities

ince its inception, the Marine
Corps has defined itself as an in-
novative and adaptive institution
that has demonstrated its value
to the American public and Congress
even while changes in society, science,
and technology have taken place. The
Marine Corps has remained relevant.
In the Information Age, the Marine
Corps faces the challenge of continu-
ing to thrive at the same level of agility
and versatility in increasingly complex
operational environments. Operations
will become more challenging as the
speed and volume of information in-
creases; advancements in information-
related capabilities (IRCs) yield greater
opportunities for both friendly forces’
and adversaries’ abilities to access, lever-
age, and exploit information as strategic
capital; and fiscal resources are further
constrained. Marine Corps command-
ers must maximize their existing IRCs
via a common framework in order to
generate and share guality information
and intelligence to maintain a competi-
tive edge and take decisive action across
the range of military operations. Qual-
ity information includes the following
attributes:
* “Accuracy: Information that con-
veys the true situation.
* Relevance: Information that applies
to the mission, task, or situation at
hand.
* Timeliness: Information that is
available in time to make decisions.
* Usability: Information that is in
common, easily understood formats
and displays.”
* Completeness: All necessary infor-
mation required by the decision maker
is available.
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* Brevity: Information is succinct but
at the level of detail required.

* Security: Information is afforded
sufficient protection where required.!

The Information Environment

The information environment is
“the aggregate of individuals, organiza-
tions, and systems that collect, process,
disseminate, or act on information.”?

The three interrelated dimensions that
make up the information environment
include the physical, informational, and
cognitive dimensions. The dimensions
collectively interact with individuals,
organizations, and systems within the
environment.3 Joint Publication 3-13
(JP 3-13), Information Operations, and
Figure 1 describe each dimension as
follows:

Cognitive Dimension
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Informational Dimension

Created by the interaction of the physical and
cognitive dimensions

Where information is collected, processed, and
disseminated

Significant characteristics are information content
and flow
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Physical Dimension

The tangible, real world

Where the information environment overlaps with the
physical world

Consists of targetable individuals, organizations,
information systems, and the physical networks
connecting them

Significant characteristics include terrain, weather,
civilian information infrastructure, media, populace,
and third party organizations

Figure 1. Dimensions of the information environment. (HQMC CD&I, Marine Corps Operating Concept for

Information Operations, 4 February 2013.)
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a. Physical dimension:

composed of C? (command and con-
trol) systems, key decision makers, and
supporting infrastructure that enable
individuals and organizations to cre-
ate effects.

b. Informational dimension: encom-
passes “where and how information is
collected, processed, stored, dissemi-
nated, and protected.”

c. Cognitive dimension: “encompasses
the minds of those who transmit, re-
ceive, and respond to or act on infor-
mation.™

IRC:s, the tools, techniques, or activi-
ties employed within the information
environment dimensions, create effects
and operationally desirable conditions.>
Marine Corps IRCs include the C4ISR
(command, control, communications,
computers, intelligence, surveillance,
and reconnaissance) systems, services,
and processes that enable C? as depicted
in Figure 2. Marine Corps IRCs also
include other DOD Internet services®
and Internet-based capabilities” lever-
aged by a command/organization such
as social media.

This article attempts to offer the
Marine Corps commander insights
and considerations for operating in the
information environment, from garri-
son/steady-state to contingency/com-
bat operations, and leveraging existing
IRCs. Taking an ends, ways, means ap-
proach, a framework and critical control
variables provide a method to generate
quality information within and across
commands and organizations. Qual-
ity information directly correlates to
providing commanders and staffs with
actionable information and intelligence,
shared understanding, unity of effort,
and greater operational efficiencies and
effectiveness.

The Problem Set

Challenges of roday’s operational en-
vironment. Commanders inherently
understand that timely and actionable
information and intelligence enhance
decision making across the range of
military operations. However, making
sense, responding, adapting, and com-
mand-and-controlling their forces® is
challenging for commanders and staffs
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Figure 2. Common Marine Corps C4ISR, collaboration, and warfighting IRCs. (HOMC c4, Informa-

tion Management Advocacy brief, 27 October 2015.)

given the deluge of data and informa-
tion constantly produced, received,
transmitted, and stored by stakeholders
within and across their commands and
organizations, as illustrated in Figure 3.

Physical and virtual workspaces,
file cabinets, shared drives, and web
portals have become vast wastelands
of years’ worth of unstructured, un-
navigable data and information within
commands and organizations. While

Strategic & Operational Command Environment

there are subject-matter experts within
commands and organizations trained
and tasked to prevent and mitigate these
challenges, there is a lack of standardiza-
tion—from the tactical to the strategic
level—for integrating and employing
IRCs and these subject-matter experts.

Strategic misalignment. All Marine
Corps commands and organizations
use some form of a decision cycle to as-
sess, plan, direct, and monitor operations

\q I A plethora of players & information flows from which to make decisions and influence outcomes I/
d

1 rd

Figure 3. Information flows and stakeholders in the operational environment. (GEN Raymond Odi-
erno, USA, address to the Knowledge Management Workshop, May 2011.)
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Monitor

Direct

Assess

Figure 4. Commander’s decision cycle. (The Joint Staff J-7, Joint Operations, Fourth Edition, March 2013.)

as depicted in Figure 4. According to
the Joint Staff ]-7 Deployable Training
Division (DTD),? the decision cycle is

a matter-of-fact model that describes
how an operational commander makes
decisions. It provides a means to focus
the staff on how to support the com-
mander’s decision making.!0

While the days of asking, “What do
I know? Who needs to know it? Have |
told them?” are still applicable and fun-
damental principles in managing and
sharing information and intelligence,
this process is largely reductionist in
nature and inadequate when operating
in the information environment, which
calls for speed and focus to maintain the
competitive advantage. When processes
are not in place to effectively capture,
share, and transfer operational informa-
tion and intelligence, internal friction
ensues and commanders’ decision cycles
are negatively impacted.

In an attempt to gain control of the
“information chaos,”!! commanders
and staffs frequently resort to technol-
ogy-focused solutions (e.g., SharePoint)
and strategies to improve decision mak-
ing and staff operations; however, these
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do not always address the root causes
of information and intelligence sharing.
The Joint Staff J-7 DTD warns that
“we must guard against the tendency
and lure of technology to entice us to
attempt to scientifically model outcomes
and centrally control operations.”? In-
formation silos and barriers to sharing
quality information and intelligence
will only continue to persist with a

lack of a holistic approach to IRCs’ in-

tegration and employment. These gaps
and shortfalls ultimately translate into
wasted time and money, information se-
curity vulnerabilities, redundant IRCs,
and the Marine on the forward edge
not receiving the timeliest and optimal
services and support.

The Marine Corps’ IM (information
management) is not institutionalized.
Information management is

the function of managing an orga-
nization’s information resources for
the handling of data and information
acquired by one or many different sys-
tems, individuals and organizations in
away that optimizes access by all who
have a share in that data or a right to
that information.!3
Marine Corps commanders share a gen-
eral understanding of IM and the value
it yields; however, there currently is no
formal structure or training within the
Marine Corps for the IM community.!4
While Marine Corps communica-
tions officers currently serve as IM of-
ficers (IMQs) for their command or
organization, many commanders and
staffs do not understand that the IM
discipline encompasses more than the
duties and responsibilities of a basic
communications officer. A commu-
nications officer is primarily expected
to plan and supervise the installation,
operation, and maintenance of radio,
data, and telecommunications network
infrastructures and bandwidth. An
IMO is responsible for facilitating the

flow of information across these network

[ Gsis-6

IMO cisorxo |

IT and Bandwidth

Applications and Tools

C2 Systems

Business Rules, Procedures, TTP

i

Information Management
Knowledge Management

Processes/People |

Provide physical
network infrastructure,

KEY IT services
Degree of responsibility

Il mostimore Raw Data
[ leastiess

Provide tools and

procedures to transfer
information to the right
people at the right time

Determine overarching
processes and organization
to support decisionmaking

Information Knowledge

Figure 5. Information Management levels of responsibility. ({aMc CD&I, MCWP 3-40.2, Information

Management.)
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infrastructures while synchronizing the
integration and employment of IRCs as
depicted in Figure 5. They must be able
to work by, with, and through princi-
pal staff officers, such as the operations
officer (J/G/S-3), intelligence officer
(J/G/S-2), and communications officer
(J/G/S-6), to facilitate the following
critical information within and across
commands and organizations:
* Key decisions the commander must
make to successfully achieve desired
results.
* Daily reports on set conditions for
tactical operations to maintain com-
mander situational awareness.
* Information required by the com-
mander to reduce uncertainty about
the force, the adversary, and the en-
vironment.!

Leveraging and Multiplying the Force

Ends: producing quality information
via a common framework. To success-
fully operate and thrive across the range
of military operations in today’s fluid
information environment, all Marine
Corps commanders and staffs must
place a premium on the production
of quality information to best inform
their decision making and enable staff
operations. All data and information
produced, received, transmitted, and
stored within their command or or-
ganization—paper-based and digital
alike—is strategic capital.

In the same manner, commanders
should track and manage the status and
activities of their personnel, equipment,
and fiscal resources; the management
and utilization of the data and infor-
mation within their command/orga-
nization is just as important. While
this task may seem daunting for some,
applying the right methodology can
achieve incredible results. Over time,
IRCs’ integration techniques, tactics,
and procedures will become transparent
and a normal part of staff operations.
A starting point is the commander fo-
cusing his staff toward achieving and
sustaining the following value proposi-
tion:

Optimize how information and knowl-
edge assets!® are captured, shared, and
transferred to provide Marines, leaders,
and commanders with timely and ac-
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The commander must
work in a medium
which his eyes can-
not see, which his best
deductive powers can-
not always fathom, and
with which, because of
constant changes, he
can rarely become fa-
miliar.

—~Carl Von Clausewitz

tionable information and intelligence,
while continuously improving organi-
zational processes and continuity of
operations.!”

Delivering this level of value
throughout steady-state and complex
operational environments requires more
than mere lip service and/or technology
solutions. Detailed, deliberate planning
on the part of the commander and staff
and leveraging a common framework
is fundamental to setting the condi-
tions necessary for optimizing deci-
sion making and staff operations. The
IRC:s integration continuum is one such
framework for effectively integrating
and employing IRCs to produce quality
information and intelligence.

The IRCs integration continuum
includes three mutually supporting
LOE:s (lines of effort) for commanders
and staffs to align and build their IRC
strategies upon—the mission, Marines,
and machines (M3). M3 represents the
force (the command or organization)
writ large and what every Marine Corps
commander is directly responsible for
at all levels of command.

Process Outputs
CCIRs, IRs Networks/Applications Products
HQ (H/AIS) SIPRNET WARNORDS
CE \ E-mail PLANORDS
GCE — 2 — = SharePoint OPORDs
LCE T~pco FRAGOs
ACE Shared Drives LOls
LNOs SIPRNET CPoF Reports/SITREPs
SOF CIDNE Battle Rhythm
NGO NIPRNET | e CONOPS
IGO E-mail PODISOE
Contractors SharePoint Campaign Plan
Stakeholders pco ™ 5ua
Inbound Unit Shared Drives RFI Tracker
Closed WAN/LANs AAR, TTP, and LL
CENTRIXS CPoF —————5—— cOP/CTP
ISAF / Assessment
IM and Staff Requirements
LEGEND
AAR after action review/report IR intelligence requirement
ACE aviation combat element ISAF international security assistance force
BUA Battle Update/Assessment LAN local area network
CCIR commander's critical information requirement LCE logistics combat element
CE command element LL lessons leamed
CIDNE Combined Information Data Network Exchange LNO liaison officer
CONOPS  concept of operations LOI letter of instruction
CPoF Command Post of the Future NGO nongovernmental organization
DCO Defense Connect Online POD plan of the day
GCE ground combat element SITREP  situation report
PLANORD planning order SOE Sequence of Events
HIAIS higher, adjacent, subordinate SOF special operations forces
HQ headquarters WAN wide-area network
1GO intergovernmental organization WARNORD warmning order

Figure 6. Generic process for determining the IRCs to support IERs. (HOMC CD&I, MCWP 3-40.2,

Information Management.)

Marine Corps Gazette ® April 2018



* Mission: the task and purpose of
the command/organization.

* Marines: the personnel the com-
mander leads, manages, and/or in-
fluences. This includes members of
the command or organization, i.e.,
uniformed personnel, government
civilians, contractors, and other key
stakeholders.

* Machines: the resources the com-
mander collectively brings to bear to
accomplish the mission and equip
Marines for success. This includes
equipment, technology, funding, and
operational processes.

With the M3 LOEs established as a
baseline, commanders and staffs must
next coordinate with key stakeholders
within the command/organization to
map out their (and/or the adversary’s)
respective information and intelligence
requirements. This will take time and
effort. Though M3 will differ between
commands and organizations, the fol-
lowing questions can help command-
ers and staffs determine their baseline
requirements:

* What information is critical to the

commander, and when is it needed?

* What format and style do the com-

manders require?

* Who is responsible for obtaining,

processing, analyzing, correlating, and

disseminating the information?

* How should this information be

protected and from whom?

* Does the required information al-

ready exist?

* Who else might need the informa-

tion?

* Who has the need to know?

* Who has authority to release in-

formation?

* What is the most effective way to

get the information to other users?!8
These inquiries include identifying the
CCIRs (commander’s critical informa-
tion requirements) and IERs (informa-
tion exchange requirements) between
the command/organization’s higher
headquarters, supported and support-
ing organizations, and other key stake-
holders, as depicted in Figure 6. Once
complete, the commanders and staffs
must analyze and validate the require-
ments against their existing inventory

of IRC:s.
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Investing time toward this level of
deliberate planning and requirements
analysis helps commanders and staffs
accurately identify the gaps and short-
falls within their existing suite of IRCs
while shedding light on opportunities
for optimizing them to fulfill other
information and intelligence require-
ments—saving time and money and/
or reducing redundancies. Moreover,
commanders and staffs will discover
that if their existing IRCs are not sat-
isfying certain information and intel-
ligence requirements, they are able to
make informed decisions to fill those
gaps. As the appropriate IRCs are de-
termined, the critical drivers—the ways
and means—for their operations start
to become evident.

Ways and Means: identify and in-
tegrate the critical IRCs drivers. With
bona fide information requirements
captured, the commanders and staffs
must now identify and integrate the
ways and means needed to optimize
their IRCs’ ability to produce quality
information and intelligence. A com-
petent IRCs cadre should facilitate this
integration. The command/organiza-
tion’s chief of staff (C/S) or executive
officer (XO) should synchronize and
coordinate the cadre’s actions so the
commander continuously has the right
information and intelligence to make
informed decisions.!

The IRCs cadre should include
the command/organization’s IMO
and senior representatives from the
J/G/S-6,]/G/S-3,]/G/S-2,JIG/S-1,
and public affairs officer (PAO) staff
sections (preferably SNCOs or com-
missioned officers). Additionally,
special staff members, including
the KMO (knowledge management
officer),?0 COC SWO (combat op-
erations center senior watch officer),
FDO (foreign disclosure officer), se-
curity manager, and electronic war-
fare and cyber officers should also
be included if these personnel exist
within the command/organization.
The core tasks the IRCs cadre should
work together to complete and sustain
for the command/organization are as
follows:

* Develop and publish IRCs-related
operation orders or plans.

* Determine IERs that impact net-
works, systems, and applications re-
quired to plan for and integrate IRCs.
* Publish and update report matrices
and SOPs.

* Develop the daily battle thythm and
support/facilitate B2C2WGs’ (boards,
bureaus, centers, cells, and working
groups) collaboration.

* Coordinate additional training re-
quired by the staff and component
elements to support the production of
quality information through effective
IRCs procedures.

* Ensure the effective information
exchange of operationally relevant in-
formation and intelligence within and
across commands and organizations.
* Work closely with the principal staff
members, IRCs representatives, and
subordinate and higher headquarters’
IMOs to develop and publish IRCs’
procedures and processes.

* Advise the C/S/XO on recom-
mended information flow improve-
ments/enhancements for evaluation
and possible implementation; prepare/
coordinate plans for any changes to
established IRCs’ processes and pro-
cedures.

* Support continuous process im-
provement within the command/
organization.’!

The IMO reports directly to the
C/S/XO and leads in managing the
IRC:s cadre and its tasks, projects, and
requirements. Given the scope and im-
pact of these responsibilities, it is ideal
that the IMO’s operational experience,
level of leadership, and ability to influ-
ence others be on par with the com-
mander’s principal staff members to
best facilitate information flow within
and across commands and organiza-
tions. The IRCs cadre is the means by
which the commander and staff directly
manage and shape the critical control
variables they can control to mitigate
friction and generate quality informa-
tion and intelligence.

Critical control variables nest within
the T3 (tasks, time, and talent) con-
struct as a way to analyze and process
the data and information produced, re-
ceived, transmitted, and stored within
the command/organization. The T3
construct primarily shapes and is shaped
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Figure 7. MARFORRES commander's strategic approach to IRCs integration. (MARFORRES IM/
KM program overview brief to the Marine Corps Knowledge Management Community of Prac-

tice on 13 June 2013).

by the information and cognitive di-
mensions of the M3 information envi-
ronment. It serves as the cornerstone for
IRCs’ employment across the range of
military operations and is summarized
as follows:
* Tasks: the operations, actions, and
deliverables the command/organiza-
tion must complete in support of the
mission.
Critical control variables:
m Mission Essential Task List
(METL): outlines the command/
organization’s strategic goals and
objectives that all IRCs-related ef-
forts are based upon.?2
s CCIRs: support the command-
er’s situational understanding and
decision making, as information
flow is essential to the success of the
decision-making process.??
» Commander’s Intent.24
» Standard Operating Procedures
(SOPs).25
* Time: information regarding recur-
ring friendly and/or adversary forces’
event and reporting timelines directly
tied to the commander’s decision cycle.
Critical control variables:
» Battle rhythm: assists the staff
with prioritizing and managing the
commander’s most important re-
source, the time and actions of the
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staff, in support of the command-
er’s decision cycle; best managed
and enforced by the C/S/X0.26
» Training exercise and employ-
ment plan (TEEP).27
 Talent: information regarding
friendly and/or adversarial subject-
matter expertise and current capa-
bilities.
Critical control variables:
» Knowledge, skills, and abilities
(KSA) data: provides commanders
and staffs with insights into where
subject-matter expertise resides
within and outside the command/
organization.”® (Note: KSA data
contains sensitive, personally iden-
tifiable information?? and therefore
requires appropriate safeguarding.)
» Organizational charts.3°
» Journals and logs.3!

As with M3, the T3 components are
mutually supportive of one another and
bring synergy to M3. The sustainment
of this synergy requires the command-
er’s championship and fostering of a
culture of collaboration and change,
otherwise known as the C3. Like T3,
the commander and staff directly in-
fluence critical control variables within
the C3 construct. Unlike T3, however,
the C3 components are less tangible
and largely dependent upon the climate

the commander establishes within the
command/organization and the level of
trust and rapport the commander and
staff have with their higher headquar-
ters, supported and supporting orga-
nizations, and other key stakeholders.
C3 is the fuel that keeps the T3 engine
operating. Thus, of the two IRC:s inte-
gration continuum constructs, C3 is the
most critical in setting the conditions
necessary for optimal decision making
and staff operations.

The need for the commander’s cham-
pionship and guidance in the design of
their IRCs’ integration and employment
strategies cannot be overstated. As an
example, while serving as the Com-
mander, MARFORRES (Marine Corps
Forces Reserve) in 2012, LtGen Steven
Hummer instituted and championed a
command-wide directive to bring order
to the “information chaos” and develop
an information- and knowledge-based
culture.3 His vision included

developing and sustaining an IM/KM
[knowledge management] infrastruc-
ture and culture which provides deci-
sion makers at all levels prioritized,
relevant and timely information to
make the best decisions.33

The MARFORRES IM/KM
campaign plan included six LOEs
and milestones that aligned to LtGen
Hummer’s priorities and MARFOR-
RES’ strategic goals and objectives as
depicted in Figure 7. LtGen Hummer’s
vision and directive continues to influ-
ence the development of an effective
collaborative information environ-
ment (CIE) that powers operations,
increased staff cooperation and aware-
ness, and efficiencies across the com-
mand according to the MARFORRES
IMO.34 The campaign plan exemplifies
the IRCs integration continuum’s C3
construct and the value that it yields.
The construct is a mixed blend of the
physical, informational, and cognitive
dimensions of the M3 information en-
vironment. Its critical control variables
are as follows:

* Championship: the commander
and staff’s advocacy, use, and sup-
port of the command/organiza-
tion’s IRCs and related initiatives.
Critical control variables:
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s IRCs cadre.
s Strategic communications and
guidance.3¢
¢ Collaboration: the commander and
staff’s process of incorporating all
available expertise and IRCs to develop
plans, maintain situational awareness,
and support the commander’s decision
cycle. Perspectives provided by stake-
holders and mission partners enhance
situational understanding.3”
Critical control variables:
s B2C2WGs: bring a significant
amount of intellectual capital to
bear to produce optimal solutions
for routine to complex operational
problem sets and quality informa-
tion.38
» CIE: secure and non-secure web
portals and/or other IRCs such as
tactical chat rooms and common
operating pictures that serve as the
command/organization’s authori-
tative repository and information
exchange hub(s). CIE best practices
include the following:
o Develop/design the CIE to
directly support the command/
organization’s strategic goals and
objectives (e.g., METL) and in-
corporate the T3 critical control
variables previously outlined.
o The IRCs cadre should contin-
uously review, purge, organize,
and archive information and pro-
cesses within the CIE to ensure
relevancy.
o (Note: A CIE can be digital
and/or paper based and as simple
as a centrally managed external
hard drive, command read boards,
and/or a collection of SOPs and
turnover binders.)
* Change: the commander and
staff’s continuous assessment and
optimization of the command/
organization’s IRCs to best sup-
port the institution’s strategic goals
and objectives, commander’s de-
cision cycle, and staff operations.
Critical control variables:
» Strategic communications and
user guides/training.3?
s Measures of performance and
effectiveness metrics.40
As awhole, the IRCs integration con-
tinuum enables the commander and staff
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Figure 8. The IRCs integration continuum conceptual model.

to adapt and thrive in the information
environment by providing a framework
to establish the parameters necessary
for sensing, responding, adapting, and
command-and-controlling the force. Con-
versely, the IRCs integration continuum
can also be leveraged for designing infor-
mation operations focused on manipulat-
ing the adversary’s situational awareness
and denying him the ability to command
and control his forces. The resulting ef-
fects of the model collectively act as a force
multiplier. In essence, M3 (T3 x C3) =

M3~ as conceptualized in Figure 8.

Proof of Concept

The following vignette briefly de-
scribes my experience with developing
and applying the IRCs integration con-
tinuum in the operating environment.
It includes the insights and observations
of my force reconnaissance commander
and staff’s integration and employment
of IRC:s in support of the forming and
operating of the first Special Purpose
MAGTF (SPMAGTEF)-Africacommand
between June 2011 and March 2012.

M3. The mission of our SPMAGTF-
Africa rotation was to deploy task-orga-
nized teams to train and advise multiple

African partner-nation forces in various
tactical and logistics skills in order to
prepare them for follow-on combat and
stability operations. Our task force also
had to be prepared to conduct limited
planning in support of contingency
operations. With a force reconnais-
sance commander and staff serving as
a MAGTF command element, we made
a deliberate effort to analyze and ac-

The [Collaborative In-
formation Environment]
became the backbone
of the program allowing
past, present, and fu-
ture [SPMAGTF-Africa
rotations] to commu-
nicate and continually
improve the program.+
—~Col David Morgan II,
first SPMAGTF-
Africa Commander
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count for key C? systems and processes
required for operating at the operational
and strategic levels, including how the
task force would integrate and employ
our IRCs simultaneously in support of
distributed operations across multiple
countries.

The Marines who made up the task-
force table of organization primarily
consisted of force reconnaissance Ma-
rines, combat engineers, and various
service support personnel, all who typi-
cally operated at the tactical level prior
to joining SPMAGTF-Africa. They
operated and shared information and
intelligence with joint and interagency
stakeholders, to include Special Oper-
ations Command Africa, Combined
Joint Task Force-Horn of Africa, the
24th MEU, the Department of State,
U.S. Navy organizations, and various
U.S. Africa Combatant Command
Service components. Within the task
force command element, the XO, S-6/
IMO (myself), S-2, S-3, COC SWO,
and S-1 unofficially formed the IRCs
cadre, integrating the task force’s IRCs
to facilitate interoperability with the
aforementioned stakeholders.

The IRC: for the first SPMAGTE-
Africa rotation were limited, primarily
consisting of our force reconnaissance
company’s table of equipment. It was
therefore necessary to externally source
a large portion of the IRC:s to fill capa-
bility gaps. Serving in the capacity as
both the S-6 and IMO, I leveraged no-
cost DOD Internet services such as the
Defense Information Systems Agency
and Office of Defense National Intel-
ligence’s suite of secure and non-secure
enterprise services to engineer and im-
plement the baseline SPMAGTEF-Africa
CIE, which included Intelink IntelShare
(SharePoint).

First piloted to support our task
force’s PTP (predeployment training
period) requirements, the SPMAGTE-
Africa CIE eventually became critical
in enabling C? for the task force’s 24x7
operations and interoperating with our
joint mission partners. In addition to
the CIE, the task force commander and
staff leveraged host tenant commands’
information and intelligence network
infrastructures and deployable data
suites as a means to C? our task force
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elements. Liaison officers assigned to
U.S. embassies leveraged their respective
Department of State embassy networks
to integrate into the SPMAGTEF-Africa
CIE and other IRCs. The S-2 and I also
worked closely to develop and imple-
ment robust cybersecurity processes and
systems to protect and defend the CIE,
its supporting network infrastructure,
and information writ large.

73. Our task force PTP provided
the commander and staff with ade-
quate time to transition from the role of
a force reconnaissance staff to that of a
MAGTF command element, establish
our M3 LOEs, and align the support-

ing T3 and C3 constructs prior to our

... the S-3 developed the
task force METL ...

deployment. During the PTP, the S-3
developed the task force METL, and
our commander provided his initial
intent and CCIRs. The IRCs cadre
and I then identified and aligned our
task force’s IRCs to support the METL,
CCIRs, and IERs, which included dai-
ly situation reports, communications
status reports, storyboards, country
books, commander’s update briefs,
and AARs. Synchronizing our staff
actions to support these requirements
and the task force METL became our
next focus of effort. Developed and
managed by the XO and S-3, the task
force battle rhythm was critical for
integrating and synchronizing our
METL and supporting IRCs. The
battle rhythm accounted for key task
force events, to include commander
update briefs, task force training man-
agement, higher headquarters report-
ing, and engagements with external
stakeholders. The battle rhythm was
developed to be flexible and updated
as our mission transitioned between
steady-state and contingency opera-
tions. In summary, the battle rhythm
facilitated the integration of the staff’s
IRCs, thereby enhancing cross-staff
synergy, unity of effort, and shared
understanding.

To maximize our operational ef-
fectiveness, the commander and staff
conducted detailed task force-wide
subject-matter expertise KSA data and
equipment capabilities analyses prior to
and throughout the deployment. The
analyses provided key insights for align-
ing and applying our T3 to best enable
and support the task force’s M3 and
identified where our shortfalls resided
as depicted in Figures 9 and 10. This
information proved valuable during our
crisis-action planning and operations
when our staff estimates and products
had to be developed and delivered on
short notice. Moreover, detailed in-
formation about each Marine’s role
and responsibility instilled a sense
of purpose, reduced friction, and in-
creased awareness across the task force.

C3. Our commander’s advocacy
for agility and operational efficiency
fostered a culture of collaboration and
innovative uses of our IRCs throughout
the deployment. Over time, synergies
emerged because of the feedback the
commander and XO provided regard-
ing the design and functionality of our
IRCs, namely the SPMAGTE-Africa
CIE.

Purposely engineered in a light and
agile way, the SPMAGTF-Africa CIE
adapted to the changing needs of the
commander and staff’s IERs. Specifi-
cally, the CIE portal aggregated the
task force COC SWO logbook feed,
key staff products, reports, the friendly
force tracker COP, and links to chat
and web conferencing rooms and in-
tegrated them with our task force’s T3
critical control variables, namely the
battle rhythm, task trackers, SOPs, staff
directory, and AAR products. Because
of its utility and design, SPMAGTEF-
Africa CIE portal access requests from
higher headquarters (Marine Corps
Forces Africa), our deployed teams, and
follow-on task force rotations reached
over 2,000 per day within the first
few short months of our deployment.
The resulting cross-staff interaction
and collaboration streamlined relief-
in-place/turnover of authority efforts,
mitigated duplicative efforts, and en-
abled the continuity of operations be-
tween subsequent SPMAGTEF-Africa

rotations.
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Overall, higher headquarters and
members across the task force staff
commended the degree of effective-
ness and efficiency of the mission ac-
complishment, program continuity, and
quality information exchanged via the
SPMAGTF-Africa CIE as noted by one
principal staff officer:

Operators, combat service support en-
tities, and the Commanding Officer
[had] the ability to share accurate and
real time information thus resulting
in extremely effective Information
Management and Command and
Control (C?) ... real time voice and
web communications with multiple
[teams] operating thousands of miles
away ... greatly enhanced our Com-
manding Officer’s decision making
ability.42
The results themselves were not simply
a product of the IRCs cadre’s efforts or
the CIE but rather a combination of
the communication, collaboration, and
trust-based relationships built amongst
the staff and teams throughout the de-
ployment. Setting these conditions sig-
nificantly enabled the task force IRCs
cadre, XO, and principal staff officers to
clearly identify our IRCs requirements,
resolve gaps, improve staff processes,
and manage change through routine
strategic communications and various
IRC:s training initiatives.

Conclusion

In summary, despite the challenges
presented by the Information Age, there
are variables within the information
environment that Marine Corps com-
manders and staffs can control in an
effort to better sense, respond, adapt,
and command and control their forces.
When the commander and staff places
a premium on quality information as
strategic capital and invests the time to
accurately identify and align their IRC:s,
improvements in the commander’s deci-
sion cycle and staff operations emerge.
This requires the commander’s proper
employment and empowerment of the
IRCs cadre—supervised and directed
by the C/S/XO and led by an IMO
with a level of leadership, operational
experience, and influence comparable
to the commander’s principal staff
members.
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Team 1

Deployments

Active Duty Experience

Billet Quantity
TeamLeader 1
Assistant Team Leader 0321 1
Operations Chief 0369 1
Recon Marine 0321 7
Combat Enginear 1371 1
Motor Transport Mechanic 3B21 1
Radio Operator 0621 3
Corpsman 8404 1
Total 17
Capabilities
+  Boat Operations = Sniper (1)
Capable (9) = HRST(1)
+  Aiborne (7) «  Engineer (1)
= CombatDiver (4) Department of Energy
= SERE(7) Agent (2)
= PFWIC(2) = CombatLife Saver (1)
« Breacher(3) «  TacticalCombat
+ MARSOCCSO(1) Casualty Care (17)
Advanced (17)

Communications (17)

Team 2

ActiveDuty

Billet : Mos Quantity
TeamlLeader 0302 1
Assistant TeamLeader 3529 1
CommunicationsChief 0629 1
Recon Marine 0321 7
Combat Engineer 137 1
Motor Transport Mechanic BN 2
Radio Operator 0621 3
Corpsman 8404 1

Total 16
Capabilities

Boat Operations Capable (8)
Smal Craft Engine Mec hanic (1)

Airborne (5)

HRST Master (1)

Combat Life Saver (3)

Tactic al Combat Casualy Care (16)
Advanc ed Communications (16)
SERE(3)

DR Y

Figure 9. SPMAGTF-Africa command element KSA analysis and overview. (SPMAGTF-Africa Capa-

bilities Brief, 29 September 2011.)

Commanders and staffs must under-
stand that technological solutions and
strategies do not always resolve issues in
operational inefficiencies and barriers to
sharing quality information and intel-
ligence. These problems are often rooted
in inadequate requirements analyses, the
misalignment of IRCs to command/or-
ganization strategic goals and objectives,
and/or a lack of senior leader advocacy.
Practical solutions, such as the IRCs

integration continuum, act as a force
multiplier, enabling commanders to
maximize their existing IRCs. When
focused on achieving these ends, Ma-
rines are better e%uipped to innovate,
adapt, and change®? in the Information

Age.

Notes
1. Headquarters Marine Corps, MCWP 3-40.2,

Active Duty Experience
*Army Free Fall
*Navy Dive

*Airborne x2

*Black Belt Instructor
EMT

S-1: (9) Marines
+Staff Judge Advocate
«Civil Litigator

Deployments S-2 1 (11) Marines
*Law Enforcement
*Imagery Analysis
-Weather Analysis
*Topographic Analysis

*Airborne

Command Element - (3) Marines 5-3 - (12) Marines
*Special Forces Jump Master

*Law Enforcement Detective

*Former Assistant District Attorney
*Combat Correspondent
*MCMAP Black Belt Instructor

*Department of State Special Agent

*HUMINT Exploitation Team

+Africa Partnership Station

*ACOTA Contractor

*Department of Homeland Security Agent
*Fire Arms Instructor

+Fire Support Coordination

*MTT Experience

*Africa Securty Cooperation Expernence
*Advanced Urban Combat

*Dive Supervisor

*Jump Master

*Combatant Dive x2

+Airborme x2

S-4 —(12) Mannes, (1) Navy Corpsman
*Embarkation

~Supply

*Ground Safety

56 —(11) Marines

*Long Range Communications
*Data Management

=Civilian IT Management

+Joint Command Level Knowledge
Management

*Airborne

Figure 10. Deployable SPMAGTF-Africa teams’ KSA analysis and overview. (SPMAGTF-Africa Ca-

pabilities Brief, 29 September 2011, slide 10.)
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Information Management (IM), (Washington,
DC: 8 June 2014), available at htep://www.

marines.mil.

2. Joint Staff, Joint Publication 3-13 (JP 3-13),
Information Operations (I0), (with change 1
from 27 November 2012), (Washington, DC:
20 November 2014), available at htep://www.
dtic.mil.

3. Ibid.
4. Tbid.
5. Ibid.

6. “DOD Internet Services.” All information
capabilities and applications available across
the Internet in locations owned, operated, or
controlled by the DOD. DOD Internet Services
include collaborative tools such as websites, so-
cial networking, social media, user-generated
content, social software, email, and instant
messaging and discussion forums delivered
through a variety of platforms and presenta-
tion mediums. This definition is from DOD
Instruction 8550.01 (DODI 8550.01), DOD
Internet Services and Internet-Based Capabili-
ties, (Washington, DC: 11 September 2012),
available at http://www.dtic.mil.

7. “Internet-based capabilities.” All public in-
formation capabilities or applications available
across the Internet from locations not directly
or indirectly controlled by DOD or the Fed-
eral government (i.e., locations not owned or
operated by DOD or another Federal agency
or by contractors or others on behalf of DOD
or another Federal agency). This definition is
from DODI 8550.01.

8. Headquarters Marine Corps, MARADMIN
596/15, Establishment of Marine Corps Informa-
tion Warfare Task Force, (Washington, DC: 25
November 2015), Task d: The Marine Corps
Information Warfare Task Force is tasked with
recommending
capabilities required by the MAGTF Com-
mander to successfully operate within the in-
formation environment to seznse, respond, adapt,
and command and control his forces while ma-
nipulating the adversary’s situational awareness
and denying him the ability to command and

control his forces,
available at http://www.marines.mil.

9. The Deployable Training Division (DTD) of
the Joint Staff J-7 helps inform both the joint
warfighters and key functions within the J-7,
notably lessons learned, doctrine, education,
and future joint force development. The DTD
gains insights on operational matters through
regular contact and dialogue with combatant
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and joint task force commanders and their staffs
as they plan, prepare for, and conduct opera-
tions. The DTD observer/trainers collect and
compare practices among the different head-
quarters, draw out and refine “insights” and
“best practices,” publish them, and share them
across the operational, training, lessons learned,
doctrine, and joint development communities,
available at heep://www.dtic.mil.

10. Joint StaffJ-7 DTD, Joint Operations, fourth
edition, (Washington, DC: March 2013).

11. “Information chaos.” Term used in Ma-
rine Forces Reserves’s (MARFORRES) Com-
mander’s Information Management/Knowledge
Management (IM/KM) strategy official message
(DTG: 032157Z Jul 12) to the MARFORRES
staff sections and subordinate commands. (New
Orleans, LA: 3 July 2012).

12. Joint Operations.
13. MCWP 3-40.2.

14. Headquarters Marine Corps C4, IM Ad-
vocacy Decision Brief, (Washington, DC: 27
October 2015).

15. MCWP 3-40.2.

16. “Knowledge assets.” Information or skills
within a business that make it more valuable or
competitive, see https://dictionary.cambridge.
org. Examples of knowledge assets within a mili-
tary organization include the knowledge, skills,
and abilities (KSA) of personnel, SOPs, after-
action reviews/reports (AARs), best practices,
lessons learned, policies, etc.

17. This value proposition is derived from the
Marine Corps IM/KM community’s value
proposition, presented at the USMC KM Com-
munity of Practice quarterly meeting brief (slide
4), (Quantico, VA: 18 June 2013), available at

https://eis.usme.mil.
18. MCWP 3-40.2.
19. Ibid.

20. “Knowledge management.” The integration
of people and processes, enabled by technol-
ogy, to facilitate the exchange of operationally
relevant information and expertise to increase

organizational performance; see MCWP 3-40.2.
21. Ibid.
22. HQMC, MCO 1553.3B, Unit Training

Management (UTM) Program, (Washington,
DC: 23 November 2011), available at heep://

www.marines.mil. The METL includes the mis-
sion statement and tasks required to accomplish
the multiple missions that are or may be assigned
to a commander.

23. Joint Operations.

24. MCWP 3-40.2. Also referred to as the com-
mander’s priorities, commander’s intent “estab-
lishes the standards by which success is judged”

within the command or organization.

25. SOPs. Authoritative sources for the com-
mand/organization’s codified procedures and
processes. SOPs are centrally managed and
maintained by the IRCs cadre.

26. Joint Operations.

27. MARFORRES, Force Order 3502.1, TEEP
Standard Operating Procedures, (New Orleans,
LA: 16 March 2012). The commander’s man-
agement tool designed to identify required
units, personnel, equipment, and resources for
the efficient and effective execution of training
exercises or exercise deployments. Long range in
scope, the TEEP tracks resource utilization over
time and define the approved unit participation
as it relates to a specified event.

28. KSA data from Marines’ performance
evaluations, military/civilian training schools,
counselings, personal awards, and other man-
power management database systems are fully

exploited by the IRCs cadre.

29. “Personal identifiable information.” In-
formation which can be used to distinguish
or trace an individual’s identity, such as their
name, social security number, date and place of
birth, mother’s maiden name, biometric records,
including any other personal information which
is linked or linkable to a specified individual.
See DOD 5400.11-R, Department of Defense
Privacy Program, (Washington, DC: DOD, 14
May 2007), available at hetp://www.dtic.mil.

30. MCWP 3-40.2 identifies the roles and re-
sponsibilities of the command/organization and
touch points for the coordination of people,
processes, and technology to support and in-
tegrate decision making and staff operations.

31. Journals and logs are primarily managed
in the COC by the SWO; this information
keeps the commander and staff up to date on
significant activities and significant events. The
products are used for analyzing operations, ex-
tracting lessons learned, and investigating, when
requested. Meeting notes and AARs can be
grouped into this category. See MCWP 3-40.2.
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32. Commanding General, MARFORRES
message 032157Z, July 12, IM/KM strategy
mission statement.

33. HQMC CD &I, USMC KM Community
of Practice quarterly meeting brief, MARFOR-
RES IM/KM Vision, slide 15 (Quantico, VA: 18
June 2013), available at hteps://eis.usmc.mil.

34. LtGen Richard P. Mills’, CG, MARFOR-
RES, retirement award summary of action, Au-
gust 2015. LtGen Mills continued to manage
the IM/KM strategy LtGen Hummer initiated
in July 2012, 11 months prior to their turnover.

35. The IRCS cadre is an empowered and
unified group whose efforts synchronize and
enable staff operations and the commander’s
decision cycle. As previously mentioned, this
cadre includes the IMO (lead), J/G/S-6 (com-
munications, co-lead), J/G/S-3 (operations),
J/G/S-2 (intelligence), J/G/S-1 (personnel),
and other special staff members, including the
KMO, SWO, FDO, PAO, security manager,
and electronic warfare and cyber officers if ap-

plicable.
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36. Strategic communications and guidance
regarding the capabilities, operations, and use of
the command/organization’s IRCs and related
initiatives. The routine internal and external
promulgation of communications with the
command/organization’s respective partners

and stakeholders.
37. Joint Operations.

38. Joint Operations. B2C2WGs, such as the
IRCs cadre and operational planning teams,
aggregate the functional expertise from across
the command/organization and external stake-
holders to support decision making. Many
commands and organizations leverage virtual
collaboration IRCs to facilitate inclusiveness
at these venues.

39. Strategic communications and user guides/
training should focus on enabling users to use
all command/organization-wide IRCs tools and
associated processes; tool updates routinely pro-
mulgated via official communications channels,
meetings, and forums.

40. Measures of performance and measures of
effectiveness metrics should routinely assess
IRCs against M3 (namely the METL) and T3
(namely IERs, CCIRs, and battle rhythm),
making improvements as required.

41. Reporting senior remark from Col David
Morgan II (first SMAGTEF-Africa Commander)
on the author’s fitness report, 13 September
2012.

42. Comment from the SPMAGTF-Africa S-4
to the author via LinkedIn.com, 13 March 2012.

43. Gen Robert B. Neller, Commandant’s
Message to the Force 2017: Seize the Initiative,
(Washington, DC: 7 February 2017).
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2018-2019 BATTLEFIELD

TOURS

JUN 26- JULY 6
Russia WWII Eastern Front
75th Anniversary of Kursk

SEP 12- 26
Ireland All of the Emerald Isle
WWII U.S. “Irish Marines”

Moscow & Stalingrad

JUN 30- JUL 12
50th Anniversary of
Operations Scotland Il
& Robin - I-Corps

MAY 19- 28
100th Anniversary of WWI —
1918 Yanks into the Fray!

MAY 25- JUN 3

100th Anniversary of WWI
1918 Devil Dogs & Dough
Boys!

MAY 27- JUN 9

74th Anniversary of D-Day
& Battle of the Bulge
Belleau Wood & Paris too!

JUL 7- 16

JUL 7- 16

WWII Italy - 75th Anniv
of Operation Husky
Invasion of Sicily

SEP 24- OCT 4

WWII Concentration Camps
Poland, Czech Republic &
Germany for Ocktoberfest

SEP 30- OCT 8
Korean Experience

Spain Military & Cultural
Exploration Madrid
Post Tour Barcelona

OCT 5- 13
Israel Military & Cultural
History

NOV 2- 13
WWI 100th Anniversary Paris

NOV 17- 23

JUN 1- 9
74th Anniversary of D-Day:
Normandy to Paris

AUG 2- 11

Guadalcanal & Tarawa
AUG 2- 12

Imperial China

Beijing - Xian - Shanghai

AUG 19 - 31

50th Anniversary I-Corps
Operations Mameluke
Thrust & Maui Peak

75th Anniversary of the
Tarawa Landing

NOV 24- DEC 1
Burma 75th Anniversary
Chindits

DEC 1- 12
Vietnam “Delta to the DMZ”

DEC 2-8

Pearl Harbor; Ford Island &
Arizona Memorial
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